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Authenticity.





What is the threat?

Misinformation

Disinformation 

Deep fakes

AI generated images
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Why does it matter?

We cannot have a functioning society without consensus on 
what is real.

● Reputation
● Expertise
● Reputable sources
● Manipulation





Coalition for Content 
Provenance and 
Authenticity

https://contentcredentials.org/

https://contentcredentials.org/


• Standards organization (SDO)

• Linux Foundation JDF
• 10 Steering Committee members
• Over 500 General & Contributor 

members

The Coalition for Content Provenance 
and Authenticity (C2PA)







What is the C2PA 
Specification?

An open standard for storing and 

accessing cryptographically 
verifiable and tamper-evident 
information whose 

trustworthiness can be assessed 
based on a defined trust model. 



Developed in the Linux Foundation’s 
“Joint Development Foundation” (JDF)

W3C-Compatible Royalty-Free Licensing

Threats & Harms task force explores any 
potential misuse or human rights 

considerations.



Specification (v2.4) Available - https://c2pa.org/specifications/

On its way to becoming an ISO standard (ISO 22144)



Functionality around Generative AI

Identifying assets & regions of interest 
that have been created/modified by AI



This does not “solve” 
misinformation & disinformation.

It provide secures provenance info and 
allows users to make their own decisions.



This is real.





As we marvel at the wonders that “AI”
bring us, let’s not forget to also be aware 

of threats and harms.

!



Daniel Appelquist (https://torgo.com, https://mastodon.social/@torgo)
Samsung Open Source Group (https://opensource.samsung.com)

Thank you.


