Authenticity and the

Flluge oF-thg ileh

Dan Appelquist, 83 g'Open Source Group



Intro: Daniel Appelquist

Open Source Strategist at Samsung

ex-of UK Government Digital Service, Vodafone,
Telefonica

Co-Chair W3C Advisory Board

Co-Chair of OpenSSF Global Cyber Policy Working
Group

UK & US Dual National living in London

SAMSUNG







2.7 The web makes it possible to verify information

Society relies on the integrity of public information. We have a responsibility to build web technologies to counter
misinformation and to maintain the integrity of information for public good. The public needs verifiable source and
context information to recognize trustworthy web publishers and content. The concept of origin and its
relationship with information sources are core to the web's security model.




What is the threat?

Misinformation
Disinformation
Deep fakes

Al generated images
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Why does it matter?

We cannot have a functioning society without consensus on
what is real.

o Reputation

o Expertise

e Reputable sources
o Manipulation
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Mark the good stuff: Content provenance and the fight
against disinformation

Charlie Halford
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O Published: 5 March 2024

BBC News's Verify team is a dedicated group of 60 journalists who fact-check, verify video, counter disinformation, analyse
data and - crucially - explain complex stories in the pursuit of truth. On Monday, March 4th, Verify published their first article
using a new open media provenance technology called C2PA.

The C2PA standard is a technology that records digitally signed information about the provenance of imagery, video and audio
- information (or signals) that shows where a piece of media has come from and how it's been edited. Like an audit trail or a
history, these signals are called ‘content credentials’
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Developed in the Linux Foundation’s
“Joint Development Foundation™ (JDF)

W3C-Compatible Royalty-Free Licensing
Threats & Harms task force explores any

potential misuse or human rights
considerations.



Specification (v2.4) Available - https://c2pa.org/specifications/
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Functionality around Generative Al

Identifying assets & regions of interest

that have been created/modified by Al
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This does not “solve”
misinformation & disinformation.

It provide secures provenance info and
allows users to make their own decisions.



This Is real.



™" On January 30th at AFI Lakeview, Matrix42 is hosting the first DevAfterWork of
2026. Paul Zanfir, Principal Software Engineer, will be talking about augmenting
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As we marvel at the wonders that “Al”
bring us, let’'s not forget to also be aware
of threats and harms.






