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Abstract. Background: In the current age, Al based systems are be-
ing developed and used more than ever before to perform our daily tasks,
technical work as well as scientific activities. On the one hand, it is con-
sidered a positive sign and contribution to strengthen the industry and
technology sectors but at the same time it could also compromise the fun-
damental rights of a society, freedom, and human values if not developed
and adopted in a controlled manner.

Problem: To protect European states from such threats, secure basic
rights, and enforce the controlled development and usage of Al based sys-
tems, the EU has defined and implemented several laws such as GDPR,
Data Acts, Al Acts, and Data Governance Acts. With all these develop-
ments and emergence of legal acts and regulations, the European indus-
try and business sector is missing appropriate technologies and solutions
that can automate the transition and compliance assessment of Data and
AT Operations of business and industrial systems.

Solution: To address these challenges, ACCOMPLISH project is target-
ing to develop a framework (i.e., ACCOMPLISH framework) that can
be used for compliance assessment and certification of Data and AI Op-
erations (Data/AI Ops) of advanced systems in an automated way. At
the core of this framework are requirements for compliance assessment
that are extracted from these legal documents. Then a Compliance Pol-
icy Models Repository consisting of ready-to-use extendable compliance
policy models that effectively consolidate the policy rules, guidelines, re-
strictions and obligations to automatically check the compliance by using
the Human-in-the-Loop (HITL) approach, is developed and maintained.
To maximize the interoperability and minimize the policy modeling over-
head, existing profiles/vocabularies are re-used at maximum and only
missing vocabulary is introduced as part of ACCOMPLISH Profile for
ODRL. These contributions can smoothen the affordable technologies
development and adoption to automate compliance assessment and cer-
tification, thus enabling already established infrastructures (such as data
spaces) to easily connect and consume the automated compliance.
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1 Introduction

In the third decade of twenty first century, the world is going through un-
precedented technological evolution backed up by several key enablers such as
blockchain [24], dataspaces [1], cloud computing [2], and artificial intelligence
(AI) [23]. Among these, development and usage of Al based systems has triggered
several challenges to privacy of individuals, fundamental rights, social values as
well as increased technological risks [21].

Legal bodies and regulatory authorities are keenly looking at possible im-
pacts and potential harms of developing Al based systems and using them in
an uncontrolled manner [15]. This is resulting in various regulatory frameworks,
acts and laws such as EU Data Act, Al Acts, GDPR and Data Governance rules
[11], [18], implied to development and usage of Al based systems in general and
Data and AI operations (Data&AI Ops) in particular [1]. The ultimate goal is
to regularize the controlled usage of Al such that basic rights of the European
citizens as well as I'T industry and it’s technological growth is not compromised
[5]. Major issues in adopting these legal acts and laws to regularize the AI based
system are compliance requirements extraction from these legal documents, de-
veloping policy models based on these requirements and then implementing them
such that they can easily be used in the already established infrastructure (such
as data spaces) for automated compliance assessment.

To address these issues, we present our approach to keep an eye on exist-
ing, upcoming and updates in existing laws and acts (Andrea or Lina). Since,
legal experts are not much familiar with technical aspects of policy modeling
and technical experts are not use to of dealing with legal matters, therefore,
we adopted a joint methodology i.e., Methodology for Synchronization Between
Requirements and Policy Models (MSRP), that can be used to generate com-
pliance requirements from legal documents and to keep them updated with any
changes in legal acts and laws. As technical experts have been part of the pro-
cess of generating compliance requirements from legal documents therefore, they
can adopt, revise (by using back and forth channel) and use them to produce
extendable compliance policy models. We also present the a Ezxtendable Compli-
ance Policy Models Repository consisting of ready-to-use extendable compliance
policy models that can be used for compliance assessment and certifications of
Data& AT Ops by using Human-in-the-Loop (HITL) approach [16]. We focused
on developing ready-to-use policy models in ODRL by maximizing the use of
existing vocabularies instead of focusing on developing a new profile for policy
modeling language. It also helped in minimizing the policy modeling effort and
to maximize the policy adoption in Al based systems. For sure, during the mod-
eling process missing vocabularies are documented as ACCOMPLISH profile for
ODRL. Finally, we present a use case scenario for compliance assessment for
Data& Al operations. The paper has the following seven contributions:

— Regulatory radar for continuous regulations monitoring
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— Methodology for Synchronization Between Requirements and Policy Models
(MSRP)

— Policy modeling approach and Fxtendable Compliance Policy Models Repos-
itory

— ACCOMPLISH ODRL Profile

— Compliance Assessment Use Case

The rest of the paper is organized as follows: the related work is discussed in
Section 3. Our approach for keeping the ACCOMPLISH framework up to date
with any changes or emergence of new laws is discussed in the Section . Method-
ology for Synchronization Between Requirements and Policy Models (MSRP) is
presented in Section 4. The policy modeling approach and FExtendable Compli-
ance Policy Models Repository is presented in Section 5. The Section 6 describes
the initial version of the ACCOMPLISH ODRL profile (use slides pictures for
this section). A compliance assessment use case is discussed in the Section?.
Finally, we conclude our work and suggest future directions in Section 8.

2 Related Work

As part of ACCOMPLISH project, policy modeling for automated compliance
assessment and certification needs to investigate the state of the art from several
perspectives such as legal, theoretical and technical. Here, we discuss the related
work from all these perspectives.

In [3], authors presented the Agent Based Model (ABM) for policy making
when many statistical models are becoming unstable with changing environ-
mental interactions. Authors prove the stability of ABMs in policy making by
conducting a systematic review of 34 articles describing the use of ABM includ-
ing the formal communication and model tractability. Similarly, a conceptual
framework for problem specific policy modeling is presented in [19]. Theoretical
and reuse able ABMs are developed and deployed for generic modeling purposes.
One main issue with this approach is that developing a generic model before the
development of actual model is quite resources and time consuming limiting the
adoption of this approach.

From technical perspectives we have several candidate approaches that can
be used for policy modeling such as Open Digital Rights Language (ODRL),
Web Ountology Language (OWL), Shapes Constraints Language (SHACL), and
Semantic Web Rule Language (SWRL). Among all, a technical and feasibility
study in the ACCOMPLISH project resulted in the ODRL to be the best suitable
choice for policy modeling in the project perspective [13][22] [14]. ODRL provides
a very comprehensive information model that can be used to model the policy
flow in a very comprehensive way. In addition to this several profiles of ODRL
such as Data Privacy Vocabulary (DPV) [12][20], Vocabulary for High Risk AI
Systems [9], and vocabulary do define Access Controls [6]. Additionally, AT Risk
based Ontology [8], [1 7] provides vocabulary that specifically focuses on modeling
entities of GDPR articles [7][18] , EU AI Acts [10]][25] etc.
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ODRL, together with all these profiles provides a very comprehensive set of
vocabularies required to do policy modeling for GDPR, Articles, Data Acts, Al
Acts and Data Governance Acts.

3 Regulatory Radar for Continuous Regulations
Monitoring

The scientific and technology radar activity is a continuous, structured monitor-
ing process that captures the evolution of the regulatory, scientific, and techno-
logical landscape relevant to compliance in Data and AI Operations within the
scope of the ACCOMPLISH project. The methodology combines regulatory in-
telligence, technology scouting, and iterative validation with project partners to
ensure that the project’s compliance models and technical developments remain
aligned with both current requirements and emerging trends.

The regulatory monitoring primarily covers European regulations affecting
data governance, artificial intelligence, cybersecurity, and digital compliance,
i.e. the GDPR, the AI Act, the Data Governance Act, the Data Act, the NIS2
Directive, and the Cyber Resilience Act. These topics were monitored through
institutional portals, regulatory updates, guidelines, liaison activities, and the
expertise already available within the consortium.

In parallel with the regulatory analysis, the radar includes a systematic tech-
nology watch over scientific literature, industry reports, online sources, existing
compliance tools, and related European initiatives. The objective is to iden-
tify relevant technologies and trends, and assess their positioning with respect
to ACCOMPLISH’s objectives and intended solution space. The radar results
highlighted a rapidly increasing complexity in the compliance landscape for or-
ganisations operating data- and Al-driven operations. The analysis confirmed
that compliance requirements are becoming more interdependent across regu-
latory domains, combining privacy, security, data governance, Al risk manage-
ment, transparency, and sector-specific obligations. This finding reinforced the
need for multidimensional compliance frameworks that integrate heterogeneous
regulatory requirements into operational models that can be updated over time.

4 Methodology for Synchronization Between
Requirements and Policy Models (MSRP)

As the name (i.e., Methodology for Synchronization Between Requirements and
Policy Models (MSRP)) suggests that MSRP starts with the selection of legal
articles, laws, regulations and acts that are related to data&AI Ops of Al based
systems. These selected legal articles and regulations are then used to identify
and extract compliance requirements creating the base for developing policy
models which ultimately are used for compliance assessment of data&AI Ops in
an automated way (as shown in the Figure 1). Here, we explain these phases.
Phase I: Legal Article Selection Since, ACCOMPLISH framework is
targeted to be used for compliance assessment of data&AIl Ops of advanced
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Phase 1: Legal Article Selection ~ -->  Phase 2: Compliance Requirements Identification --> Phase 3: Compliance Policy Model Mapping
{

TR ACCONPLIH e ad Dot Compiane Py Mo Desis (1AL *@context”:

i Patres FRAINHOFER e, T OSK UP, DAL, BTECH ELRECAT DenortatsLeaies

"@type": “Set”
id"s " lawful_processing_of personal_data",
“profie”:
*permission’: {
“target”
“action": “processing”
*assignee’ "1t/ fokus fraunhofer de/data_controller”
e =$ “predicateConstraint": {
“leftOperand": "lgalBasis’,
s T “operator”: "isAnyOF',
“rightOperand": {
"@list”; |
R— et e {"@id": "Consent’),
e {"@id" "Contract’),
. ’ : {"@id": "LegalObligation"),
{'@id": "Vitalnterest"),
— {"@id": "Publicinterest" },
- —— [ {"@id": "Exercise0fOfficialAuthority"},
- - — {"@id": "Legitimatelnterest'
]
]
*prohibition": [{
legalBasis": "Legitimatelnterest”,
“predicateConstraint: ({
“leftOperand: “acton”,
“operator”: "isA",
“rightOperand":

Ut o g

I

—_ ]

Fig. 1. Different phases of Methodology for Synchronization Between Requirements and
Policy Models (MSRP).

systems, therefore, this phase focuses on selection of articles that have regula-
tory contents for data& Al Ops. As mentioned earlier that Human-in-the-Loop
(HITL) approach is used in requirements gathering and policy modeling, there-
fore in this phase legal documents are selected on manual basis with common
understanding of technical and legal experts based on mutual discussion, im-
portance and relevance of legal articles to the data& Al Ops. Major regulatory
contents that are selected and used in this phase are GDPR articles, Data Acts,
AT Acts and Data Governance Acts.

Phase II: Compliance Requirements Identifications In this phase com-
pliance requirements from selected legal articles are identified, extracted and
documented such that they can easily be used by technical team for policy mod-
eling purposes. One major issue faced during this phase was how to document
the identified compliance requirements such that they become clear, easy to
understand and properly structured in a way that they can easily be used by
technical experts for compliance policy modeling purposes. For this purpose legal
and technical experts jointly designed a Compliance Requirements Documenta-
tion Template (CRDT) (as shown in the Figure 2). The Figure 2(a) shows the
first version of the CRDT that we used for cross discussion and analysis of com-
pliance requirements between legal experts and technical team. This resulted
in two key improvements in CRDT: i) identification of new entities, factors, pa-
rameters, and attributes, ii) an improved, clear and easy to understand structure
(as shown in the Figure 2(b)) of compliance requirements that was very helpful
in policy modeling. Finally, this structure is used to document the compliance
requirements of GDPR Articles, Data Acts, Al Acts, and Data Governance Acts
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that are selected in phase I. It is important to highlight here that Phase I & III
are recursively iterated, feeding each other in policy modeling and requirements
identification. Extracted and documented requirements are forwarded as input
to Phase III for policy modeling where as issues, missing information and struc-
tural limitations of these requirements are communicated back as an input to
Phase II. This recursive back-and-forth channel helped in identification of quite
extensive and micro-level requirements that ultimately was helpful in develop-
ing and implementing extendable compliance policy models (as discussed in in
Phase III).

|
———
oo rpe: S
I

Note: Next, | think we may discuss above points in our meeting, and we may g0 to another example of any Law->Requirement->Policy Model

Article Measures, actions and documentation to demonstrate Consequences of
Legal Provision Requirement type N non-compliance

compliance

A_Binary._0 ). if these olements are present, there is
ovidence towards demonstrating compliance.

a. Consent: a signed consent form is stored, or consent is

clearly recorded (e.g.. by clicking Accept Terms and
Conditions)

b, Contractual necessity: record or copy of the contract or Verification
service agreement under which the data processing is documentation confirming the
required applicability and validity of the - Fines up to €20
c  Legal obligation: available privacy notice or policy that legal basis. million or 4% of global
referonces the specific law or regulation enabling the data tumover
ferences the specific & guiat) biing the dat Among others
processing - Legal claims for
Legal bases for Duty: when processing d. Vital interest: documentation or other evidence of the a Verification that consent gamages by
brocessing personal data, the entity urgent situation (e.9. emergency, danger to life) has not been withdrawn of jnquigi

general  personal

must establish a valid legal

Public task or authority: available privacy notice or policy

that the contract remains in

General Personal  Applies to the entities  basis that references the specific law granting the entity or force. Suspension _or
conditions.  dotermining organization authority to process personal data. b. Enabling k rom: deletion of data
6 purposes and means  Or 1 Legitimate interest: record of a Legitimate Interest nabling laws remain in  processing D
prich an ently S of ‘the processing Assessment (LIA) force and are applicable.
enable or o an ent Reputational
prenied o data controllers. Permission: when an entity Reassess  logitimate  gamage and loss. of

to
process such data

personal data

B_Non-binary.(require a contextual assessment). building on the
binary actions, a contextual assessment of these points is
required to further verify compliance with each specific legal

interest balance to ensure
they still outweigh any impact
on individuals or the existence

public trust

Supervisory

basis of vital interest authorities.
a. Consent: verification that consent is freely given, specific, conduct investigative,
informed, unambiguous and easy to withdraw. corrective and

b, Contractual necessity: verification that the data requested
is directly tied to the effectiveness and performance of the
contract

c  Legal obligation: verification that the law enabling the data
processing is specific and applies to your organization. In

ta must be necessary, rather than merely
useful, for fulfilling the legal duty

d. Vital interests: documentation must demonstrate why the
situation was urgent and why it was not possible o obtain
consent in time (or why another legal basis did not apply).

(b)

advisory powers

Fig. 2. Compliance requirements documentation template used for documenting com-
pliance requirements for policy modeling.

Phase III: Compliance Policy Modeling Mapping Once compliance
policy requirements are identified, extracted and documented in the CPRT, they
are taken as input for phase III for policy modeling purposes. Each requirement
from the CPRT is translated to the corresponding policy instruction encoded in
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ODRL as core information model and its various profiles as suitable vocabulary
containers.

5 Extendable Compliance Policy Models Repository
(ECPMR)

Extendable Compliance Policy Models Repository (ECPMR) is basically a cen-
tral compliance policies bank that is used to fuel the compliance assessment
process of the ACCOMPLISH framework. Main part of the ECPMR are policy
models that are developed and injected into the repository for selected articles
and acts from GDPR, Al Acts, Data Acts and Data Governance Acts, based on
their relevance to data& Al Ops. Here, we use the term "extendable” with policy
models because in ACCOMPLISH project we performed an extensive review of
EU regulations from different sectors to create policy models that can be ex-
panded with future needs as well as forth coming legal acts and regulations, as
the modeling process to be employed remains the same.

Additionally, as part of implementing the policy model in ODRL, compliance
requirements for every article and act (as discussed in the Section 4) are taken
as input and basic flow of the policy is encoded in ODRL information model.
Each requirement (binary and non-binary) are taken one by one, corresponding
best suitable vocabulary is searched and investigated among existing profiles
of ODRL, and every requirement is mapped to suitable ODRL policy code (as
shown in Figure 3). For the purpose of interoperability we tried to re-use the
existing vocabularies to our best. In extreme case where no suitable vocabulary is
found in any of the existing profiles, a new term / entity (with its corresponding
details) is defined and documented as part of ACCOMPLISH ODRL Profile
(further discussed in Section 6).

Once requirements are mapped to corresponding ODRL instructions and the
basic policy flow is designed by using core ODRL information model, require-
ments are categorized and encoded as Prohibitions, Obligations, Permissions,
Duties and possible Consequences. Since, in most of the cases (i.e, legal acts
and articles that are related to data&AI Ops), consequences are almost similar
(i.e., "Administrative fines up to €15,000,000 or 3% of total worldwide annual
turnover") therefore, we modeled such consequences in ODRL (as shown in the
Figure 4) and synchronized the code across the policy models until and un-
less consequences are changed in legal articles. Appendix 77 shows the sample
ready-to-use policy model for AT Act 10.

5.1 Policy Models Validation

Validation and verification is an important part of quality assurance, before any
software, tool or a component is deployed. We also validated compliance policy
models before deploying them to the ECPMR to be used as part of ACCOM-
PLISH framework as well as to be used publicly. We validated our compliance
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Legal Provision

Data and data
governance:
requires that data
complies with a set
of standards during
development,
updates or
retraining.

Scope Requirement type

Duty: before placing a high-
risk Al system on the market
or put into service, applies
also to updated involving
retraining or real-world data
input.

Applies to providers
of the high-risk Al
system.

n to demonstrate

A. Binary (ves/o): if these elements are present, there is
evidence towards demonstrating compliance.

a. D data and dataset-quality
procedures containing the following elements:

- Documented data governance framework.
dpv:hasOrganisationalMeasure
dpv:DataGovernance
Documented dataset specification.
tech:hasDocumentation
aiact#CommonSpecification
tech#Documentation
Documented procedures to detect and correct
data errors.

Bias/ representativeness assessment.
dpv:hasAssessment
dpv:DataQualityAssessment
aifBiasDetection

Error management procedures.

B. Non-binary (require a contextual assessment): building on the
binary actions, a contextual assessment of these points is
required to further verify compliance with each specific legal
basis.
Statistical analysis of dataset representativeness.
Bias-detection reports (quantitative faimess
metrics).
risk:detects ai#ValidationDataBias
Documentation showing how identified biases
were corrected.
Data validation reports.
Documentation of reviewer checks.

Monitoring requirement

Verification that data used
(training, ~validation, testing,
and  realworld  inputs)
remains appropriate,
representative, complete, and
free of errors for the intended
purpose of the high-risk Al
system, and whether data

Consequences of

non-compliance

-Administrative fines
up to €15 000 000 or
3% of total worldwide
annual turnover.

issues lead to new risks o | 'leftOperand".
“payAmount"

aiTrainingData "operator”:
“teq”,

ai#TestingData

ai:ValidationData rightOperand": {

“rdf.value™:
Among others: "15000000.00",

a. Existence of a documented
data monitoring policy.

dpv:hasPolicy.
dpvi#MonitoringPolicy

b. Documented roles and
monitoring responsibilities.

dpvithasTechnicalOrganisatio
nalMeasure

dpv:ActivityMonitoring

¢. Documented monitoring
schedule.

dpv:hasPolicy.
dpv#tMonitoringPolicy

dpv:PhysicalSurveillance
(option)

mma\“ true
L

"unit";
"http://dbpedia.org/re
source/Euro"

-Penalties and
enforcement
measures adopted at
the Member State
level.

Fig. 3. Requirement to ODRL vocabulary mapping.
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Fig. 4. Consequences modeled in ODRL.
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policy models in three different ways (as discussed below): Internal Reviews-
Semantic Validations: Once technical team finishes the implementation of
policy models based on the requirements that are extracted and documented by
the legal experts, policy models go through internal review process. In the inter-
nal review process each policy model is analyzed from requirements perspectives,
semantically and syntax wise, jointly by legal and technical experts. This pro-
cess also results into requirements corrections/updates, syntax validation and
policy updates. Any existing issues are reported as comment/feedback and are
addressed as part of review process. Once verified, policy models go through
syntax validation at two levels (i.e., JSONLD validation and ODRL validation).

Syntactical Validation: Since, policy models are encoded in ODRL by us-
ing jsonld serialization therefore, policy models are validated by using JSONLD
playground © to address any kind of syntactical discrepancies. Additionally,
ODRL code of policy models is validated by using ODRL validator . Figure
5 shows the jsonld and ODRL validation of the policy model for AT Act 10
before deploying it to the ECPMR.

6 ACCOMPLISH ODRL Profile

Creating a profile for a policy modeling language such as ODRL that can support
the vocabulary required to model policies for specific legal articles or acts has
always been a supporting and useful mechanism. Some times creating new pro-
files containing vocabularies that have matching semantics with some existing
vocabularies creates interoperability issues as well as modeling overhead. In AC-
COMPLISH project we minimized this overhead at two levels: i) interoperability
is maximized by adding a module i.e., searching and identifying existing vocabu-
laries to be reused, as pre-requisite to profile modeling, ii) only introducing new
entities and terms as part of ACCOMPLISH ODLR Profile that either abso-
lutely not exists or have no semantic matching in existing vocabularies. That’s
why one of the main contributions of the ACCOMPLISH project is Compliance
Policy Models Repository (CPMR) consisting of ready-to-use policy models with
human-in-the-loop (HITL) approach instead of ACCOMPLISH ODRL profile.
This is also the reason that ACCOMPLISH ODRL profile consists of only those
terms that are not found in any existing profiles. All such terms/entities are
documented as part of ODRL profile with necessary details. The Figure 6 shows
a sample entity description from ACCOMPLISH ODRL profile. As a review
mechanism, ACCOMPLISH ODRL profile is continuously reviewed for any kind
of updates such as an entity is found in an existing vocabulary at later stage
during modeling process. Such entities are deprecated from profile and updated
in policy models.

5 https://jsonformatter.org/
7 https://odrlapi.appspot.com/
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Term

Label

IRI

Type

Parent Classes

Child Classes

Domain of Properties
Range of Properties
Definition

Additional Notes

Usage Example

Source Legal
Document/Article/Act

Creation Date
Updating Date
Contributor

Cross Discussion / Comments

Accuracy

Data Accuracy

https://accomplish.orq/DataAndAl#Accuracy = acc:Accuracy ([aqe ] AR R TTR X RN

rdfs:Class, skos:Concept

hasDataAccuracyStatus

Concept indicates the data accuracy that can be presented by using the “hasDataAccuracyStatus” which may have
different values (e.g., Accurate, NotAccurate etc.)

"constraint": [

{

"leftOperand": "acc:accuracy”,

"operator": "eq",

"rightOperand": "acc:inaccurate”

i

GDPR 2016, Article 16 & 19

25-11-2025

Ahtiham and Peter

+ Any reviewer may comment/ suggest correction/updates here.
* Cross discussion between community members.

Fig. 6. Entity description in ACCOMPLISH ODRL profile.
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7 Compliance Assessment Inference Engine

8 Conclusion and Future Work

To strengthen and secure the Europe’s industrial competitiveness, the Euro-
pean Parliament has prepared and enforced a set of legislative laws and acts
such as GDPR, Data Act, Al Acts, and Data Governance Act. To act in com-
pliance with these legal legislations, the business world and industry needs to
be equipped with appropriate technology and ever-evolving multifaceted com-
pliance solutions to regularize their daily business together with their data& Al
Ops. To address these challenges (as part of ACCOMPLISH framework), in this
paper we presented our regulatory radar for continuous regulations monitoring.
We also presented the Methodology for Synchronization Between Requirements
and Policy Models (MSRP) that can be used to extract compliance requirements
from legal documents. These requirements create the base for compliance pol-
icy modeling. Against the tradition of introducing new profiles, we developed
an Extendable Compliance Policy Models Repository (ECPMR) that consist of
read-to-use policy models with Human-in-the-Loop (HITL) approach. Additional
community support is provided by developing and documenting ACCOMPLISH
ODRL profile that consisting of entities and their semantic descriptions for only
those vocabularies that were found missing in existing profiles during policy mod-
eling tasks. Finally, a compliance assessment use case is presented to prove the
practical demonstration of ACCOMPLISH framework in compliance assessment
and certifications.

As part of future activities, we are working on several aspects: i) expanding
and updating the Fztendable Compliance Policy Models Repository (ECPMR)
with new ready-to-use policy models as well as by updating existing policy mod-
els with new requirements, ii) standardizing, completing and publishing the AC-
COMPLISH ODRL profile documentation, iii) implementing the profile as OWL
ontology.
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