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About the UK Data Service

« The UK Data Service is the principal repository for economic, population, and social research data
in the UK, As hosts of the largest trusted dié;ital archive of its kind, our expertise in the collection,
preservation, and dissemination of quality data is the culmination of near )(JSlxty years of sustained
|n¥estment by the Economic and Social Research Council (ESRC) in the UK’s research data
infrastructure.

» Access to UK Data Service data is free at the point of use for non-commercial use

+ Data required for non-commercial purposes can be downloaded, or accessed, at no cost. Charges will apply
if the data are to be used for a commercial purpose.

Our challenge: https://ukdataservice.ac.uk/ukdataservicestrateqy202430/

* The challenge confronting data infrastructure services like the UK Data Service is to streamline the
research data lifecycle enhancing its efficiency and effectiveness. To achieve this, it is important to
acknowledge the importance of upstream data service activities, well before the data are made
available to researchers for analysis and knowledge creation.

+ Our objective is to make it quicker and easier for researchers to get the data they need, when they
need it, reducing the time and effort currently expended in accessing and preparing complex
datasets for research.

» There is a clear requirement to be able to perform these tasks at scale and this demands a strategic
commitment to automation, not for its own sake, but because it will yield much better services for
our users and quicker access to the data they need. This means investment in people and
processes as well as technology.
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UK Context

» Both research studies and research infrastructures are funded by the
Economic and Social Research Council (including UK Data Service)

* Numerous use cases of varying complexity

« Simple access and usage scenario is somewhat easier to articulate:

Data owners deposit data - essentially ODRL Assets - into repositories;
Repositories conduct further data processing and enrichment of metadata;
Repositories then publish these datasets as static resources in a “catalogue”
Researchers browse and select which resources they would like to work with
Researchers request access to the data

If approved, Researchers then Use the data

« Often by downloading the data

« Sometimes by analysing the data in a Trusted Research Environment (TRE)

» This endpoint is typically a RESTful API and is hosted either on-premises at a
repository, or at a cloud provider (UK Data Service use AWS for example).
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The social science infrastructure landscape in

the UK
(Source: Richard Welpton, ESRC, 2025)
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CDIF Context: The Cross-Domain
Interoperability Framework

CDIF is an emerging framework developed bg_CODATA and collaborators with the
goal is tfod3|{npllfy and standardise interoperability for global data practitioners in key
areas of data use

A foundational principle of CDIF is that new standards are never created. Instead,
CDIF leverages well-established existing standards to create specific implementation
guidance, and these are defined in CDIF “profiles”.

ODRLI__(s%ported by usage of DPV and DUOQ) is one of the foundational components
of CDIF. At time of writing, there is a very basic description of ODRL usage within
CDIF 1.1- see diagram below - but a more detailed Access Profile is in dévelopment
and will be released to practitioners by November 2026.

Importantly for CDIF, it now has significant su%)ort and financial backing from the
European Open Science Cloud through the CDIF4EOSC Horizon Europe project

* (8M euro, 20206-2029) - https://www.cdif4eosc.eu/

CDIF4EOSC will embed ODRL into standard repository practice with real tools.

* For example, a proof-of-concegt ODRL Policy Editor will be further developed up to
production level based on the business logic finalised in CDIF4AEOSC

« cf. https://odrl.dev.codata.org/policies



https://www.cdif4eosc.eu/
https://odrl.dev.codata.org/policies

CDIF Profiles — including ODRL for Access

1.0 PROFILES 1.1 PROFILES NEAR-TERM PROFILES FUTURE PROFILES
(MAY 2024) UUNE 2026) ON-GOING/CDIF4EOSC (CDIF4EOSC)

Catalogued
Package/FDO
(RO Crate, Other?)

Core Provenance
i ry r anifest | 0O

Discove M R 5
(SChe a.org) { rate) I ROV/DDI

(Schema.org) CDI/Schema.org)

Discovery :
Description % (Schema.org) Discovery (DCAT)

(DDI-CDI)

Data
Description Structure Semantic Croissant
(DDI-CDI) (with ML Commons)

Concept
Access ?ggg‘é’;‘ Scheme
(ODRL) (SKOS/OWL)

Access Rights
(ODRL) (ODRL, DPV, DUO+)

Universals

DRUM for UoM)

» https://cdif.orqg/
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Problem statement

« The repository activity of “Access” remains a largely human-mediated and
administrative activity.

« While researchers typically (but certainly not always) apply for access to data
in an electronic form, the subsequent management of the access request
pr%celss and subsequent delivery of the data can be bureaucratic, expensive,
and slow.

» -> |t takes too long for researchers to get hold of the data they need to conduct their
research.

* The problem is compounded in that each repository will have its own set of
local processes and terminology, even though these local |
implementations share completely common characteristics with all of the
other repositories.

« Often under the exact same legal and/or regulatory arrangements (e.g UK Digital
Economy Act)

* It is not currently possible to get a unified analysis and reporting view across
ESRC investments in relation to what data is being accessed by whom for
what purpose.



Time to Access (y-axis = Days)

: Type

Mean average ‘time to ®

access’ in days across CLS Secure 5
Depositor Permission, @ CLS Special 2

. . € 10

Special Licence, ® DEA 2
Controlled DEA and £
Controlled non-DEA ®|SER Secure

workflows ® ISER Special




Strawman access brokerage architecture

An Access & Usage “lifecycle” would be expected to consist of the following:

A researcher browses or searches the UK Data Service Catalogue (or another
repository in ESRC

They select a dataset and initiate an Access Request from the UK Data Service's
Catalogue UI.

The UKDS Catalogue passes the Access Request to the ESRC Access Brokerage.

Through its “Policy Execution Engine”, the Access Brokerage evaluates the
researchers’s recwest for data and orchestrates and fulfills any required ‘access
conditions’ (ODRL Rules and Actions).

The Access Brokerage generates an ODRL Agreement which defines the ‘usage
conditions’ that the researcher is subject to.

The ‘Policy Monitoring Engine’ is then responsible for interceptingI and mediating any
further changes to the research project, such as adding additional researchers or
datasets to the project.

At the conclusion of the research rog'ect the ‘Policy Monitoring Engine’ mediates an
end-of-project workflow, such as destruction of data.
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CDIF4EOSC Tooling

*{CDIF 4

plSIoN] &

Al Tooling

OntoPortal Ontology
and I-ADOPT Services

Object Marshalling:
Resource Identifier

*  Content/Metadata
Extractors

e Cross Domain Format
Transformer

Enrichment:
*  CDIF Variable Analyser

CV Predictor Term Generator
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ODRL Policy

Constructor
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ODRL Policy Editor ',i;C;fPIF 4

https://odrl.dev.codata.org/policies CHeosC

@ ODRL Infra

) Live Demo Policy Builder policy-preview.jsonld
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Design ODRL Access Policies.
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Distinguishing “Access” and
“Usage” (Bell, IPDLN 2026)

 Access relates to the
activities which mediate

Manual
eyeballing

Legal/
Regulatory
Compliance

the initial retrieval of a Manual .
digital object for eyeballing SDC Algorithms
research

ODRL &buo :
mergent

Policies disclosure risks
post-linkage

Data Owner
Prescriptions

+ Usage relates to all
subsequent operations
performed on that
digital object.

» The definition and
description of both
these activities are
bounded by access
and usage policies. DPV

Characteristics
of the data
Confidentiality

Characteristics
of the data
Sensitivity

DPV



Data Privacy Vocabulary

(DPV) + Risk Extension
(RISK)

https://w3id.org/dpv/risk
/

https://w3c-cqg.github.io/dpv/2.3/risk/

aL Aggregotion :

v:isMitigated
ByMeasure

dpv:hasRisk

dpv:hasResidualRisk

dpv:hasRiskLevel

dpv:hasRisk

o FreaThreshold |

dpv:hasOrganisationalMeasure



https://w3id.org/dpv/risk
https://w3c-cg.github.io/dpv/2.3/risk/

Closing the loop:
DUO + DPV + ODRL

e Source:
https://qgithub.com/EBISPO

T/DUO#powering-dataset-
access-screening-queries

odrl:Offer

DATA MATCHING
DEPOSITORS ALGORITHM
Data submitted by Data Depositor
tagged with Data Use Restrictions & Requirements’
Data Use Restrictions & Requirements
—_—
Data Use Codes
tpsbls,
.0 ALGORITHM

* General Research Use (GRU)
= Health/Medical/Biomedical (HMB) g a
= Disease-specific Research (DS-X)
= Secondary code

« No General Methods (NMDS)

* Genetic Studies Only (GSO)
Data Use Requirements
Not-for-profit use only (NPU)
Publication required (PUB)
Collaboration required (COL-[XX])
Publication moratorium/embargo
Time limit on use
User-specific
Project-specific restrictions
Institution specific restrictions
Security Terms
Expunging Terms
Linking Terms
Allowed Recontact Terms
Compulsory Recontact Terms
IP Claim Terms
Reporting Terms
Payment Terms
» otherTOS[xx]
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DATA
REQUESTORS

Lbala Access Request Application,

is represnted by DUO data use categories

odrl:Request

Data Access Requestor - Research Purpose Terms/
Data Use Categories

Purpose of use term
» Research Purpose
m Methods Development

Population Research
Ancestry Research
Age Categories Research
Gender Categories Research
Research Control
Biomedical Research

= Genetic Research

= Drug Development Research

m Disease Categories Research
For Profit Purpose


https://github.com/EBISPOT/DUO
https://github.com/EBISPOT/DUO
https://github.com/EBISPOT/DUO

Aligning ODRL, DPV and DUO

« Pandit HJ, Esteves B. Enhancing Data Use Ontology (DUO) for health-
data sharing by extending it with ODRL and DPV. Semantic Web: —
Interoperability, Usability, Applicability. 2024;15(4):1473-1498.
doi:10.3233/SW-243583

* https://journals.sagepub.com/doi/full/10.3233/SW-243583

* Three premises:
« Dataset policies (e.g. licenses) as odrl:Offer
» Data use requests as odrl:Request
« Data use decisions as odrl:Agreement



https://doi.org/10.3233/SW-243583
https://journals.sagepub.com/doi/full/10.3233/SW-243583

Questions?
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