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Roaming Authenticators for 
SPC



Background

• It is a longstanding goal that SPC be usable with roaming authenticators


• The specification today explicitly does not support them


• The main issue is UX: 


• Today the transaction dialog only appears when authenticator is detected.


• But if a roaming authenticator is not detected, how/when to prompt the 
user?

https://github.com/w3c/secure-payment-confirmation/blob/main/requirements.md#fido-considerations


Meanwhile, WebAuthn UX continues to evolve



Ideas for UX to handle roaming authenticators



When any authenticator is found (platform or roaming)



When no authenticator is found
Select an authentication method then Continue to complete the 
transaction.

Use a phone or tablet

Authenticate another way with my account provider
Use a security key
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SPC specification changes

• Update “4.1.9. Steps to check if a payment can be made” to support fallback 
UX with authenticator selection.


• Remove hard-coded references to platform authenticators.


