
Introduction to CAI & C2PA
and application to TDM and genAI

Leonard Rosenthol
Senior Principal Architect, Content Authenticity & 
PDF
Chair, C2PA Technical Working Group



©2023 Adobe. All Rights Reserved. 



©2023 Adobe. All Rights Reserved. 

AI Generated Media
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C2PA Membership

Liaisons
• ISO
• IPTC
• ETSI
• PDF Association
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Membership 1500+
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Specification (v1.3) Available - https://c2pa.org/specifications/
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CAI Open Source

• Used by many companies

• Adobe

• Microsoft

• Truepic

• Smartframe

• Nikon

• Sony

• ….
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Core Components to C2PA
• Assertions

• A series of statements that cover areas such as asset creation, authorship, edit actions, capture 
device details, bindings to content and many other subjects. 

• Credentials

• W3C Verifiable Credentials for any actor involved with an assertion.

• Data Boxes

• Additional information about an assertion such as a GenAI prompt or thumbnail.

• Claim

• A digitally signed entity, created by a Claim Generator, that lists the assertions being made by 
the Signer.

• Claim signature

• The digital signature on the claim using the private key of an actor. This data is a part of the 
manifest.

• Manifest

• A verifiable unit into which assertions, claims, credentials and signatures are all bound 
together. The set of manifests, as stored in the asset’s Manifest Store, represent its provenance 
data.



©2023 Adobe. All Rights Reserved. 

Some types of Assertions

• Content Bindings

• Creative Work

• Actions

• Ingredients

• Thumbnails 

• Cloud Data

• IPTC, Exif, Schema.org

https://verify.contentauthenticity.org/
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Identifying Assets

• Action Assertion

• Usually `c2pa.created` but could be `c2pa.edited` or `c2pa.filtered` or …

• digitalSourceType

• Defined by IPTC

• Also chosen by Google for identifying GenAI
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Do Not Train

• Four categories 

• ai_training

• ai_generative_training

• ai_inference

• data_mining   

• Possible values

• Allowed

• Not allowed

• Constrained
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Establishing a Trust Model

• Modelled on the same 
approach to trust as PDF 
and the Web

• X.509 Certificates

• Certificate Authorities

• Trust Lists
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Manifests can be embedded or referenced

• C2PA Manifests can be embedded into

• Images (JPEG, PNG, GIF, WebP, AVIF, HEIC/HEIF, TIFF, DNG, SVG)

• Videos (MP4, MOV, AVI, BMFF)

• Audio (FLAC, MP3, WAV, BWF)

• Documents (PDF, EPUB*)

• They can be stored separately in file systems, the cloud, DLT/Blockchains & 
referenced by URL, HTTP headers, file system paths and more.
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Legislative work

• A number of countries are looking to adopt legislation about

• Identification of assets created/modified by generative AI

• Identification of rights concerning use of an asset for AI training

• US, UK, EU, China, AU, NZ

• C2PA addresses both needs 

• is already out in the field (Adobe, Microsoft, Shutterstock, etc)

• Supports many file formats
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Thank you!
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Questions
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