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Agenda

• Concepts (15 mins)

• Demo (10 mins)

• Next steps (10 mins)

• Q&A
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Just some of SWAN's contributors
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Identifiers / Preferences - Utility

• SWAN is a utility – like domain 
names

• SWAN addresses access and 
transparency issues with cookies

• Recognises problem is not just 
about engineering, but law, 
economics, politics and
engineering
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We all agree

• Improve respect for people’s 
privacy when using digital 
services

• Build trust

• Comply with laws

• Detect & sanction bad actors

Proposed Solutions

• Web browser knows best

• Focus on centralized 
control, not utility

• Serious competition issues

Current situation

Confusion, frustration and stress
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Bounded 
Rationality
is the idea that, individuals' decision 
making is limited by access to information, 
cognitive limitations of the mind and the 
time available to make the decision.

Accordingly, people often seek 
a satisfactory rather than an optimal 
solution. 

Stop playing “Jenga”
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Centralized

Signs of centralization:

• words like “web browser will…”

• single administrator

• single-domain.com

• register of participants

Leads to:

• How does my organization 
become the 'one'?

• What can we do if the 'one' 
abuses its power?

• How will this impact publishers, 
if the 'one' begins charging a 
'tax' for continued access? 
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Centralized Solutions

Operate and 
Govern
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Neutral Solutions

Govern Operate
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Decentralized Solutions

Govern

Operator Operator Operator

Operator Operator Operator

Operator Operator Operator
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Regional differences

US Laws
Europe 
Laws
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This is not a new problem
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2021 Predictions

2021 
Digital Advertising 

spend

$400B*

2021 
Commercial Aviation

spend 

$287B**

* https://www.statista.com/outlook/dmo/digital-advertising/worldwide
** https://www.statista.com/statistics/263042/worldwide-revenue-with-passengers-in-air-traffic
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https://www.statista.com/outlook/dmo/digital-advertising/worldwide
https://www.statista.com/statistics/263042/worldwide-revenue-with-passengers-in-air-traffic
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Design principles for Common Pool Resource 
(CPR) institution
1. Clearly defined (clear definition of the contents of the common pool resource and effective 

exclusion of external un-entitled parties);

2. The appropriation and provision of common resources that are adapted to local conditions;

3. Collective-choice arrangements that allow most resource appropriators to participate in the 
decision-making process;

4. Effective monitoring by monitors who are part of or accountable to the appropriators;

5. A scale of graduated sanctions for resource appropriators who violate community rules;

6. Mechanisms of conflict resolution that are cheap and of easy access;

7. Self-determination of the community recognized by higher-level authorities; and

8. In the case of larger common-pool resources, organization in the form of multiple layers of nested 
enterprises, with small local CPRs at the base level.

Elinor Ostrom - Wikipedia
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https://en.wikipedia.org/wiki/Elinor_Ostrom


SWAN – Key features

• Separates operation from administration

• Requires common rules for Operators to follow
• Data model

• Quality of service

• Transparency to people and all stakeholders

• Incentivise price competition among Operators

• Limited administration to extensibility and improvements
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Demo time
Follow along at https://new-pork-limes.uk

See https://swan-demo.uk/example.html for JavaScript code
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https://new-pork-limes.uk/
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“A device that automatically accepts/rejects all 
internet cookies without asking every time.”

Matthew Parris – UK journalist and ‘national treasure’
#28 - The 31 inventions that Britain really needs

https://www.spectator.co.uk/article/the-31-inventions-that-britain-really-needs
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Binding Legal Terms
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APIs
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Cookies

New cross domain 
browser state

Storage Options

Access 
Controller

Update

Retrieve*

SWAN Operator
CMP 
(User 

Interface)

* Directly identifiable personal information retrieved for editing purposes

# All directly identifiable personal information irreversibly hashed

Pub. / SSP

Retrieve#

Offer ID
Transport:  OpenRTB
Encoding: OWID

Advertising Environment

https://github.com/swan-community/owid

https://github.com/swan-community/owid


SWAN – Key Considerations

• Developed in constant dialogue with major regulators

• Complies with GDPR and ePrivacy principles and law

• Enhances the W3C security and privacy model to recognise data 
controllers and processors as defined by major law makers

• Route to browser adoption and new standard

• Designed with standards in mind 
Cookies [RFC6265], HTTP temporary redirect [RFC7231] & HTTP URL [RFC3986]
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https://tools.ietf.org/html/rfc6265
https://tools.ietf.org/html/rfc7231#section-6.4.7
https://tools.ietf.org/html/rfc3986


SWAN complements other options

Giving People Control

See https://swan.community/how-we-compare

https://swan.community/how-we-compare


Stakeholders

• People
• removes consent fatigue
• builds trust via improved transparency and accountability

• Publishers
• restore full addressability from day one
• improved control over experience

• Advertisers
• get what they pay for & enables detection of publisher fraud

• Web browsers
• simple solution to address primary problem of privacy and trust
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SWAN

Roadmap to maturity
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Major milestone – once all browsers 
embed SWAN there will be no need for 
SWAN Operators.

SWAN Co. continues to govern Model 
Terms and the browser standard.

Today – SWAN enabled 
by first party cookies

Current web browsers

Web browsers with 
SWAN embedded



Roadmap to launch
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April / May June / July Aug. / Sept. Oct onwards

Consultation – Model 
Terms

Add PreBid support

Publisher APIs

CMP APIs

Setup SWANCo and 
Network terms

SWAN Operators 
commence operations

Early adopters 
commence parallel 
running

Production grade 
ready

No new technology or legal issues – low risk timeframe



Next step

1. Support it – SWAN’s presence will alter the 
debate – add your logo to the demo pages 
/ feedback on Model Terms

2. Work on it – SWAN is 100% open source

3. Do nothing – stay neutral - the easy option

4. Rubbish it (but verify correct understanding 
first)
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Q&A


