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GOALS

Annotate Vehicle interactions and data

Device

Interactions

(Action heater)

=

Data
(data schema)

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things

Context

Features of
Interest
(domain-specific

HEELEIE)

Interact with the many automotive domains
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INTEROPERABILITY IN A FRAGMENTED I0OT ECOSYSTEM
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REQUIREMENTS [1]

Complexity

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things [1 ] K-CAN, D-CAN, PT-CAN, MOST, F-CAN, K-Bus and LIN-Bus Page 4



WOT ONTOLOGY [2]

= Define awot:Thing
= Centered on wot:interactionPattern

- Properties
- Actions
- Events
= Use dataSchema
- Literal value
- wot:DataType
- om:Unit_of measure

wot:isReadable
Through

wot:provides
InteractionPattern

wot:hasOutputData
wot:hasinputDate

wot:isMeasuredin wot:hasValueType

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things

[2] https:/lwww.w3.0rg/2019/wot/td/v1
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ABSTRACTING VEHICLES IN THE WEB OF THINGS
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VEHICLE SIGNAL SPECIFICATION (VSS)

Car-related concepts

Nou

451 branches (“engine”, “mirrors”)

[3]

VEHICLE

)

1103 leaves:
- 43 attributes (“weight”, “fuelType”)
- 1060 signals: (700 seat-related), 268 with unit

VIN

BRAND

Examples:
Gearbox-sensed speed: .Drivetrain. Transmission.Speed
Engine speed: .Drivetrain.Engine.Speed

VEHICLEIDENTIFICATION CHASSIS MEDIA
DRIVETRAIN
i TRANSMISSION
AMBIENTAIRTEMPERATURE
ROW2 PERFORMANCEMODE

WHEEL WHEEL

FUELTYPE
TIRE TIRE

AVERAGECONSUMPTION
PRESSURE PRESSURE

GPS-sensed speed: .Cabin.Infotainment.Speed
Left door lock: .Body.Row1.Door.Left.IsLocked
Right mirror tilt: .Cabin.Mirror.Right.Tilt

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things

INSTANTCONSUMPTION

ATTRIBUTE

. BRANCH . SENSOR . ACTUATOR

[3] https://github.com/GENIVl/vehicle_signal_specification ~ Page7



SSN/SOSA PATTERN [4]

"2018-06-06T14:40

sosa:phenomeno

o
‘ rdf:type Qa'sens
A

sosa:isObservedBy

\L sosa:madeBySensor

:00Z"Mxsd:dateTime

“43.262985"xsd:long

, #-2.935013 "Mxsd:long
nTime
geo:lat
geo:lon

or_>-

sosa:observedProperty

rdf:type _—

:Speed > sosa:ObservableProperty

« Definition of a signal
 Definition of a sensor
« Well-defined units

« Geolocation

BUT

rdf:type
sosa:Result

udt:unit

sosa:hasResult

L —

sosa:Observation

udt:numericValue

No formal definition of:

« “Car” orvehicle parts

« ‘“speed” or other observable properties
« ‘“speedometer” or other car sensors/actuators

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things

[4] https:/lwww.w3.org/TR/vocab-ssn

sosa:hasSimpleResult

Page 8



DOMAIN ONTOLOGY (VSSO0)

P

http://automotive.eurecom.frivsso T >

A

rdfs:subClassOf
sosa:isObservedBy

sosa:ObservabIePropertD"/

A 4
-
-

rdfs:subClassOf

rdfs:subClassOf vss:partOf

~ vss:hasSignal

rdfs:subClassOf

rdfs:subClassOf

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things Page 9



MAIN ALIGNMENT PATTERN (1) [5]

rdfs:subClassOf

wot:provides -

InteractionPattern wot:isWritable

F
wot:isWritable |
{restriction]li

wot:hasOutputData
ot:hasInputDatg

qudt:unit =~~~
(restriction)

wot:isMeasuredin

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things

Modeling pattern:
. Vehicles are Things
il Signals are properties

Read-write depending on
the signal type

lil. Actuatable signals can
be action

iv. DataSchema use the
domain Units

[5] Klotz, B., Datta, S. K., Wilms, D., Troncy, R., & Bonnet, C. (2018, June). A Car as a Semantic
Web Thing: Motivation and Demonstration. In 2018 Global Internet of Things Summit (GloTS)
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MAIN ALIGNMENT PATTERN (2) [6,7]

i DRIVING
CONTEXT

MODELING
PATTERN

CAR
SIGNALS

TRAFFIC

WEATHER

eo:SpatialThin
time:TemporalEntity o c ’

sosa:Observation

time:hasTime geo:lat, geo:long
lsosa:obser\red Property
vdc:State
M vdc:SpatialRegion
vdc:Weather vdc:Mental vdc:Behavioral vsso:ObservableSignal T
State State State vdc:Road vdc:Area

Class

—  rdfs:subClassOf

Event modeling pattern:

. Mapped to the Event Ontology[1]
Il.  Wot:Event=event:Event

ii. The FOI (Vehicle) is an Agent

[6] http://purl.org/NET/c4dm/event.owl#

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things [7] http' Ilautomotive.eurecom.frivdc Page 11



DEMONSTRATION
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VEHICLE THING DESCRIPTION "actions": {

; . ; "write-message": {
@context": [ httpS//WWWW30rgl2019/W0t/td/V1 ) "@type" : ["ACtion“,”iOt:ChangepropertYACtion”],
{"auto": "https://auto.schema.org/" ,

"description" : "Send message to the vehicle HMI",
"iot": "https:/liotschema.org/" , b !

n non \ . n "safe": false,
vsso": https.//automotlve.eurecom.fr/vssp# , "idempotent" false,
"qudt":"http:/lwww.qudt.org/1.1/vocab/unit#"}

] "input": {

y Ilt ll: n b' t“,
"@type" : ["Thing","auto:Car","vsso:Vehicle"], Thi "pyrF())f)erti(()asJ"e:c{
"id": "http://10.159.160.74:5001/WBY8P61020VD33272/", Ing

"subject": {

"base": "http://10.159.160.74:5001/WBY8P61020VD33272/", type™ "string’

"title": "MyCarThing",

"name": "MyCarThing", Actions E;nessage“: {
"auto:brand":"BMW", n e Mgyl
"auto:model":"i3", } type: “string
"vsso:vin":"WBY8P61020VD33272", 1
"required": ["subject","message"]
"properties": { 1,
"secured": { "forms": [{
"@type" : ["iot:Property”,”vsso:DoorLock”], "href": "action/message",
"description" : "Shows the current lock status of the car", _ "contentType": "application/json",
"type": "string", Propertles "op":"invokeaction"
"forms": [{ H
"href": "property/secured", }

"contentType": "application/json",

"op":"readproperty"

1

Semantics | Communication | Access

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things Page 13



HTTPS

y
Aoplication ot Device servient
o pplication servie -
 Flow / ) | Eﬂ
Vehicle \ . IHTTPS
Node
pmmmm—————— VehicleWeb APl ie——-- -

\_ J

£ Properties o

= Interaction Action

4r

¥ Name honk

4ar

& Form nosec http://10.159.160.74:5C %

B —

¥ Node name

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things Page 14



FLOW EXAMPLE (OPEN DAY)

,—C&] i3 - sec stafe

[ [post] /wot-android-device
geofence
pipe
F1-filfer
store_data [;j
i3 - location

When the user is far from the unlocked vehicle, the vehicle lock is activated

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things Page 15



LESSONS LEARNED

SAFETY - SECURITY — PRIVACY REQUIREMENTS ADAPTED TO THE (VEHICLE) WOT CAPABILITIES
DIVIDING COMPLEX THINGS
(INFRASTRUCTURE)
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COMPLEXTHINGS IN THEWOT (1)

Is avehicle a Thing ? A network of things?

TD: full vehicle

TD: main

iyDefint

TD: infotainment

TD: Engine

TD: HVAC

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things

Page 17




COMPLEXTHINGS IN THE WOT (2) TD: main

iyDefint

Differing Safety, Security and Privacy ?

TD: full vehicle

_ TD: privacy-critical TD: safety-critical

A 4 A A 4

TD: HVAC TD: infotainment TD: Engine

Abstracting and Interacting with Vehicles in the Web of Things | Benjamin Klotz | Second W3C Workshop on the Web of Things Page 18



QUESTIONS ?

THANKYOU FORYOUR ATTENTION

Benjamin Klotz, Daniel Wilms, Raphaél Troncy and Daniel Alvarez
klotz@eurecom.fr
M https://fr.slideshare.net/BenjaminKlotz2
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