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Open	Web	PlaAorm	



Moving	up	the	layers	

l  With	the	comple&on	of	HTML5	(2014)	the	focus	in	web	standardiza&on	
shiPed	to	upper	layers.	

l  Rather	than	an	architecture	for	browsing	web	pages,	the	design	point	was	
to	build	a	broader	plaAorm	(some&mes	called	a	Web	OS)	to	support	
distributed	applica&ons.	

l  At	the	&me	we	called	it	Applica&on	Founda&ons	for	the	Web	
l  hVps://www.w3.org/blog/2014/10/applica&on-founda&ons-for-the-open-web-
plaAorm/	

l  We	no	longer	call	it	that	–	but	this	is	an	update	on	progress	and	what	to	
expect	



Applica&on	Founda&ons	



Roadmap	of	Web	applica&ons	on	Mobile	

Graphics	&	Layout	

Device	Adapta&on	

Forms	

Data	Storage	

Media	

User	Interac&on	

Sensors	

Network	&	Comm.	

Applica&on	lifecycle	

Payment	&	Services	

Performance	&	Tuning	

Security	&	Privacy	

Describes	Web	technologies	that	apply	to	the	mobile	context	

hVps://www.w3.org/Mobile/roadmap/	



Entertainment	and	Media	

l  WebRTC	

l  Streaming	video	

l  Streaming	video	next	steps	(e.g.	ad	inser&on)	

l  Immersive	Web	



Web	Real-Time	Communica&ons	(WebRTC)	

l  IETF	protocols	and	W3C	APIs	combine	to	make	audio/video	communica&on	
available	to	any	Web	app	

l  Planned	for	Recommenda&on	status	by	the	end	of	this	year	



WebRTC:	Spawning	a	new	ecosystem	

Credits: WebRTC ecosystem report 



WebRTC	Next	Version	

l  Iden&fying	needs	for	new	features	or	performance	improvements	emerging	
from	exis&ng	usage	of	the	WebRTC	Stack,	incl.:	

-  Video	stream	processing	

-  Object	recogni&on	and	machine-learning	on	audio	and	video	streams	

-  End-to-end	encryp&on	in	mul&-party	calls	

-  Low-latency	cloud-based	gaming	

	



Full	Video	experience	

Processing	
Ex:	TTML,	EME	

Distribu&on	
Ex:	WebRTC	

Rendering	
Ex:	<video>	

Processing	
Ex:	MSE	

Capture	
Ex:	getUserMedia	

Client-side	/	Cloud-based	Server-side	/	Client-side	 Broadband	/	Broadcast	

Web	technologies	at	the	core	of	the	media	pipeline	

2018	Emmy®	Award	–	Standardiza@on	of	a	Full	TV	Experience	
	



Media	streaming	

l  Media	Source	Extensions	(MSE)	is	the	core	enabler	
of	adap@ve	streaming	experiences	on	the	Web	

l  Allows	apps	to	generate	media	streams	
for	playback,	independently	of	how	
the	media	is	fetched	

l  Integrates	with	EME	for	encryp&on	
and	the	<video>	tag	for	rendering	

l  Splicing	and	buffering	model	also	
facilitates	&me-shiPing	scenarios	



Media	streaming	NV	

l New	Media	Working	Group	to	standardize	improved	client-side	
media	processing	and	playback	features	on	the	Web,	including:	
l  Support	for	real-world	ad-inser@on	use	cases	
through	new	codec	switching	feature	in	MSE	

l  Exposure	of	decoding,	encoding,	and	encryp@on	capabili@es	
to	select	op&mal	media	content	

l  Measurement	of	user	perceived	playback	quality	
to	improve	adap&ve	streaming	algorithms	

l  Detec&on	of	the	autoplay	policy	
l  Support	for	picture-in-picture	scenarios	



Immersive	Web	

l  Virtual	Reality	(VR)	and	Augmented	Reality	(AR)	opens	the	door	to	fully	
immersive	experiences	and	spa&al	compu&ng	

l  WebXR	enables	both	VR	&	AR	in	Web	browsers,	crea&ng	low-fric&on	entry	
points	for	immersive	experiences	



Accessibility	solu&ons	for	AR/VR		

l  Mul&modal	inputs/outputs	
l  Gestural	inputs,	hap&c	outputs	

l  Adapted	wearables	

l  Leverage	exis&ng	descriptors	
l  From	product	and	object	databases	

l  From	customized	elements	

l  Interoperable	with	assis&ve	
technologies	

11	



Payments,	e-commerce,	and	security	

l  Payment	Request	API	

l  Payment	Handler	API	

l  Web	authen&ca&on	

l  WebAppSec	

l  Payment	security	



Payment	Request	API	

•  Streamlines checkout through re-use of stored data.
•  Creates a consistent checkout experience across the 

Web to speed up conversions.
•  Reduces merchant integration costs; use one API 

instead of multiple API integrations.
•  Browser support today in Chrome, Safari, Edge, 

Samsung Internet Browser.
•  SDK support today in Stripe, Braintree, Facebook, 

WePay, Bluesnap, Paysafe, BS Payone.



Web	Payments	Working	Group	

1
7	

Merchants

Other Stakeholders

Browsers/Platforms/Services
Networks

Telcos

Associations / Regulators / Bodies

•  Airbnb
•  Alibaba
•  Rakuten
•  Wiley

•  MAG
•  Conexxus 
•  IFSF
•  ISO 20022
•  GS1

•  GSMA
•  HM Government
•  PayCert
•  Payments Canada
•  US Fed

Acquirers/Processors

•  Lyra Networks
•  Worldpay

•  American Express
•  Carte Bancaire
•  Clearing House
•  Discover
•  JCB

•  Mastercard
•  NACHA
•  Visa

Issuers
•  American Express
•  Bank of America
•  Barclays
•  Capital One
•  Wells Fargo

Gateways/PSPs

•  BlueSnap
•  Klarna
•  PayGate
•  Reach


•  Ripple
•  Shopify
•  Stripe
•  Worldpay

•  Apple
•  Brave
•  Facebook
•  Google
•  IBM

•  Intel
•  LGE
•  Microsoft
•  Mozilla
•  Opera

•  Oracle
•  Samsung
•  Seeroo
•  Tencent
•  Verizon

•  China Mobile
•  Deutsch Telekom
•  Orange
•  Telenor

Networks

•  American 
Express

•  Carte Bancaire
•  Clearing House
•  Discover

•  JCB
•  Mastercard
•  NACHA
•  Visa

•  Abine
•  Amazon
•  Apple
•  Beem It
•  Bread
•  Coil

•  Digital Bazaar
•  Google
•  Klarna
•  Microsoft
•  Samsung

Payment Handler / Wallet Providers Associations / Regulators / Bodies

•  MAG
•  Conexxus 
•  IFSF
•  ISO 20022
•  GS1
•  GSMA


•  HM 
Government

•  PayCert
•  Payments 

Canada
•  US Fed

Acquirers/Processors Issuers Telcos
•  Lyra Networks
•  Worldpay

•  American Express
•  Bank of America
•  Barclays

•  Capital One
•  Wells Fargo

•  China Mobile
•  Deutsch Telekom
•  Telenor



Payment	Handler	API	

•  Innovation through Web-based payment handlers (“digital wallets”).
•  Banks and other payment service providers maintain customer facing relationships.
•  Fast, harmonized user experience through browser-based UX.



Payment	Security	

l  April	2019:	W3C,	EMVCo,	and	FIDO	launched	the	
Web	Payment	Security	Interest	Group.	

l  We	will	ar&culate	a	vision	for	payment	security	on	the	Web.	

l  We	expect	to	do	a	gap	analysis	between	exis&ng	technical	specifica&ons	in	
order	to	increase	compa&bility.	

l  As	the	Web	supports	new	services	—streaming	video,	real-&me	
communica&ons,	augmented	reality,	etc.—	we	need	to	ensure	the	security	
of	emerging	payment	models.	



WebAuthn:	Unphishable	Sign-on	Creden&als	

		

l  WebAuthn,	a	Web	API	for	FIDO	2.0,	
uses	a	cryptographic	challenge	
unique	to	each	website	and	bound	
to	its	origin.	

l  Local	authen&ca&on	such	as	
biometrics	never	leaves	the	device.	

l  Level	1	is	a	REC:	
hVps://www.w3.org/TR/webauthn/	



Web	Authen&ca&on	Deployment	

Credit: Adam Powers



WebAppSec:	Encryp&on	Everywhere	

l  Standardizing	and	Enabling	HTTPS	
for	confiden@ality,	integrity,	and	
authen@ca@on			

l  Secure	Contexts	
l  Upgrade	Insecure	Requests	
l  Mixed	Content	
l  Referrer	Policy	
l  Subresource	Integrity		

Enlis@ng	the	User	Agent	in	
Coopera@ve	Policy	Enforcement	
•  Content	Security	Policy	

•  Level	2	is	
Recommenda&on;	Level	3	
in	development	(Editor’s	
DraP)	

•  Secure	Contexts	
•  Subresource	Integrity	(Rec),	

Mixed	Content	
•  Feature	Policy	Security	Related	APIs	

•  Permissions	API	
•  Creden&al	

Management	
•  Clear	Site	Data	



Web	for	all	

l  Interna&onaliza&on	

l  Web	Content	Accessibility	2.1	

l  Accessibility	conformance	tes&ng	



Interna&onaliza&on	

l  Encouraging	experts	around	the	world	to	
ensure	that	their	language	is	well	supported	
on	the	Web.	

l  Tracking	issues.	

l  Documen&ng	gaps	&	requirements.	

Typographic	features	

La
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WCAG	2.1	

l  Web	Content	Accessibility	Guidelines	2.1	update	published	June	5,	2018	
l  17	new	success	criteria:	What’s	new	in	WCAG	2.1	
l  Expands	success	criteria	for	low	vision,	cogni&ve	and	learning	disabili&es	
l  Expands	coverage	for	mobile	and	other	touch-screen	devices	
l  Updates	to	WCAG	Techniques	and	Understanding	WCAG	in	progress	

l  Already	taken	up	in	Europe	through	an	update	to	EN	301-549	

l  Next	steps	for	accessibility	guidelines:		
l  Planning	WCAG	2.2,	to	address	addi&onal	user	needs	
l  Prototyping	“Silver,”	restructured	to	increase	usability	and	broaden	scope	

	



Accessibility	Conformance	Tes&ng	(ACT)	

Objec@ve:	Transparent	and	more	uniform	conformance	test	results	

l  ACT	Rules	Format	1.0	specifica&on	defines	how	“ACT	Rules”	are	wriVen	

l  ACT	Rules	Community	Group	develops	rules	according	to	specifica&ons	

l  Accessibility	Guidelines	Working	Group	(AGWG)	may	approve	rules	with	
adequate	community	support,	as	part	of	the	WCAG	support	documents	



Web	publica&ons	

l  Current	status	

l  Future	of	Web	publica&ons	

l  Audiobooks	as	first	instance	of	the	future	



Web	Publica&ons:	EPUB3	

l  Electronic	publishing	is	currently	using	EPUB3	
l  the	e-Publica&on	standard	
l  originally	developed	at	IDPF,	currently	maintained	at	W3C	
l  widely	used	in	e-book	publishing	as	an	interchangeable	book	format	

l  format	used	directly	in	iBooks,	Kobo,	Bluefire,	Google	Play,…	
l  submission	format	for	Kindle	
l  export	format	for	Google	docs,	Apple	Pages,	…	

l  largely	based	on	W3C	standards	for	content:	HTML,	CSS,	SVG,…	



However…	

l  EPUB	3	is	not	really	used	“on”	the	Web;	
content	lives	only	in	packages	

l  Some	publishers	are	not	really	interested	
in	packaged	the	content,	“just”	want	to	
publish	on	the	Web	(e.g.,	scholarly	
publica&ons	

l  Though	a	booming	area,	audiobooks	or	
sequen&al	art	cannot	be	published	easily	
as	EPUB	3	



“Web	Publica&ons”:	what	is	the	goal?	

l  This	means:	
l  it	should	be	possible	to	load	the	publica&on	content	into	a	browser	or	a	
specialized	reader,	whatever	the	user	prefers;	

l  it	should	be	possible	to	read	the	book	either	offline	or	online,	whatever	the	
circumstances	dictate;	

l  it	should	be	possible	to	rely	on	browser	core	engines	to	implement	any	reading	
system	for	packaged	content;	

l  contents	could	be	authored	regardless	of	where	they	are	used.	

Publica&ons—with	all	their	specifici&es	and	tradi&ons—should	become	first	
class	en&&es	on	the	Web.	



First	incarna&on	of	Web	Publica&ons:	audiobooks	

l  Currently:	many	different	formats,	packages,	distribu&on	approaches	
l  there	is	a	real	need	for	standardiza&on!	

l  Rela&vely	simple	compared	to,	say,	scholarly	publica&ons,	textbooks	or	
magazines:	good	first	case	

l  Others	(e.g.,	educa&onal	publica&ons)	would	follow	later,	defining	
specialized	Web	Publica&on	“profiles”	



Defragmen&ng	the	Internet	of	Things	
l  The	Internet	of	Things	refers	to	connected	sensors	and	

actuators	

l  But	highly	fragmented	with	myriad	technologies	and	a	lack	
of	interoperability	for	devices	and	plaAorms	

l  W3C	is	defining	Web	standards	to	unlock	the	poten&al	

l  Web	of	Things	
l  Services	decoupled	from	underlying	communica&ons	
l  Things	as	soPware	objects	with	proper&es,	ac&ons	and	events	
l  Linked	Data	as	basis	for	describing	things	and	their	rela&onships	

l  hVps://w3c.github.io/wot-thing-descrip&on/	
Green	shoots	in	a	parched	environment	



Summary:	Wide	growth	in	web	tech	

l  Roadmap	for	mobile	apps	

l  WebRTC	

l  Streaming	video	

l  Ad	inser&on	

l  Immersive	

l  Payments	

l  Web	authen&ca&on	

l  Web	of	Things	

l  Web	App	Sec	

l  Interna&onaliza&on	

l  Accessibility	guidelines	

l  Accessibility	tes&ng	
automa&on	

l  E	books	

l  Audiobooks	


