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Achievements of the previous PlugFest -rujisu

Cverflow protection mashup.jp Seripting
Application (Siemens) (TUM] {Fujitsu)
{Hitachi) 4 [oT Cloud service
{Panasonic) (Oracle) i T .
ModeRED il | Scripting
Fuii : ! 12 | | Siemens]
NodeRED (R ' 1 | { !
(IRT} K \ i [ . I
) Pacielln Accesibility | [ Arijp | |
' | (Pacielia) | [ {Siemens) [ I
| . | \ / | : | |
| Y | | | | |
| T I| ..._I I| I| | § | |
TO directory b b | | | |
{Siemans) | I, \ \ [ | |
: |I I| “ \ | | |
+ ’ A" I| | h " | 1 I' |
TD directory - .o | f | | Vo
{Fujitsu} ' Remate prosey h?p.}{;ﬁliﬁﬂl&ﬁi&ﬂ&? '. [ | | L
(Fujitsu) AL Y oo [ | | |
| | I' I' | I-I II |
\ | I1. b ‘1; .' | \ 'i |
Local prazey TD directory bocal proxy . [ I \ | fl
{ Pujitsu) { Fujitsu} (Fujitsu } 1 \ | U | | I |
\ | | Y "Munich Proooy [
/ \ f Mode-wat+Oracke  bindin I
http:/f192.168.199:13081 /| \ | iy . (Siemens) EI (h
a _'.__ | % 1, ! ) I'. I'. (A
f oo LWMZM TD generatar | | [ [ ) |
| e N B {Ericsson) | | | \
W | L | L 1 1 | 1
. A\ \ LWMZM MS . A
| W4 {Ericssan)) \ \ [ \
| 'I 4. . .II - .II | I| | |
| I ] } It | | |
) | \ A | - IERNY | |/LwMzM cient \
g . Y Event Sou | mp | Ericsson |
LED Light  ( Retating Light | Air conditioner . (Gemens) ) \ o (SmartThings) LY | [ - -
{Fujitsu} [Fujitsu) [Panasonic) .._I:_ ot scherma \) | |I| EEHJ nter.js
- N N E P [Craclke) 1 .
O ETEETE [Humltllm?emr Unicorn (Eurecam) - OCF Smart home | LED light
{Fujitsu) ] Device Sim. [Siemens) m Mation sensar = (Inted} Pump tFuji‘Ig.l]
(Panasonic) SmartThin ot schea HWVAL
Blind BMW 57 t %) WEF[E;T;EE L E2E Connected car Festo Live
{Fujitsu ) Drone Iot.schema Festo plant {Siemens)
Room light [ot.schema Cleanar T
Rotating light CLAEEEIE

1 Copyright 2018 FUJITSU LABORATORIES LIMITED



Checking points for Bundang PlugFest rujirsu

H Multiple proxy interaction

H Application servients/Device servients
B Node-wot as a servient

B Scripting API implementation

B Thing Directory operation (multiple-directory
integration)

H Device simulators

B Semantic integration (iotschema.org)
H Security (API keys, etc.)

B Accessibility

B Event handling
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Connection with Oracle IoT Cloud

B Fujitsu proxy can connect with Oracle binding to transform Oracle
IoT Cloud propriety interface

Fujitsu’s proxy register
the device information
to Oracle ioT Cloud.
Oracle applications can
caccess WoT devices

via Fujitsu Proxies. .

(3) Register in sync.

(1) Power on

Application

Oracle
binding

Proxy

Fujitsu

Device

o)
FUJITSU

Application

TD-dir
Fujitsu

(4) Register Oracle IoT
to Oracle Cloud

y

TD-dir
Fujitsu

(2) Register

Oracle 10T Cloud
can access to WoT
devices.

WoT GW
Oracle
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Connection with Siemens proxy FUJiTSU

B Fujitsu Remote proxy servient can connect to Siemens local proxy
with WebSocket

Fujitsu remote proxy can

connect to Siemens local
proxy with WebSocket for
NAT-traversal.

Application

Proxy
SIENES

a2

Proxy
SIEnES

Siemens

Device

Application

TD-dir

Fujitsu

Proxy
Fujitsu

TD-dir
Proxy Fujitsu
Fujitsu
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Connection with Siemens TD directory rujisu

B Fujitsu TD directory synchronize TDs of devices to be connected to
Fujitsu Proxy to Siemens directory.

‘Application Application
Siemens directory can
have TDs connected to (4) Register to
Fujitsu proxy with

directories connection. TD'dir Siemens TD"-dir
Siemens Fujitsu

Proxy

Proxy
Fujitsu

A

Siemens

a2

(3) Register in sync.

v

Proxy

TD-dir
Proxy Fujitsu

Fujitsu

Siemens

(2) Register

Device (1) Power on

5 Copyright 2018 FUJITSU LABORATORIES LIMITED



Integration by proxy servients FUjiTSU

B WoT proxy servient can coordinate Non-WoT entities

® Oracle IoT Cloud Service
m ECHONET Lite, EtherCAT
m Various kind of applications and devices will be coordinated.

| [@ ECHONET] [DR’ACLE’

FOUNDATION

In Bundang
? plugfest

"+ OMAQ [ EtherCAT, —

Open Mobile Alliance Technology Group

oooooooooooooooooo
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Narrow Waist model FUJiTSU

B Proxies coordinate the connections between applications
and devices.

Applications
S MNode-RED Local Node-RED S Local Web Ul Node-RED Node-RED Scriptin Mode-RED
Application Application pting ode-
R tel Application  Application |20 C O WoT Client  Application  Application Application . Application
(SmartThings) (SmartThings) (Siemens) (Siemens) (Panasonic) (Fujitsu) {Fujitsu)

Remote Proxy
(Fujitsu)

This configuration is
an example. There

Local_Proxy __- Wl” be some mOre
gy - configurations

Fujitsu's Proxies as the basic framework

)

Devices
Device Device Device BMW X5 Modbus/TCP BACnet Festo Plant Air Conditioner, potating Light Air Conditioner
(Intel)  (SmartThings) (Lemonbeat) (Eurecom)  (Siemens)  (Siemens) ~ @Munich  etc.@Osaka (g ipqyy) @Kanazawa
(Siemens) (Panasanic) (Fujitsu)
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various connection patterns

for Narrow Waist model
B Proxies cooperation makes much more connections
® Not only WoT servients but also non-WoT can be integrated.

o)
FUJITSU

Applications
— Node-RED Local Node-RED R Local Web UJ Node-RED Node-RED Scriptin Node-RED
Application = Application : [Rdlile e
R tel Application  Application '@ S5 WoTClient  Application  Application  Application  Application

(SmartThings) (SmartThings) (Siemens) (Siemens) {Panasonic) (Fujitsu) {Fujitsu)

\ ’ ‘ _—
Non-WoT WoT / WoT

application application / application

Remote Prox

Non-WoT WoT proxy WoT proxy
platform servient servient
Fujitsu's Proxies as the bj (Oracle) (Siemens)

X
Non-WoT 7 WoT device % WoT device
device
Devices // S / \ . T~ \

Device Device Device BMW X5 Modbus/TCP BACnet Festo Plant AirConditicner.Rotating Light Air Conditioner
(Intel)  (SmartThings) (Lemonbeat) (Eurecom)  (Siemens)  (Siemens) ~ @Munich  etc.@Osaka (g ipqyy) @Kanazawa

(Siemens) (Panasonic) (Fujitsu)
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(o8,
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Various connection patterns

Consideration of potential configurations

Copyright 2018 FUJITSU LABORATORIES LIMITED



System Architecture from Koster’s slide rujitsu

B Proxy connect Servients on both of WAN and LAN.
m Each TD directory provide TDs with proper URL.

Application
Servient

TD
directory

Device Proxy
Serv!\ent WAN /,’ Ser\‘<ient
————————:k:———-% ----------- e N . . .. . Flrewa”
S LAN !
Application |, Proxy
Servient Servient
Device 1D

Servient

directory
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System Architecture with Non-WoT

o)
FUJITSU

B Integration with Oracle IoT Cloud Service
m Connected to Proxy Servient with bridge for Non-WoT entities

Application |
Servient

D

directory

Device
Servient

Application |,

Servient

Device
Servient

4
e
4
4

Non-WoT

Proxy
Servient

\ 4

FireWall

Proxy
Servient

/

TD
directory
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Servients integration FUjiTSU
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Cconnection pattern 1.

- Application and Device
B Application Servient directly connect to Device Servient.

m Device Servient registers own TD to the directory.

m Application Servient searches and get TD of the device, and
connects to the Device servient.

(e®)
FUJITSU

(2) search & get

P TD
Application directory
Servient
(3) connect (1) regist
Z register
Device Consumed Thing

Servient Exposed Thing
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Cconnection pattern Z.

- Proxy servient
B Application Servient connects to Device via Proxy.

® Device Servient register own TD to the directory

m Application Servient searches and get TD of the device, and
connects to the Device Servient via Proxy Servient.

(e®)
FUJITSU

(2) search & get

T e TD
Agg:,l\f?et:;n directory
(3) connect \
(1) register Proxy Consumed Thing
Gl Servient Exposed Thing
evice
Servient

Shadow devices created
on Proxy servient.
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Connection pattern 3:

- WAN app. and LAN device

m Application on WAN connects to Device on LAN via Proxy.

® Local directory synchronizes TD of local device to Remote
directory. TD on remote directory is globally accessible.

(?) search & get

<

Application
Servient

(4) connect

Device

TD
directory

Proxy
Servient

Proxy
Servient

A

Servient

(1) register

TD
directory

(e®)
FUJITSU

(2) Sync TD
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Connection pattern 4.

- Orchestration

Application
Servient

-

Device
Servient

Application
Servient

Device

TD
directory

Proxy
Servient

Proxy
Servient

Servient

TD
directory

o)
FUJITSU
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Connection pattern 4.

- Orchestration

Application

TD
directory

Servient

Device
Servient

Application
Servient

Proxy
Servient

Proxy

Servient

Device
Servient

TD
directory

o)
FUJITSU
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ADSTract Interrace daerinition

for various connection patterns
B Servient and TD directory abstract interfaces

® Actual interfaces are defined by Binding template
® Why don’t you call the following interfaces “WoT interface” ?

o)
FUJITSU

Interfaces between Consumed and Exposed Thing

_

ReadProperty
WriteProperty
Subscribe

Event

N 1 .

Action

Interfaces between Servient and TD directory

TDdirectory |

Register Register TD to dir.
Lookup — Search and get TDs from dir.
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Overview of sequence diagram (1/2)

o0
FUJITSU

B Sequence of abstract interface between applications and

devices.
Application : Device
Servient TD directory Servient
< Register Power ON
Lookup -
ReadProperty R
WriteProperty R
O »
o m
S _ P
(g Subscribe R '8
wn
cgo Event 8
O |«
3 Event |3
= _ 5
(g Unsubscribe R «@
Action N
« Unregister
h Power OFF
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Overview of sequence diagram (2/2)  rujitsu

B Sequence of abstract interface with proxy servient.

Application : Proxy Device
Servient TD directory Servient Servient
< Register Power ON
Lookup .
ReadProperty
WriteProperty
S gl kS m
2 B | 3 S
c | Subscribe 12 < 19
g ) =4 g Event | 8
— | 5' — Event 5'
= _ = (=3 S
a | Unsubscribe ;G = =©
Action
Unregister
h Power OFF
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Interaction with
non-WoT devices
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How to connect Non-WoT entities FUjiTsu

22 Copyright 2018 FUJITSU LABORATORIES LIMITED



Device with non-WoT binding

Application
Servient

WoT interface

Device
Servient
Bridge

WoT interfacé

propriety

Non-WoT
device

directory

TD

o)
FUJITSU
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Proxy with Non-WoT device binding FUJITSU

TD
directory

Application
Servient

Proxy
Servient

propriety

Non-WoT
device
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Application with Non-WoT binding FUjiTSU

Non-WoT
application

propriety

Bridge
Application
Servient

WoT interface

Device
Servient

WoT interfa

directory

D
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Proxy with Non-WoT binding FUJiTSU

Non-WoT
application

propriety

Proxy
Servient

D

WoT interface directory

Device WoT interface

Servient
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Non-WoT
application

propriety

Bridge TD

Application | _ -
gzrvient WoT interf directory

WoT interface

Device
Servient

Bridge
propriety

Non-WoT
device
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Proposals FUjiTSU

28 Copyright 2018 FUJITSU LABORATORIES LIMITED



Register FUJiTSU

B A device servient is registered to the local proxy servient and
remote proxy servient. The proxy servient returned the TD with
public uri. The proxy servients have TD repositories to store TDs
registered from the other servients.

Application TD directory on TD directory on

Servient the Internet local network Device Servient

Register TD (11)

A\ 4

Register TD (13) Res OK+TD (12)

Y

Res OK+TD (14)
Lookup URI (15)

A\ 4

Res OK+list (16)

Lookup query (17

\ 4

Res OK+TD (18)
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Lookup FUJiTSU

B An application servient can lookup TDs registered the remote proxy
servient with its URI. If the URI indicates the servient, it returns the
list of the devices connected. If the URI specifies the devices
registered on the proxy servient, it returns TD of it.

Application Remote proxy Local proxy

) i ' Device Servient
Servient Servient servient

Lookup URI (11)

A\ 4

Res OK+list (12)

Lookup query (13)

A\ 4

Res OK+TD (14)
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Unregister

(e®)
FUJITSU

B The device servient unregister from the local proxy servient before
shutdown. The local proxy servient unregister this device servient
from the remote proxy not to access from the application.

Application
Servient

Remote proxy
Servient

Local proxy
servient

Unregister TD (63)

Unegister TD (61)

Device Servient

Res OK (64)

A 4

Res OK (62)

\ 4

31
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ReadProperty

(e®)
FUJITSU

B The application servient sends a request to read the value of the
property of the device servient to the remote proxy servient. The
remote and local proxy servient relay to this request to the device

servient.

Application
Servient

Remote proxy
Servient

ReadProperty (21)

Local proxy
servient

Y

ReadProperty (22)

A 4

ReadProperty (23)

Device Servient

A\ 4

Res OK+value (25)

Res OK+value (26)

Res OK+value (24)

32
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WriteProperty FUjiTSU

B The application servient sends a request to write the value to the
property of the device servient to the remote proxy servient. The
remote and local proxy servient relay to this request to the device
servient.

Application Remote proxy Local proxy

; i " Device Servient
Servient Servient servient

WriteProperty (31)

A 4

WriteProperty (32)

\ 4

WriteProperty (33)

A\ 4

Res OK (34)

<

Res OK (35)

P

Res OK (36)
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Subscribe and Event with long polling  rujisu

B The application servient sends a request to subscribe the property
of the device servient to the remote proxy servient. The device
servient keep to send the value of the specified property periodically
or when some events happen until the application unsubscribes.

Application Remote proxy Local proxy Device Servient
Servient Servient servient
| Subscribe event (41
[ subscribe j> (41) » Subscribe event (42)

Subscribe event (43)

A 4

<

Res OK+value (44)

Res OK+value (45)
Res OK+value (46)

Subscribe event (47) _
Subscribe event (48)

\ 4

Subscribe event (49)

\ 4

Y

Res OK+value (50)

h Res OK+value (51)
[ unsubscribe % Res OK+value (52)
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SUDSCribe and event with server sent

Event method

(e®)
FUJITSU

B The application servient can obtain the change or the current status
of the device servient via proxy servient using subscription
procedures. The application servient sends a request to subscribe
the property of the device servient via the remote and local proxy
servient. The device servient keep to send the value of the specified
property periodically or when some events happen.

Servient

Application Remote proxy
Servient

Subscribe event (41)

<

Y

Local proxy

" Device Servient
servient

Subscribe event (42)

P

A 4

Subscribe event (43)

[
»

Res OK (46)

P

Res OK (45)

<

Res OK (44)

Res value (47)

Res value (48)

Res value (49)
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Unsubscribe

(e®)
FUJITSU

B The application servient sends a request to unsubscribe to the
remote proxy servient to stop to notify the event from the device

servient.

Application
Servient

Remote proxy
Servient

P

Local proxy
servient

Device Servient

Res value (48)

Res value (49)

Unsubscribe event (51)

&

| Unsubscribe event (52)

Res value (47)

<

" Unsubscribe event (53)

»

Res OK (55)

Res OK (56)

Res OK (54)
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Device photograph FUjiTSU

Dust sensor
(Shinyei PPD42)

TTIiTLITIIT
.

| b
-
| -
|-
-
-
| -
-
| -
| -
-
-
) -
-~

Level shifter
Dust sensor output 5V

Wi-Fi + Microcontroller Temperature, humidity, air pressure sensor
-> Microcontroller input 3.3V

(Espressif ESP-WROOM-32) (Bosch BME280)
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(e®)
FUJITSU

"@context": ["https://w3c.github.io/wot/w3c-wot-td-context.jsonld"],
"@type": "Thing",
"name": "Fujitsu-WiFiAgent240AC4114764",
"id": "urn:dev:wot:com:fujitsu:wifiagent",
"base" : "http://(WoT device IP address)/Things/Property/",
"properties": {
"Temperature": {
"@type": "iot: Temperature",
"type": "object",
"properties": {
"temperature":{"type":"number"},
"rssi":{"type":"number"}

h
"writable": false,
"observable": false,
"forms": [{
"href" : "temperature”,
"mediaType": "application/json"
1l
h
"Humidity": {
@type": "iot:Humidity",
type": "object",
"properties™: {
"humidity":{"type":"number"},
"rssi":{"type":"number"}
h
"writable": false,
"observable": false,
"forms": [{
"href" : "humidity",
"mediaType": "application/json"
1
}

irPressure™: {
"@type": "iot:AirPressure”,
"type": "object”,
"properties™: {
"airPressure":{"type":"number"},
"rssi":{"type":"number"}

"writable": false,

"observable": false,

"forms": [{

"href" : "airPressure"”,
"mediaType": "application/json"

1l

}

ctions":{},
"events":{}

)

}

Dust": {

"@type": "iot:Dust",

"type": "object",

"properties": {
"dust":{"type":"number"},
"rssi":{"type":"number"}

"writable": false,

"observable": false,

"forms": [{
"href" : "dust",
"mediaType": "application/json"

1

lISensorData": {

"@type":"iot:AllSensor",

"type": "object",

"properties": {
"temperature":{"type":"number"},
"humidity":{"type":"number"},
"airPressure":{"type":"number"},
"dust":{"type":"number"},
"rssi":{"type":"number"}

h

"writable": false,

"observable": false,

"forms": [{
"href" : "allSensorData",
"mediaType": "application/json”

1

TD.txt

Temperature:Degrees celsius
Humidity:%

AirPressure:hPa

Dust:particles (size over 0.1um)/m?3
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