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Correction Data over GPS Cellular Wi-Fi & BT
FM radio for D-GPS triangulation

Wi-Fi &BT
MAC addresses

Vehicle Speed Positioning

S
Wheel Angle & IP address,
Rotation RFID
On-board Camera’ Electronic
Radar, LIDAR ‘ Compass
V2X 3D Acceleration

(Lane Marker, etc.) GYyroscope
(roll, pitch, yaw)

_—y Conventional Features « Latest Vehicle-specific Features
Moonn
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m W3COIRIK
“Geolocation API Specification”
http://www.w3.0orqg/TR/qgeolocation-API1/#coordinates interface

“Geolocation Working Group Charter”
http://www.w3.0rg/2014/04/geo-charter.html
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® Unauthorized = DOS Attack
Access ® False Message
% EE Copy ® Tamper & Deletion
o ® Tapping
m Disclosure T T
® Fundamental m Application
Control Function Software
m Vehicle Info. ® Contents
ﬁg&;ﬂ.ﬁ ® Personal Info. Conce:n_tration
sz m Setting Info. on Driving
Privacy

OJO
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® Multi-Stakeholders in a Car
OEM, Tier1l

Engineers/Technicians of Dealer, Maintenance Factory, Gas station
# Manufacturers/Engineers want easy access to vehicles for testing,
debugging, data-tuning and upgrading of software

Drivers, Passengers
# In the case of rental car and car sharing, many people, and unspecified
people access IVI system.

m Keeping Safe Driving even if any security incidents may arise
Fail-Safe Design including Anti-Driver’s Distraction
Fallback and Rescue Strategies
® Maintenance Scheme
Periodical Inspection
Difficulties in Frequent Reliable Update and Upgrade
m Web Application Certification

Interoperability with in-vehicle system, and between IVI and Smartphone
(0S, CPU, memory, display resolution, etc.)

Conflict with other applications
Assessment of Drivers Distraction Level

VF-I
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m Datenschutz im Kraftfahrzeug -
Automobilindustrie ist gefordert
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https://www.datenschutz-bayern.de/dsbk-
ent/DSK 88-Kfz.html
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B PRIVACY PRINCIPLES FOR VEHICLE
TECHNOLOGIES AND SERVICES
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CHRYSLER GROUP., FORD MOTOR, GM

« BMWitK. MERCEDES-BENZXKE. KE
PORSCHE. >KEVOLKSWAGEN GROUP,
VOLVO CAR GROUP

« MAZDAJtK. MITSUBISHI MOTORSHEK.
KETOYOTA MOTOR SALES
FUL< (3,

http://www.globalautomakers.org/sites/default/files/d
ocument/attachments/Automotive%20Privacy%20Prin
ciples%2012Nov2014.pdf
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CAN: Controller Area Network
ECU: Electronic Control Unit
G/W: Gateway
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® Tracking Protection Working ® Web Cryptography Working Group
Group http://www.w3.0rg/2012/webcrypto/
http://www.w3.0rg/2011/tracking-protection/ - JavaScript APIs for crypto, hash
- DNT:1 Do not track - indicate to web site that - Next Steps: Authentication, Hardware Tokens and
you do not want to be tracked Beyond Workshop

« http://www.w3.0rg/2012/webcrypto/webcrypto-

. next-workshop/Overview.html
o Prlvacy Interest GI‘OUp + 10-11 September 2014, Silicon Valley (Mountain

https://www.w3.org/Privacy/ View), California
- Discussion, not specs.
- Anything privacy and web related. Does reviews m Web Security Interest Group

of specs from WGs for privacy issues. http://www.w3.org/Security/IG/
- Develop use cases and requirements to suggest - Discussion, not specs

new privacy work in WGs. Anvthi : d web related
- A major concern in W3C about privacy is - Anything security and web related.

fingerprinting. Sites can use information about - Reviews specs from WGs for security issues.
the device and software to identify the device - Develop use cases and requirements to suggest new
(and person). EFF (Electronic Freedom security work in WGs.

Foundation) Panopticlick project demonstrated
identifying devices out of millions.

m W3C Linking Geospacial Data

] \éVeb Application Security Working Vr\i?pf5§2353(0|:!?25§20§;£/|" London)

http://www.w3.0rg/2014/03/Igd/report.php

http://www.w3.0rg/2011/webappsec/ - Joint WG is expected to be created collaboratively
- CORS (Cross Origin Resource Sharing) by W3C and OGC (Open Geospacial Consortium)
- CSP (Content Security Policy)

- Subresource Integrity
- Secure Cross-Domain Framing/Mixed Content
- Lightweight Isolated / Safe Content, etc.
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