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Preface:

Welcome to the Second International Open Digital Rights Language (ODRL) Workshop. ODRL is an XML-based
rights expression language (REL). A rights expression language is a means of expressing usage and access
rights of parties to assets. Rights expression languages provide a syntax and semantics that are sufficiently rich
to formulate rights expressions for any kind of digital media content, such as digital publications, audio and video
files, images, games, software, and other digital or physical goods, including pricing models as well as terms and
conditions, regardless of whether a monetary consideration is part of the transaction. Consequently, rights
expression languages provide a metadata framework for the expression of rights.

The ODRL Initiative has gained international significance in the field of digital rights management (DRM) over
the past years, culminating in ODRL being adopted as an international standard by the Open Mobile Alliance for
supporting the process of mobile content distribution and management. The objective of the ODRL International
Workshop is to bring together the research and industry communities to share experiences and discuss the
future developments of the ODRL language and to ensure its timeliness, usability, openness, and future success.

ODRL is seen as key infrastructure element for the management and trading of content in the digital
environment. ODRL enables the formulation of machine readable, interoperable contracts between rights
holders and content users and need to evolve as the community awareness increases and business models
change. The role of the Workshop is to enable this process.

The workshop would not have been the success we trust it will be without the support of the two hosts ADETTI
and ISCTE and our sponsors, LiveEvents Wireless, NICTA and 02 Germany. We also would like to thank the
members of the Program Committee for their work refereeing the papers. A special mention goes also to the
Organizing Committee for their constant efforts in making possible that this event could take place.
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A Review of the OMA DRM V2 ODRL Profile

Renato lannella, National ICT Australia (NICTA), Australia <renato@nicta.com.au>

Abstract: This paper presents a review of the
OMA DRM Version 2.0 profile of the ODRL REL.
It looks at the decisions made by the OMA DRM
working group and offers alternatives. The lessons
are important to both the ODRL Initiative and to
other groups developing profiles of the ODRL
REL.

Index terms - ODRL, DRM Open Mobile Alli-
ance, REL Profile

I. INTRODUCTION

The OMA DRM Version 2.0 specification [3]
extended the profile adopted in the OMA DRM
Version 1.0 specification [2]. The extensions in-
cluded new elements - specific to the OMA com-
munity - and reuse of some of the standard ODRL
data dictionary elements. A summary is shown in
the Table below.

Permissions Constraints
Play Count
Display Timed-Count
(OMA extension)
Execute Datetime
Print Interval
Export Accumulated
(OMA extension)
Individual
System
(OMA Extension)

This paper will review some of these elements
and analyse the different options and issues in

creating XML profiles of ODRL. See [1] for a
discussion of the use of XML in ODRL.

II. THE COUNT ELEMENT

The OMA DRM REL required a more refined
version of the “count” constraint. The requirement
was to allow for a period of time to elapse before
decrementing the counter. The rationale being
that, in come cases such as audio media, the act of
playing is not registered until a “few seconds”
into the track. This would allow consumers to
stop playing the track without effecting their
count constraint if they are within this small pe-
riod of time.

OMA decided to create a new Constraint to
capture this refined count constraint. Alterna-
tively, they could have extended the existing
Count constraint, and hence, kept some level of
interoperability (and backward compatibility)
with other ODRL implementations, including
OMA DRM version 1.0 systems.

All constraints can have any attribute from any
other XML namespace (as defined in the XML
Schema). Hence, OMA DRM could have just de-
fined an additional attribute in the schema profile,
such as:

<xsd:attribute name="timer"
type="xsd:positivelnteger"/>

and then used this with the standard ODRL
count element, such as:

<0-dd:count oma-dd:timer="30"> 10
</o-dd:count>

Another option could have been to utilise the
standard “type” attribute that can appear on all
constraint elements. You would then need to de-



fine the structure of the URI value for “type” such
as a URN prefix (eg "oma:reduce-state:") fol-
lowed by a positive integer of seconds. For exam-
ple:
<o-dd:count o-ex:type="oma:reduce-state:30">
10 </o-dd:count>

The introduction of the timer element could
also cause some confusion with different permis-
sions. The OMA DRM WG recognised this with
the export and print permission and explicitly dis-
allow its use. However, its use with Display is
unclear, as display will render static content only.
The timed-count permission should have been
limited to only time-based media content (eg
audio, video, games).

III. THE EXPORT ELEMENT

The Export permission allows users to convert
the content to other formats, and is aimed at sup-
porting future interoperability and maximising the
applicability of content across platforms. There
are two attribute “modes” defined that control the
export:

« move - the content is moved from the origi-
nal device to another device and deleted from
the original

« copy - the content is copied from the original
device to another device and kept on the
original device

The semantics of the export are very similar to
that of ODRL’s “move” and “duplicate” permis-
sions. For example, the following two elements
would be equivalent:

<oma:export mode="move">
<o-dd:move>

and:
<oma:export mode="copy">
<0-dd:duplicate>

The issue here would be the trade-oft between
the level of equivalence of these statements, and
wider interoperability.

IV. THE SYSTEM ELEMENT

The System element is a Constraint that is used
by the Export permission. It constrains the export

operation to specific “systems”. This maybe use-
ful in ensuring that exported content only moves
to platforms that can support DRM, although that
is not mandatory.

There are a number of existing ODRL ele-
ments that could be used here:

« cpu - any system with a cpu

« hardware - any generic hardware device

« software - any software dependencies

The question would be what types of "exports"
are envisaged with OMA DRM 2.0 and how can
they be controlled?

Likely candidates include:

« other physical mobile devices
« other physical desktop devices
« specific (DRM) platforms must be present

Also, this process may include "conversion" of
the content and Rights Object to another platform
(eg Real Helix, Microsoft Media).

So there maybe a need to control both aspects
of the "export" - the type of device and the plat-
form - together and individually.

For example, to limit to other hardware, the
following may suffice:
<o-dd:duplicate>
<o-ex:constraint>
<o-dd:hardware>
<0-ex:context>
<0-dd:uid>oma:apple:ipod</o-dd:uid>
</o-ex:context>
</o-dd:hardware>
<o-ex:constraint>
</o-dd:duplicate>
And to limit to platforms:
<o-dd:move>
<o-ex:constraint>
<o-dd:software>
<o-ex:context>
<0-dd:version> 7.0 </o-dd:version>
<0-dd:uid> oma:real:helix </0-dd:uid>
</o-ex:context>
</o-dd:software>

<o0-ex:constraint>



</o-dd:move>

The issue of exporting requires greater analysis
as to the many options that content maybe ex-
ported to. Then the semantics can be further re-
fined by reusing ODRL terms and potentially de-
fining new semantics.

V. INHERITANCE MODEL

The inheritance model adopted by OMA DRM
is aimed at supporting the “subscription” business
model. It uses a Parent Rights Object (RO) as the
key to any subsequent Child ROs that are deliv-
ered to the device. In effect, you need the Parent
RO for the Child RO to “inherit” from - and this
requirement - is mapped into being a member of a
subscription service.

This is an interesting take on the original need
for an inheritance model in ODRL. This was
based on the more traditional need to generically
inherit rights from other rights statements.

The OMA DRM view on the inheritance model
is to overload the UID element. In this case, if the
UID refers to some “virtual” content, and the
Child ROs inherit from the same UID, then we
have a subscription model. See the Figure below
taken from the OMA DRM REL Specification [4].

Subscription@JID

The SubscriptionGUID has special meaning
and a DRM Agent must be able to detect this.
This is helped by the fact that a Parent RO will
not have a Keylnfo or Digest element, as there is
no real content. However, the subscriptionGUID
does “point” to a real thing - so one could argue
that all the Content (from 1 to N) inside this thing
- are all available from just the Parent RO only.

A number of questions arise from this sub-
scription inheritance model:

« Where should the actual permissions be lo-

cated?

« What about the current state of the inherited

permissions?

« Is it needed at all?

There are three models as to where the actual
permissions may be located. In the Parent RO,
Child RO, or both. In most cases, the Child RO
should contain the actual permissions, as this is
“closer” to the content, and Parent RO is really
being used as a further “check” that the client has
previously subscribed to this service. This a little
bit of “over kill” as a Child RO, as a normal RO,
that is sent to a client, would require some back-
end service knowing who has already subscribed
and will be pushing out the subsequent content -

1 1
I |
(. '
i+ | Gontent1 ‘ Gontent2 ‘ @ntentN | |
(. i
| !
| N S e e
I
I
I
I
<rights> ! <rights>
<agreement> : <agreement>
<asset> I <aszet>
<context> I <contexts>
{uid}SubscriptianGUID-&t,"uid}t <uid>Contentl</uid>
</context> H‘HHHHH </context>

</asset>
<permission>
<play>
<constraint>
<interval>Z4</interwval>
</constraint>
</ /o la AT

</permission>

</agreement>

inheri <inherit>
in erll.s\'ﬁn texts
from <uid>SubscriptionGUID</uid>

</rights>

Parent Rights Object

<jcontext>

</inherit>

e

</agreement>

</rights>

(hild Rights Object




all cryptographically bound to the end device.
Nevertheless, the use of inheritance does make
the model seem more “realistic”.

Technically, the permissions may appear in any
of the three model options above. Experience over
time will tell if any of the models have greater
benefits over the others.

Another issue deals with the current state of
the rights expression. When you inherit, do you
not only inherit the permissions, but their current
state? Is this desirable as well? The ODRL speci-
fication is silent on this issue, but the original
intent was that you only inherit the permissions,
not their current state.

The example in Table 1 shows the Parent RO
with an Interval constraint (we assume the value
should be “P24H”). This may mean that the total
subscription covers a 24 hour period - or that each
part of the subscription covers a 24 hour period.
What would happen if the “state” of the Parent
RO was expired (ie a 24 hour period had passed
since it was first used) and then a Child RO is
received with no new permissions? It could be
interpreted to mean that the whole subscription is
finished (based on the Parent RO) or that you now
have another 24 hours to play the new content.

The various options here will need to be more
fully discussed. There probably are cases where
the example described may be the desired out-
come. (For example, the OMA DRM specification
makes a clear decision that state is not copied
when exporting ROs. The same maybe needed for
inheritance.)

The last big issue is if inheritance is needed at
all to support subscription. You could certainly
use inheritance for the original idea of having
common rights that other expressions can use to
inherit from. But there is also nothing stopping a
service from providing a subscription to content
and simply sending ROs when appropriate to the
client.

VI. UIDs AND VERSIONS

The specification uses both the UID and Ver-
sion context elements to define which systems to
limit any exports to. The Open Mobile Naming

Authority (OMNA) - part of OMA - will publish
formal identifiers for the various systems. How-
ever, there maybe some need to standarise on the
version numbering as well. For example, even the
simple difference between “10” and “10.0” may
make a difference to the parsing of the version
number. Even worse may be non-numerical ver-
sion identifiers.

VII. OVERRIDING SEMANTICS

The specification indicates: “If the <export>
permission is granted to more than one target
system, then these are enumerated by using mul-
tiple <uid> elements. In this case, the <count>
constraint applies to the combined export trans-
actions of all target systems.”

This has overridden the normal semantics of
ODRL. In the normal case, a count constraint
would be “and-ed” with all the other constraints.
So, a count of “1” for two “systems” would allow
both to occur.

For the OMA DRM view to be expressed (in
this particular case), you can use the Container
construct with the “or” boolean between two sys-
tem constraints.

We assume that by doing this (supporting the
container model) would increase the complexity
of processing the ROs.

VIII. GRACE PERIOD

The Interval and Accumulated constraints both
must “stop the execution of the permission as
soon as possible after the value of the element has
elapsed” and that this “should happen immedi-
ately”. It is not clear why “as soon as possible”
was included nor why the “should” is not a
“must”.

There now seems to be some possible "delay"
to the Accumulated and Interval constraints. And
in some cases, this could be a “user friendly” is-
sue and by offering some “grace period” would
improve the DRM experience.

This could then be generalised with the "timer"
attribute in <timed-count>. That is, have one at-
tribute "oma:delta" that indicates the number of



seconds you can wait before the permission must
stop or be recorded.

IX. PRIVACY ISSUES

The OMA DRM specification allows for con-
tent to be shared - forwarded from user to user via
super-distribution. This transaction can be tracked
by the implementation. The OMA DRM specifi-
cation does not include tracking as part of the
REL - even though that facility is available in the
complete ODRL REL. In such cases “tracking”
can become one of the ODRL Requirements,
hence explicitly making this feature something
that the consumer has to agree to before acquiring
the content.

At the same time, this also make it clear to the
consumer what will happen when then do acquire
this content. Since OMA DRM leaves tracking to
be an “implementation issue”, it does not guaran-
tee that consumers will be aware of this require-
ment. Worse, it creates an nebulous situation in
which a consumer’s actions can be reported with-
out their clear knowledge. In some cases, this can
lead undesirable outcomes for the end consumer.

OMA DRM should have included the
“tracked” requirement in their REL profile. This
would make it always clear to the consumer what
they can expect, and ensure that their privacy is
not compromised.

X. OTHER ELEMENTS

The new profile did not consider including the
rights holder and payment information. The rights
holders would have been useful to assert the true
owners of the content and may then allow end
users to be aware that there is such important in-
formation available.

Perhaps the most disappointing is the non-
inclusion of payment information. To meet the
long term goals of interoperable content services,
there needs to be support for information on how
payments are handled. This would enable content
owners to provide packaged contenttrights to
many different service providers, and not have to
deal with each individually on the terms and con-
ditions for payments.

XI. CONCLUSION

This paper has reviewed some of the decisions
made by the OMA DRM Working Group in de-
veloping the ODRL profile for version 2.0. It has
provided some feedback towards different options
that may have been available, as well as dis-
cussed some of the advantages and disadvantages
of these decisions and raised some of the semantic
issues.

Overall, I think this is an excellent use-case for
all parties (OMA and the ODRL Initiative) and
will help in future work and more specifically,
future ODRL profiles for OMA DRM.
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Abstract

A key issue for the real deployment of Digital
Rights Management (DRM) systems is
interoperability. A clear example is at the level of
Rights Expression Languages (RELS), where two of
them are a prominent role. On the one hand, ODRL
(Open Digital Rights Language) is an initiative being
used, for example, by the Open Mobile Alliance
(OMA), a relevant industrial forum in the area of
mobile and on the other hand systems MPEG-21 REL
is an ISO/IEC standard. MPEG-21 REL is more
complete, but rather complex although not exhaustive;
this is why ODRL could be considered as a more
flexibleoption.

In this paper, we analyse two DRM specifications
from OMA, and try to propose itsimplementation in an
MPEG-21 environment. In addition tools able to work
in both environments are presented. By defining an
MPEG-21 REL DTD, a minor extension of the MPEG-
21 REL, and the use of the MPEG-21 IPMP
(Intellectual Property Management and Protection),
we are in fact specifying MPEG-21 REL profiles. This
approach could simplify the implementation of MPEG-
21 REL applications and facilitate its interoperability
with ODRL. In order to verify the feasibility of our
proposal, we have implemented some tools that work
with both MPEG-21 REL and OMA DRM.

1. Introduction

In this paper we focus on the interoperability
between Rights Expressions Languages, a clear key
issue in order to achieve interoperability among
complete DRM systems.

In [1] we presented a first approach to achieve
interoperability between ODRL [2] and MPEG-21 REL
[3]. In this first study we concluded that a syntactic
approach to map licenses expressed in the two different

languages would only be feasible for a subset of both
languages, that could beidentified as profiles.

As OMA (Open Mobile Alliance) [4] has devel oped
the OMA DRM Rights Expression Language versions
1.0 [5] and 2.0 [6] based on ODRL, we have decided to
define a specific subsets for MPEG-21 REL equivalent
to those specified by OMA.

Therefore, in this paper we present how to achieve
interoperability between MPEG-21 REL and ODRL for
these specific subsets. The MPEG-21 REL subsets
defined provides the same features as both OMA DRM
RELs. For the first version presented by OMA, it is
enough to restricc MPEG21 REL to achieve
interoperability, but for the second version of OMA
DRM REL we aso have to extend MPEG-21 REL asit
does not provide al needed functionalities. OMA DRM
REL v2.0 introduces the security and inheritance
models that have not been considered in MPEG-21 REL.
Then, we have extended the MPEG-21 REL to provide
such functionalities. Nevertheless, in the case of
security information, we have considered two
approaches. In the first one, we have extended MPEG-
21 REL defining the appropriate elements to describe
the tools that protect the content, while in the second
approach, we have used the MPEG-21 Intellectud
Property Management and Protection (IPMP)
Components [7] standard specification to describe and
associate this information to the multimedia content.

Moreover, the subsets defined for MPEG-21 REL to
achieve interoperability in the mobile domain and
presented in this paper could also be considered as
mobile profilesfor MPEG-21 REL.

2. Rights Expression L anguages

Digita Right Management (DRM) needs
technologies to protect and securely deliver digital
content. To achieve this, it is also needed to have a
Rights Expression Language (REL), that is a forma
language used to specify this protection and secure



delivery. A REL is a forma language, designed to
expressrights and conditionsfor digital content access.

A Rights Expression Language can be used for
example to control the number of times that a right is
exercised over a certain digital content, express the
copyright associated to a given digital content,
describe an agreement between a content provider and
adistributor, or between a distributor and an end user,
etc.

Severad RELs have been proposed to describe
licenses governing the terms and conditions of content
access. In this field, the Open Digital Rights Language
(ODRL) proposed by Renato lanellaand MPEG-21 REL
based on the eXtensible rights Markup Language
(XrML) [8] cover a prominent role. Both languages are
powerful yet complex. MPEG-21 REL and ODRL are
syntactically based on XML while structurally they
both conform to the axiomatic principles of rights
modelling first laid down in the Digital Property Rights
Language (DPRL) [9].

2.1 ODRL

The ODRL is a proposed language for the DRM
community for the standardisation of expressing rights
information over content. The ODRL is intended to
provide flexible and interoperable mechanisms to
support transparent and innovative use of digital
resources in publishing, distributing and consuming of
electronic publications, music, audio, movies, digital
images, learning objects, computer software and other
creations in digital form. This is an XML-based usage
grammar.

Using ODRL it is possible to specify, for a digital
resource (music work, content, service, or software
application), which is allowed to use that resource, the
rights available to them and the terms, conditions or
restrictions necessary to exercise those rights on the
resource. The ODRL function is to express rights
granted by some parties for specific resources and the
conditions under which those rights apply.

ODRL is based on an extensible model for rights
expressions, which involves three core entities and
their relationshipsin aDRM license (see Figure 1):

Party includes end users and Rights Holders.

Party can be an entity such as the person,

organisation, or device to whom rights are
granted.

Right includes permissions, which can then
contain  constraints, requirements, and
conditions. Permissions are the actual usages or
activities allowed over the assets (e.g. play,

print, etc.) Constraints are limits to these
permissions (e.g. print an e-book for amaximum
of 3 times) Requirements are the obligations
needed to exercise the permission. Conditions
specify exceptions that, if they become true,
expire the permissions and re-negotiation may
be required.

Asset includes any physical or digital content.
They must be uniquely identified and may
consist of many subparts and be in many
different formats. Assets can aso be non
tangible expressions of works and/or manifested
in particular renditions.

Asst

Party
Figure 1. Core elements of ODRL

ODRL includes a data dictionary, which is formed
by elements that defines permissions, rights,
constraints, and requirements used in an ODRL license.
All these elements form the basis of the language and
can be extended by additional new elements.

For example, consider an e-book distributed to a
consumer (Alice) that she can print 3 times. The ODRL
license has a sentence that says that Alice is granted
with the right to print the book for 3 times. In this case,
Alice is a party, the book is an asset, print is a right,
and “3 times’ is a constraint included in the right
element. Figure 2 shows this example.

Party -- Alice Asset -- book

Right — Print Constraint — 3 times

Figure 2. ODRL core elements example.

2.2 MPEG-21 REL

The REL from MPEG-21 is based on the XrML
proposal. Using MPEG-21 REL it is possible to specify,
for a digital resource (content, service, or software
application), who is allowed to use that resource, the
rights available to them and the terms, conditions or
restrictions necessary to exercise those rights on the
resource.



Part 5of the MPEG-21 standard specifies the syntax
and semantics of a Rights Expression Language.

MPEG-21 Rights Expression Language (REL)
specifies the syntax and semantics of the language for
issuing rights for Users to act on Digital Items, their
Components, Fragments, and Containers.

MPEG-21 REL makes use of the Rights Data
Dictionary [10], part 6 of the MPEG-21 standard, that
comprises a set of clear, consistent, structured,
integrated and uniquely identified terms. The structure
of the RDD is designed to provide a set of well-defined
termsfor usein rights expressions.

At the heart of REL is the REL Core Schema whose
elements and types define the core structural and
validation semantics that comprises the essence of the
specification. The REL Core Schema includes Core
Principals, Core Rights, Core Resources and Core
Conditions.

The core data model is enhanced by a number of so-
called “Extensions” which add both functionality and
applicability.

The most important concept in REL is the license
that conceptually is a container of grants, each one of
which conveys to a principal the sanction to exercise a
right against a resource. The structure of a license is
shown in Figure 3.

[ Tite |
| Inventory |
Grant
| Principal || Right |
| Resource || Condition |

| Issuer |

| Otherinfo |

License

Figure 3. MPEG-21 REL license

The Title element provides a descriptive phrase
about the License that is intended for human
consumption in user interfaces. The Inventory element
is used for defining variables within a License. The
grant or grantGroup element expresses an assertion that
some Principal may exercise some Right against some
Resource, subject, possibly, to some Condition.

The grant or grantGroup is formed by the following
four elements (see Figure 4):

Principal: identifies an entity such as the
person, organisation, or device to whom rights
are granted. Each principal identifies exactly one

party. Typicaly, this information has an
associated authentication mechanism by which
the principal can proveitsidentity.

Right: specifies the activity or action that a
principal can be granted to exercise against
some resource.

Resource: identifies an object which the
principal can be granted a right. It can be a
digital work, a service or a piece of information
that can be owned by a principal. A Uniform
Resource Identifier (URI) can be used to identify
aresource.

Condition: specifies one or more conditions that
must be met before the right can be exercised.
For example, a principal may need to pay afeeto
exercise aright, alimit to the number of times, a
time interval within which a right can be
exercised, etc.

Right

Principal Resource Condition

Figure 4. MPEG-21 REL core elements example.

The issuer element that represents the entity that
issues the license may contain two pieces of
information, a set of issuer-specific details about the
circumstances under which he issues the license, and
an identification of the issuer, possibly coupled with a
digital signature for the license.

Finally, within the other information element, license
issuers may place additional content as they find
appropriate and convenient.

Principal -- Alice

Resource -- book |

Figure5. MPEG-21 REL example.

For example, we can consider the previous ODRL
example, where an e-book is distributed to a consumer
(Alice) that she can print 3 times. The MPEG-21 REL
license has a sntence that says that Alice is granted
with the right to print the book for 3 times. In this case,
Alice is a principal, the book is a resource, print is a
right, and “3 times’ is a condition. In MPEG-21 REL the
right-granting portion of this statement is called a grant
and the entire statement is called a license. Figure 5
showsthisexample.



3. Intellectual Property Management and
Protection

Currently, there is a lack of IPMP solutions to
provide interoperability between devices and providers
of content and services. Because of this fact, MPEG-21
istrying to provide aframework for the creation of new
services that can be used to support new business
models and that meet the needs of all memb ers of the
value chain. MPEG-21 IPMP has a very important role
in the creation of these business models and must
provide much more functionality than simply focusing
on the content protection.

The MPEG-21 IPMP Components standard (Part 4)
specifies components for IPMP applied to Digital Items
to facilitate the exchange of governed and/or protected
content between Peers. The MPEG21 IPMP
Components standard specifies the IPMP Digital Item
Declaration Language (DIDL) that encapsulates and
protects content, for example a DIDL document or
part(s) thereof or asset(s), and associates appropriate
identification and protection information with it. DIDL
documents are specified in Part 2 of the MPEG-21
standard, Digital Item Declaration (DID), that provides
an interoperable schema for declaring digita
representation of works.

Moreover, MPEG-21 IPMP Components aso
describes, in a standardised way, information related to
the IPMP Tools that protect the associated Contents,
and to the licenses that govern them. The standardised
IPMP info schema provides a “framework-evel”
description for IPMP information related to tools that
protect resources or assets. It also addresses
authentication of IPMP tools, and integrates rights
expressions according to the Rights Data Dictionary
and the Rights Expression Language.

4. OMA DRM REL and MPEG-21 REL

The Open Mobile Alliance (OMA) was formed in
June 2002 by nearly 200 companies including the
world’s leading mobile operators, device and network
suppliers, information technology companies and
content and service providers. OMA specifications are
the result of continuous work to define industry-wide
interoperable mechanisms for developing applications
and services that are deployed over wireless
communication networks.

OMA DRM defines a DRM system to enable the
consumption of digital content in a controlled manner,
taking into account the special requirements and
characteristics of the mobile domain. OMA DRM REL is

defined as a mobile profile or subset of ODRL v1.1, and
specifies the rights expression language used to
describe mechanisms for expressing rights over DRM
Content in an OMA DRM system.

There are two different versions of OMA DRM REL
specification. OMA DRM REL specification v1.0 and
OMA DRM REL specification v.2.0. Both specifications
are defined with a Document Type Definition (DTD).

Security constitutes an important part of a DRM
System, and OMA DRM REL v1.0 and, in a deeper way
OMA DRM REL v2.0, provide the specification of the
elements that are needed to get confidentiality , other
security features, new rights and conditions.

4.1. OMA - based MPEG-21 REL v1.0

In this section, we propose an equivalent structure
of the Rights Expression Language of OMA DRM REL
v1.0, but defined as a subset of MPEG-21 REL, and not
as a subset of ODRL (seefigure 6).

The specification of OMA-based MPEG-21 REL
v1.0. is defined with a DTD, and it could be considered
a basic subset of OMA - based MPEG-21 REL v20.
explained in the next section.

<IELEMENT r:license ( (r:grantgroupjr:grant), r:otherinfo? )>
<IELEMENT r:grantgroup (r:grant+)>
<IELEMENT
r:.grant ((mx:play|mx:executelmx:print)?,
r:digitalResource, r:allConditions?)>

<IELEMENT mx:play EMPTY>
<IELEMENT mx:execute EMPTY >
<IELEMENT mx:print EMPTY >

<IELEMENT r:digital Resource (r:nonSecurel ndirect) >
<IELEMENT r:nonSecurelndirect EMPTY >
<IATTLIST r:nonSecurelndirect URI CDATA #/MPLIED>

<IELEMENT

r:allConditions (sx:exerciseLimit?,

validitylnterval ?, aliditylnterval DurationPattern?)>

<IELEMENT sx:exerciseLimit (sx:count)>
<IELEMENT sx:count (#PCDATA)>
<IELEMENT r:validitylnterval (r:notBefore?, r:notAfter?)>
<!ELEMENT r:notBefore (#PCDATA)>
<IELEMENT r:notAfter (#PCDATA)>
<IELEMENT sx:validitylnterval DurationPattern
(sx:duration)>
<IELEMENT sx:duration (#PCDATA)>
<IELEMENT r:otherinfo (version?,KeyVaue?)>
<IELEMENT version (#PCDATA)>
<IELEMENT KeyValue (#PCDATA)>

Figure 6. OM A-based M PEG-21 REL DTD v1.0



4.2. OMA -based MPEG-21 REL DTD v2.0

In this section, we propose an equivalent structure
of the Rights Expression Language of OMA DRM REL

v2.0, but defined as a subset of MPEG-21 REL, and not

asasubset of ODRL (seefigures 7 and 8).
The specification of OMA-based MPEG-21 REL

v2.0. is defined with a DTD, and it could be considered

an extension of OMA - based MPEG-21 REL v10.
explained in the previous section. This specification
adds some relevant complexity over version 1.0. The
main differences with respect to v1.0. are: inheritance
model, new concepts to the security model that were

missing in previous version and adata dictionary which

is the result of a join of ODRL XML schema, ODRL
Data Dictionary and anew OMA Data Dictionary.

<IELEMENT r:license ((r:grantgroup | r:grant),
r:otherinfo?)>
<IELEMENT r:grantgroup (r:grant+)>
<IELEMENT r:grant
(r:keyHolder?,(mx:play| mx:execute | mx:print | inherit |
mx:move | mx:adapt | mx:execute)?, r:digital Resource,
r:allConditions?, mx:prohibitedAttributeChanges?,
r:keyHolder?)>
<IATTLIST r:grant

licensePartld CDATA #IMPLIED>
<IELEMENT r:keyHolder (r:info)>
<IELEMENT r:info (version?, uid?)>
<IELEMENT mx:play EMPTY >
<IELEMENT mx:execute EMPTY>
<IELEMENT mx:print EMPTY >
<IELEMENT mx:move EMPTY>
<IELEMENT mx:adapt EMPTY >
<!ELEMENT inherit EMPTY >
<IATTLIST inherit

URI CDATA #MPLIED>
<IELEMENT mx:prohibitedAttributeChanges (set+)>
<IELEMENT set EMPTY >
<IATTLIST set

definition CDATA #REQUIRED>
<IELEMENT r:digitalResource (r:nonSecurel ndirect)>
<IELEMENT r:nonSecurelndirect EMPTY >
<IATTLIST r:nonSecurelndirect

URI CDATA #|MPLIED>
<IELEMENT r:allConditions (sx:exerciseLimit?,
r:validitylnterval ?, sx:validitylnterval DurationPattern?,
mx:destination?, mx:validityTimeMetered?, mx:renderer?)>

<IELEMENT mx:destination (r:keyHolder)>
<IELEMENT mx:renderer (r:keyHolder)>
<IELEMENT sx:exerciseLimit (sx:count)>
<IELEMENT sx:count (#PCDATA)>
<IELEMENT r:validitylnterval (r:notBefore?,
r:notAfter?)>

Figure 7. OMA-based MPEG-21 REL DTD v2.0 part 1

<IELEMENT r:otherinfo (version?, KeyValue?, uid*,
exerciseLimitDuration?, ((digest?, Keylnfo?) |
grantgroup))?>

<!ELEMENT version (#PCDATA)>

<IELEMENT exerciseLimitDuration (#{PCDATA)>
<IELEMENT keyValue (#PCDATA)>
<IELEMENT uid (#PCDATA)>

<IELEMENT grantgroup (grant+)>
<IELEMENT grant (digest?, Keylnfo?)>
<IATTLIST grant

licensePartldRef CDATA #IMPLIED
>

<IELEMENT digest (dsig:DigestMethod, dsig:DigestVaue)>

<IELEMENT dsig:DigestMethod (#PCDATA)>
<IATTLIST dsig:DigestMethod
Algorithm CDATA #FIXED

"http://www.w3.0rg/2000/09/xml dsi g#shal"
>

<IELEMENT dsig:DigestVaue (#PCDATA)>
<IELEMENT Keylnfo (xenc:EncryptedKey?,
ds:RetrievalM ethod?)>
<IELEMENT xenc:EncryptedKey (ds:Keylnfo?,
xenc:EncryptionMethod, xenc:CipherData)>
<IELEMENT xenc:EncryptionMethod (#PCDATA)>
<IATTLIST xenc:EncryptionMethod

Algorithm CDATA #FIXED
"http://www.w3.0rg/2001/04/xmlencitkw-aes128"
>

<IELEMENT xenc:CipherData (xenc:CipherValue)>

Figure 8. OM A-based MPEG-21 REL DTD v2.0 part 2
5. Inter oper ability between mobile profiles

Assaid before, ODRL and MPEG-21 REL have many
syntactically an structurally similarities.

These REL s are widely used, so it is very important
to permit interoperability between different systems
that use them. They have the same objective and they
start from the same base.

To transform an ODRL licenseinto an MPEG-21 REL
license, or vice versa, is equivalent to transform a XML
document to another XML document, where the
information they represent is the same one, but with a
different XML structure.

This is only possible when both specifications
convey the same semantics, as it is the case in our
mapping from OMA DRM REL to MPEG-21 REL.



In order to obtain this transformation, XSL
(Extensible Stylesheet Language) can be used [1].
XSLT applies transformation rules to the document
source and, by changing the tree structure, produces a
new document, such as another XML document. It can
also amalgamate several documents into one, or even
produce several documents starting from the same
XML document.

If we consider the similarities between both
languages, and the similarities between the previous
equivalent DTDs (those shown in sections 4.1 and 4.2),
it can be concluded that the interoperability between
both languages is possible only for specific profiles, in
this case mobile profiles. To achieve this
interoperability or syntactical transformation, XSLT can
be used.

6. Interoperability between MPEG-21 REL
and OMA DRM REL v1.0

This section contains a table with the XML
equivalences between the OMA ODRL profile and the
OMA -based MPEG-21 REL subset, previously defined
(see section 4.1). These equivalences will lead us to
achieve interoperability between this MPEG-21 REL
subset for the mobile domain and OMA DRM REL
specification, doingaXSLT transformation.

OMA DRM REL v1.0 is fully supported by OMA
DRM REL v2.0, specification that contains the version
1.0. A more precise explanation about REL elements
used in the table 1 are given in the next section about
version 2.

</o-ex:constraint>

</o-dd:display>
</0-ex:permission>
<0-ex:asset> <r:digitalResource>
<o-ex:context> <r:nonSecurel ndirect
<o0-dd:uid> URI='cid:4567829547@foo.com'

cid:4567829547@f00.co
m

/>
</r:digital Resource>

</o-dd:uid>
</o-ex:context> <r:otherInfo>
<ds:Keylnfo> <KeyVaue>
<dsKeyVaue> VUEwr8LzEJoei C+dgT 1mgg==
VUEwr8LzEJoei C+dgT1m </KeyVaue>
gog== </r:otherInfo>
</dsKeyVdue>
</ds:Keylnfo>
</o-ex:asset>

OMA ODRL

OMA-based MPEG -21 REL

<0-ex:rights>

<r:license>

<0-ex:context>
<o-dd:version>1.0
</o-dd:version>

</o-ex:context>

<r:otherInfo>
<version>1.0 </version>
</r:otherInfo>

<0-ex:asset>
<o-ex:context>
<o-dd:uid>
cid:4567829547 @foo.co
m

<r:digital Resource>
<r:nonSecurel ndirect

URI='cid:4567829547 @foo.com'

>
</r:digital Resource>

</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-dd:display/> <mx:play />
<o-dd:play/> <mx:play />
<0-ex:permission> <r:alConditions>
<o-dd:display> <sx:exerciseLimit>

<o-ex:constraint>
<o-dd:count>
1
</o-dd:count>

<sx:count>1</sx:count>
</sx:exerciseLimit>
</r:alConditions>

Table 1. XML equivalences

7. Interoperability between MPEG-21 REL
and OMA DRM REL v2.0

In this section, we introduce different tables with
XML equivalences, between the OMA DRM REL v2.0
and the related MPEG-21 REL subset (see section 4.2).
These equivalences will lead us to achieve also
interoperability with XSLT transformation between this
second MPEG-21 REL subset for the mobile domain and
OMA DRM REL specification.

Different models are used to group the XML
equivalences according to their functionality and
license structure. The models used in this section are;
Basic equivalences, Rights, Conditions, Security
information association, Security and Inherit model.

In the first four models we are defining the elements
that form the subset of MPEG-21 REL that fulfils OMA
DRM REL v2.0 specification. The security model can be
mapped to MPEG-21 REL by defining the
corresponding elements in MPEG-21 <otherinfo>
element or using the MPEG-21 IPMP Components
specification. Finally, MPEG-21 has been extended to
represent the OMA DRM <inherit> element.

7.1. Basic

The basic equivalences (see Table 2) constitutes the
basis for licences and includes the necessary elements
in any license. The OMA DRM REL <rights> and
<asset> elements are represented with the MPEG 21
REL <license> and <digitalResource> elements. The
OMA <context> element provides meta information
about the rights, and is represented with the MPEG-21
<otherinfo> element.




OMA DRM REL v2.0

OMA -based MPEG -21 REL

<o-ex:rights>

<r:license>

<0-ex:context>
<0-dd:version>2.0</o-
dd: version>
<0-
dd: uid> Ri ghtsObjectI D</o-
dd:uid>
</o-ex:context>

<r:otherinfo>
<version>1.0 </version>

<uid>RightsObjectlD</uid>
</r:otherinfo>

<0-ex:asset>
<o0-ex:context>
<0-dd:uid>ContentI D

<r:digital Resource>
<r:nonSecurelndirect
URI="ContentID' />

</o-dd:uid> </r:digital Resource>
</o-ex:context>
</o-ex:asset>
Table2. Basic equivalences
7.2. Rights

This table 3 introduces the MPEG-21 REL rights
equivalent to the rights specified in OMA DRM REL.
The <display> and <play> elements are represented
with the <play> element, the <export - move> element
with the <move> element and the <export - copy>

element with the

<adapt>

<prohibitedAttributeChanges> elements.

element and

OMA DRM REL v2.0

OM A-based MPEG -21 REL

<o-dd:uid> "urn: mpeg: mpeg21:2003: 01-
XYZ RDD-NS:2346"/>
</o-dd:uid> <set definition=

</o-ex:context>
</omadd: system>
</o-ex:constraint>
</oma-dd: export>

"urn:mpeg: mpeg21:2003:01-
RDD-NS:2347"/>

</mx: prohibitedAttributeChanges

>

<r:keyHolder>
<version>1.0</version>
<uid>XYZ</uid>

</r:keyHolder>

Table 3. Rights

7.3.Time conditions

This table 4 introduces the MPEG-21 REL time
conditions equivalent to the ones specified in OMA
DRM REL. The <datetime> element represented in
MPEG21 REL with the <vadliditylnterva> element
specifies an interval of time within which aright can be
exercised. The <interval> represented in MPEG-21 REL
with the <validitylntervalDurationPattern> element
specifies a period of time within which a right can be
exercised. Finaly, the <accumulated> element
represented  in MPEG-21 REL  with the
<vaidityTimeM etered> specifies the maximum period of
metered usage time during which the rights can be
exercised.

OMA DRM REL v2.0 OM A-based MPEG-21 REL

<o-dd:display/> <mx:play />
<o-dd:play/> <mx:play />
<0-dd: execute/> <mx: execute />
<o-dd:print/> <mx:print />

<oma-dd: export <mx: move/>

oma
dd: mode="move">
<o-ex:constraint>
<omadd: system>
<0-ex:context>
<0-dd:version>
10
</o-dd:version>
<o0-dd:uid>
XYz
</o-dd:uid>
</o-ex:context>
</omadd: system>
</o-ex:constraint>
</oma-dd: export>

<r:digitalResource>
<r:nonSecurelndirect
URI="ContentID"/>
</r:digitalResource>
<r:allConditions>
<mx: destination>
<r:keyHolder>
<r:info>
<version>1.0</version>
<uid>XYZ</uid>
</r:info>
</r:keyHolder>
</mx;: destination>
</r:allConditions>

<r:allConditions>
<r:validitylnterval>

<0-ex:constraint>
<0-dd: datetime>

<o-dd:start>... <r:notBefore>...</r:notBefore>
</o-dd:start> <r:notAfter>...</r:notAfter>
<o-dd:end>... </r:validitylnterval>
</o-dd:end> </r:allConditions>

</o-dd:datetime>
</o-ex:constraint>

<r:allConditions>

<sx:validityl nterval DurationPattern>
<sx:duration> </sx:duration>

</sx:validityl nterval DurationPattern>

</r:allConditions>

<0-ex:constraint>
<o-dd:interval>
</o-dd:interval>
</o-ex:constraint>

<oma-dd: export
oma
dd:mode="copy">
<0-ex: constraint>
<oma-dd: system>
<0-ex:context>
<0-dd:version>
1.0
</o-dd: version>

<mx:adapt/>
<r:digitalResource>
<r:nonSecurelndirect
URI="ContentID1"/>
</r:digital Resource>
<mx: prohibitedAttributeChanges
>
<set definition=

<r:allConditions>
<sx:validityTimeMetered>

<0-ex:constraint>
<o0-dd:accumulated>

PT10H <sx:duration>PT10H</sx:duration>
</ o-dd:accumulated </sx:validityTimeMetered>
> </r:allConditions>

</o-ex:constraint>
Table 4.Time conditions

7.4. More conditions

In the table 5 we introduce the rest of MPEG-21 REL
conditions considered in the mobile subset we are




defining equivalent to the ones specifiedin OMA DRM
REL. The <count> element represented in MPEG-21
REL with the <exerciseLimit> element specifies the
number of alowed exercises. The <timed-count>
element specify the number of times a permission may
be granted over an asset or resource, with the addition
of an optional timer attribute. This timer attribute
specifies the number of seconds after which the count
state can be reduced. As the timer attribute is not
specified in MPEG-21 REL, we have defined the
<exerciseLimitTime>, that consist of <count> and
<duration> elements. The <individual> represented in
MPEG-21 REL with the <keyHolder> element specifies
the individual to which content is bound. The
<system> represented in MPEG-21 REL with the
<renderer> element specifies the target system to which
DRM Content and Rights Objectscan be exported.

<0-ex:context> <r:info>
<odd:uid> XYZ <uid>XYZ</uid>
</odd:uid> </r:info>

</o-ex:context>
</oma-dd system>
</o-ex:constraint>

</r:keyHolder>
</mx:renderer>

OMA DRM REL v2.0

OMA-based MPEG-21 REL

<o-ex:constraint>
<o-dd:count > 1
</o-dd count>

</o-ex:constraint>

<sx:exerciseLimit>
<sx:count>1</sx:count>
</sx:exerciseLimit>

Table5. More conditions
7.5. Security

Security constitutes an important part of a DRM
system. OMA DRM REL v 2.0 provides confidentiality
for the CEK (Content Encryption Key) of Rights
Objects, integrity of the association between Rights
Objects and DRM Content and Rights Object integrity
and authenticity.

In MPEG-21 REL the security issue is not
considered. To provide the OMA DRM REL security
functionalities in MPEG-21 REL, we have considered
two approaches. The first one is to define this security
information within the MPEG-21 REL <otherinfo>
element, as defined in the table 6. The second oneisto
consider MPEG-21 IPMP Components specification, as

<o-ex:constraint>
<0-dd: timed-count
timer="30">1
</o-dd: timed-count>
</o-ex:constraint>

<r:otherinfo>
<exerciseLimitTime>
< sx:count>1</sx:count>
<sx:duration>30 </ sx:duration>
</exerciseLimit>
</r :otherinfo>

explained in section 8.

OMA DRM REL v2.0

OMA-based MPEG -21 REL

<r:grant licensePartld="Asset-1">
<r:allConditions>
<sx:exerciseLimit>
<sx:count>1</sx:count>
</sx:exerciseLimit>
</r:allConditions>
</r:grant licensePartld="Asset-1">
<r:otherinfo>
<grant licensePartldRef="Asset-1">
<exerciseLimitDuration> 30
</exerciseLimitDuration>
</grant>
</r:otherinfo>

<o-ex:agreement>
<o0-ex:digest>
<ds:DigestMethod
Algorithm="..."/>
<ds:DigestValue>
DCFHash
</ds:DigestValue>
</o-ex:digest>
</o-ex:agreement>

<r:otherinfo>
<digest>
<dsig: DigestMethod
Algorithm="..."/>
<dsig: DigestValue>
DCFHash
</dsig:DigestValue>
</digest>
</r:otherinfo>

<sx:exerciseLimit>
<r:serviceReference

licensePartldRef="external Service"/>
< sx:count>1</sx:count>

</sx:exerciseLimit>

<o-ex:constraint>
<0-dd:individual >
<0-ex:context>
<odd:uid> XYZ
</odd:uid>
</o-ex:context>
</o-dd: individual>
</o-ex:constraint>

<r:grant>
<r:keyHolder>
<r:info>
<uid>XYZ</uid>
</r:info>
</r:keyHolder>
</r:grant>

<0-ex:agreement>
<ds:Keylnfo>
<xenc: EncryptedKey>
<xenc: EncryptionMethod
Algorithm="..."/>
<xenc: CipherData>
<xenc: CipherValue>
EncryptedCEK
</xenc:CipherValue>
</xenc:Cipher Data>
</xenc: EncryptedKey>
<ds:RetrievalMethod
URI="REKRe"/>
</ds:Keylnfo>
</o-ex:agreement>

<r:otherinfo>
<Keylnfo>
<xenc: EncryptedKey>
<xenc: EncryptionMethod
Algorithm="..."/>
<xenc: CipherData>
<xenc:CipherValue>
EncryptedCEK
</xenc: CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
<ds:RetrievalMethod
URI="REKRe"/>
</Keylnfo>
</r:otherinfo>

Table 6. Security

7.6. Security infor mation association

<o-ex:constraint>
<oma-dd: system>

<mx:renderer>
<r:keyHolder>

The table 7 explains how to associate security
information to different assets or resources in the same
license. The MPEG-21 REL <otherinfo> €eement



includes a <grant> element

with the security

information and areference to the grant related.

OMA DRM REL v2.0

OMA -based MPEG -21 REL

<0-ex:agreement>
<o-ex:asset o-ex:id="A-1">

<o-ex:digest>...</o-
ex:digest>

<ds:Keylnfo>...</ds:Keylnfo>
</o-ex:asset>

<0-ex:asset o-ex:id="A-2" >
<o-ex:digest>...</o-
ex:digest>

<ds:Keylnfo>...</ds:Keylnfo>
</o-ex:asset>
</o-ex:agreement>

<otherinfo>
<r:grantgroup>
<r:grant
licensePartld="A-1">
</r:grant>
<r:grant
licensePartld="A-2">
</r:grant>
<r:otherinfo>
<grant
licensePartldRef="A-1">
<digest>...</digest>
<Keylnfo>...</Keylnfo>
</grant>
<grant
licensePartldRef="A-2">
<digest>...</digest>
<Keylnfo>...</Keylnfo>
</grant>
</r:grantgroup>

</r:otherinfo>

Table 7. Security information association

7.7. Inherit

The OMA DRM REL inheritmodel is not considered

in MPEG-21 REL, therefore MPEG-21 REL has been
extended with a new <inherit> right, as we show in the
table 8 A License caled parent license defines
Permissions and Constraints for DRM Content which
can be inherited by a new license called child License.
In the child license we only include a reference to the
parent license, and then the child license inherits
permissions and constraints from the parent license.

OMA DRM REL v2.0 OM A-based MPEG-21
REL

<0-ex:asset> <r:grant>

<o-ex:inherit> <inherit

<0-ex:context> URI="Subs"/>

<0-dd:uid>Subs</o-dd:uid> | </r:grant>

</o-ex: context>

</o-ex:inherit>
<0-ex:asset>

Table 8. Inherit

8. Protection of multimedia content

OMA and MPEG-21 standards have considered a
different approach in the specification of protection and
governance information and their association with
digital content. OMA DRM REL v2.0 includes

protection information within the licenses, while in the
MPEG-21 standard the protection information and the
mechanisms to associate it, together with licenses, to
protected and governed content is defined in IPMP
Components, Part 4 of the MPEG-21 standard.

To achieve interoperability between OMA and
MPEG21 standard we have considered two
goproaches. The first one, presented in section 7, is to
define a mobile profile for MPEG-21 REL and RDD
defining a subset of rights, resources and conditions
according to OMA DRM REL v2.0 specification, but
extending it by defining the appropriate elements (see
section 7.5) for the protection information and DRM
content association integrity. The second approach is
to consider MPEG-21 IPMP Components specification
to describe protection information and restrict MPEG-21
REL and RDD parts for mobile applications. Note that in
this approach we only have to consider the extension
done in MPEG-21 REL for the inheritance model as
specified in section 7.7 to achieve interoperability with
OMA DRM REL v2.0 specifications.

In this section we present how protection
information is described and associated to content,
using MPEG-21 IPMP technologies. On the other hand,
the licenses are generated according to the profile
defined for MPEG-21 REL in section 7 without
considering the extension proposed for protection
information in security section.

< didl:DIDL>
<didl:Item>
< didl:Component
< didl:Resource mimeType="application/ipmp">
<ipmpdidl:ProtectedAsset mimeType="video/mpeg'>
<ipmpdidl:Info>
<IPMPInfoDescriptor >
<Toobk
Protection tools information
</Tool>
<RightsDescriptor >
<License>
<r:license>
<rgrant
<inherit URI="SubscriptionGUID"/>
<r:digitalResource >
<r:nonSecurelndirect URE" ContentlD'/>
</r.digitalResource>
</r.grant>
<r:otherinfo>
<version>2.0</version>
<uid>RightsObjectID</uid>
</r:otherinfo>
</r:license>
</License>
</RightsDescriptor>
</ipmpdidl:Info>
<ipmpdidl:Contentsref="ContentID/>
</ipmpdidl:ProtectedAsset >
</ didl:Resource >
</ didl:Component
</didl:Item>
</didl:DIDL>

Figure 9. Protected and governed asset



Figure 9 shows how protection and governance
information is described and associated to digital
content, using IPMP and MPEG-21 REL technologies
equivalent to OMA DRM REL v2.0. Specificdly,
protection tools are described using the MPEG-21
IPMP Information Descriptor schema and governance
information using the subset of MPEG-21 REL defined
for the mobile profile. Finally, IPMRDIDL schema is
used to associate this information with the
correspondent asset.

Main difference of the two approaches considered is
the information expressed in the licenses. In the first
one, licenses contain information related to the rights
and conditions of use of digital content and content
protection information, while in the second one
protection information is not described within licenses.
Figure 10 shows how an encryption tool is described in
the second approach presented using MPEG-21 IPMP
Components  specification. The “Tool” element
contains relevant information of the tool that will be
used to decrypt the content, asits unique identifier, the
remote location fromwhere it can be retrieved, and its
initialization settings where two different types of data
are placed. On one hand, the “InitializationData” that
contains the key (CEK) for decrypting the content
using the tool previously described, this key is aso
encrypted (EncryptedCEK). On the other hand, the
information of the tool that will be used to decrypt this
key (CEK) and a reference to the key used to encrypt
the CEK.

Tool

ToolBaseDescription
<IPMPToollD>urn:mpegRAIPMPABS5:77:29 </IPMPToolID>
<Remote ref="urn:IPMPToolsServer:ToolEnc005-3484"/>

InitializationSeetings

IPMPInfoDescriptor

Tool

ToolBaseDescription
<IPMPToollD>urn:mpegRA: IPMP:C5:7:24</IPMPTool D>
<Remote ref="urn:IPMPToolsServer:ToolEnc005-3487"/>

ConfigurationSettings
EncryptionMethod  Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#tkw-aes128'

InitializationSeetings

InitializationData
<dsigRetrievalMethod URE"REKReference/>

InitializationData
<xenc:CipherData>

<xenc:CipherValue>EncryptedCEK </xenc:CipherValue >
</xenc:CipherData>

Figure 10. Encryption tool description example

9. Associated tools

In order to validate our proposal, we have adapted
some of our previous tools [11], already contributed as
MPEG-21 Reference Software [12], in order to work with
this subset in both cases, OMA ODRL and MPEG-21
REL.

9.1. DMAG checker

The DMAG Checker (DC) is an application that
syntactically validates a REL license, and subsets of
them as the profiles proposed in this paper, against the
DTD or XML Schema used by thelicense.

This software has been developed in Java. It can run
on MSWindows and Linux platforms. The parser used
in the implementation is the Xerces parser. The output
of the DC is a message reporting if the license is
syntactically valid or not, according to the DTD or
XML Schema specified within the license. If the license
isnot valid, the DC informs about the reasons why.

Checker i
Valid
License >4 Notvalid
Parser (reasonswhy)
(Xerces)

Figure1l. DMAG Checker

9.2. DMAG License Creator for
profiles

mobile

The DMAG License Creator for mobile profiles
(subsets specified in this paper) is a software
implementation that creates OMA — based MPEG-21
REL licenses equivaent to the OMA DRM v2.0 ones,
and OMA DRM v2.0 licenses. This software has been
developed in Java It can run on MSWindows and
Linux platforms.

License
Creator

Servlet -
v ,j
form
DOM

API l

i DTD
License | ¢—m————
- Checker

Figurel12. DMAG License Creator




9.3. DMAG License Translator

In order to implement a license translator for the
mobile profile presented in this work, we have
developed utilities to transform OMA — based MPEG-
21 REL v1.0 and v2.0 licenses to OMA DRM REL v1.0
and v2.0 and in the reverse direction. These utilities
have been developed using XSLT and permit to do a
syntactical translation between the mobile profiles
presented.

License
Language A

Figure 13. DMAG License Translator

Translator
Module

XSLT N License
Transformation Language B

DTD
Checker

10. Conclusions and further work

This paper has shown how interoperability and
translation of licenses among different RELs (Rights
Expression Languages) can be achieved. We have
presented different possible solutions and tools to
achieve interoperability among different versions of
OMA DRM REL and MPEG21 REL by defining
subsets or profiles of MPEG-21 REL that provide the
same functionalities as the OMA DRM REL, whichisa
mobile profile of ODRL. Tools to create and check
licensesin amobile profile have been introduced.

Furthermore, as the MPEG-21 REL standard
specification does not provide al functionalities
required by OMA, we have proposed to extend it and
used MPEG-21 IPMP to fulfil security requirements.

However, the purpose of this paper has not been to
define a formal mobile profile, since this should rather
be an initiative from the interested industry. On the
contrary, we are proposing a possible approach for the
specification, and further implementation, of MPEG-21
subsets able to interoperate with other RELs.

Currently, we are working to extend the capabilities
of the tools. The main objective of our future work is to
expand the scope of this set of tools (generators and
converters) to permit that every system could work in
MPEG-21 REL or ODRL without distinction,
transparently to the user.
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Embedding ODRL statements in Dublin Core

Enric Peig and Jaime Delgado, Universitat Pompeu Fabra, Barcelona, Spain

Abstract— Dublin Core is a standard for creating metadata
records about resources. Over these resources we can define
policies of usage. ODRL is an initiative to express the rights
statements over the resour ces, with the idea of developing tools to
enforce the policies defined. The nor mative way to express ODRL
statements is in XML syntax, which is rather difficult for a
person to read and understand. The easiest way to relate the
license to the Dublin Core metadata set isto include a link to the
license into the metadata record. This can be useful for the
automatic processing of the license but, however, doesn’t give
descriptive information to the user. In this paper we propose a
mechanism to obtain this descriptive information, by converting
the ODRL statements into textual information, and embed it in
Dublin Core metadata records, in order to ease its human
comprehension.

Index Terms—M etadata, digital rights management.

I. INTRODUCTION

DRL (Open Digital Rights Language) [1] is a key tool for

the digital rights management of electronic publications.
It consists of a language for expressing the rights and a data
dictionary that establishes the semantics of every entity
defined in the ODRL Foundation Model. The normative way
to express ODRL is in schema-valid XML syntax, in order to
be easily processed by DRM tools.

On the other hand, Dublin Core is a standard for creating
descriptive metadata records about resources. The ODRL
community has realised the need of combining the ODRL
rights expressions with descriptive metadata records. With this
goa in mind, a joint working group between ODRL and
DCMI (Dublin Core Metadata Initiative) [2] has been
established to study the possibility of creating an ODRL
profile that enables this combination.

Dublin Core and ODRL serve different purposes. While a
metadata record following the Dublin Core standard aims to
describe different characteristics about a resource, an ODRL
statement is meant to provide the mechanisms to enforce a
usage policy over aresource.

In this paper, we propose a mechanism to embed the rights
statements expressed in ODRL beneath a metadata record
associated to a resource, to which the rights statements apply,
focusing on the Dublin Core Metadata standard.

This work has been partly supported by the Spanish administration
(AgentWeb project, TIC 2002-01336) and is being developed within VISNET
(IST-2003-506946, http://www.visnet-noe.org), a European Network of
Excellence funded under the European Commission IST FP6 program.

The remainder of this paper is structured as follows. In
section 2 we give an overview of the Dublin Core Metadata
Element Set, focusing on the elements related to the rights
description. Section 3 describes our proposal for embedding
ODRL in Dublin Core, analyses the different ODRL models
and discusses which of them are to be considered and which
not. Then, section 4 concludes the paper.

Il. THE DUBLIN CORE STANDARD

A. Dublin Core Metadata Element Set

The Dublin Core metadata element set is a standard for
information resource description. Simple Dublin Core consists
of 15 descriptive semantic definitions and represents a core set
of elements likely to be useful across a broad range of
applications, whereas Qualified Dublin Core includes
additional elements, as well as a group of element refinements
(also caled qualifiers) that refine the semantics of the core
elements in ways that may be useful in resource discovery.
Also, the usage of controlled vocabularies for some elements
is encouraged, thus avoiding misspellings and confusions, and
increasing interoperability.

The DCMI (Dublin Core Metadata Initiative) is the
organisation who is in charge of the maintenance of the
standard, the promotion of its usage and the proposa of new
elements, qualifiers and encoding schemes. In this moment, it
is an I1SO standard (ISO 15836:2003), a NISO standard
(ANSI/NISO 739.85-2001), a CEN recommendation (CWA
13874) and an IETF RFC (RFC 2413).

The 15 core elements defined in Dublin Core are
contributor, coverage, creator, date, description, format,
identifier, language, publisher, relation, rights, source,
subject, title and type.

The proposed new elements after the establishment of the
core are audience, provenance and rightsHolder, whereas
examples of qualifiers are abstract, which is a refinement of
description; created, dateCopyrighted or dateAccepted, which
are refinements of date; hasPart or isPartOf, which are
refinements of relation; or license, which is a refinement of
rights.

Examples of controlled vocabularies are the DDC (Dewey
Decimal Classification), or LCC (Library of Congress
Classification) to be used in subject; the RFC1766 for
languages; the IMT (Internet Media Type) for format, etc.

Also, the DCMI has defined some controlled vocabularies,
for example, the DCMI Type classification for the element
type, or DCMI Period, that specifies the limits of a time



interval and is useful for the element date.

Dublin Core can be used in many ways. The DCMI emits
usage guides to assist users in creating descriptive records
using Dublin Core in these different ways, from the simplest
one (using only some or al the 15 core elements) to a more
sophisticated one (choosing some of the qualifiers already
defined).

Dublin Core is intended to be used primarily for human
consumption, so the values of the elements tend to be human-
readable. Nevertheless, it is also possible to use Dublin Core
for automatic machine processing. In fact, we have developed
a system that includes automatic access and processing of
Dublin Core metadata records [3].

rights, but in a human-readable way. So we propose to
trandate (or perhaps more precisely, to parse) from the XML
binding of the statements to natural language, so as they can be
easily understood by a human consumer. This parsing can be
done automatically, without human intervention, and a key
aspect is that only the terms that appear in the Rights
Expression Language and in the Data Dictionary should be
used.
An example of thistrandlation is shown in Example 1.

Of course, if the element rights is used with this purpose, it
has only informative value. It can not be reliable for a
machine-driven process of analysis of the Rights statements.

Original XML binding of a permission:

<per m ssi on>
<di spl ay/ >
<print>
<constrai nt >
<count >5</ count >
</ constraint>
</print>
</ perm ssi on>

Equivalent human-readable metadata record:

Rights | permission to display; permission

to print with constraint 5 times

Example 1. Translation of asmple permission

B. Rightsin Dublin Core

There is one element in the core thought to be used in the
specification of the rights over the resource. It is the element
caled rights, and, according to the usage guide of this
element, “typically, rights will contain a rights management
statement for the resource, or reference a service providing
such information. Rights information often encompasses
Intellectual Property Rights (IPR), Copyright, and various
Property Rights. If the rights element is absent, no
assumptions may be made about any rights held in or over the
resource’.

Later, two refinements to this element and a new element
have been proposed. The refinements are accessRights and
license, and the element is rightsHolder. The qualifier
accessRights is defined as “information about who can access
the resource or an indication of its security status’, whereas
license is “a legal document giving officia permission to do
something with the resource and recommended best practice is
to identify the license using a URI”. The new proposed
element rightsHolder is “a person or organisation owning or
managing rights over the resource”.

IIl. EMBEDDING MECHANISM

Keeping in mind that Dublin Core is primarily for human
consumption, athough machine-processable, we propose to
embed the ODRL statements about a resource in the element

Then, the license refinement can be used, including in it the
URI of the XML version of the ODRL statement, so as to
point to the original ODRL license and be able to process it.

The ODRL Foundation Model consists of the following
three core entities:

- Assets

- Rights

- Parties

The Rights include Permissions, which can then contain
Constraints, Requirements and Conditions. There can be aso
Offers and Agreements, which can be accepted or revoked.
Most entities can support a specific Context.

Asthe purpose is to inform about the rights over a resource,
we only have to deal with permissions. We don’t need to parse
neither offers nor agreements. So, we only need to focus on the
models related to Permissions, which are:

- ODRL Permission Model

- ODRL Constraint Model

- ODRL Requirement Model

- ODRL Condition Model

- ODRL Rights Holder Model

- ODRL Context Model

All these models include different terms, which are defined
in the ODRL Data Dictionary. So the XML-to-natural-
language parser must create human-readable sentences
following the semantics included in the Data Dictionary.



We propose a specific syntax for the phrases generated:
sentence; sentence; ...

where sentence consists of a permission with al the
constraints, requirements and conditions that apply to it. So in
the textual phrase, there will be so many sentences as
permissions expressed in the whole license, separated by semi-
colons.

Another example is shown in Example 2, and yet another
one, more complex, is shown in Example 3.

For the sake of simplicity and ease of reading, we don't
need to be exhaustive. So, the parser can be tailored to
trandate in different levels, from the most exhaustive one
(trandating al the statements literally) to a lighter one
(trandating only the most relevant statements).

IV. CONCLUSION

In this paper we have presented a mechanism to embed
ODRL statements about digital rights over a resource beneath
a descriptive metadata record. The idea is to give information
to the users about the rights over a resource but in a human-

Original XML binding of a permission with a
requirement:

<per m ssi on>
<pl ay>
<r equi r enent >
<peruse>
<payment >
<anount currency="AUD"'>
20. 00
</ anmount >
<t axper cent
10.0
</t axper cent >
</ paynent >
</ peruse>
</ requi renent >
</ pl ay>
</ perm ssi on>

code="GST" >

Equivalent human-readable metadata record:

Rights | permission to play paying AUD

$20 plus 10% tax

Example 2. Trandlation of a permission with arequirement

Original XML binding of two permissions, one
with a specific condition, and both with another
condition:

<per m ssi on>
<sell/>
<pl ay>
<condi ti on>
<constraint>
<sof t war e>X</ sof t war e>
</ constraint>
</ condi ti on>
</ pl ay>
</ perm ssi on>
<condition>
<constraint>
<spati al >
<cont ext >
<ui d>i s03166: AU</ ui d>
</ cont ext >
</spatial >
</ constraint>
</ condi ti on>

Equivalent human-readable metadata record:

Rights | permission to sell valid until
exercised in Australia; permission
to play valid until software X is
used or until exercised in

Australia

Example 3. Translation of a double permission, with conditions



readable way, so we propose to trandate from the XML
binding to natural language, using the semantics expressed in
the Data Dictionary. This trandation, or parsing, can be done
automatically and the level of exhaustiveness can be
previously defined.

We have focused our proposal in the Dublin Core Metadata
standard, but the same process can be applied to any other
metadata scheme that has terms intended to carry descriptive
information about rights, such as LOM (Learning Objects
Metadata) [4] or SMPTE 335M [5], a metadata standard for
television material.
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Using ODRL to express rights for different
content usage scenarios

Carlos Serrdo, Miguel Dias and Jaime Ddgado

Abstract— The expression of rights over generic content is
one of the most important functions in any DRM system [1][2].
It is impossible to conceive such a system without the possibility
to define how and under which conditions content can be used
by the end-user and any other user in the content lifecycle
chain. ODRL [14] represents an opportunity to have rights
expression richness, flexibility and at the same time openness.

This paper addresses those characteristics in the ODRL
language by providing examples on how ODRL is currently
being used in several content usage scenarios, such as music
download and streaming, video-surveillance data streaming and
storage and remote sensing of JPEG2000 images.

This paper also makes a short reference to the OpenSDRM
architecture [3][4], an open DRM system that uses ODRL asits
rights expression language, providing an interoperable rights
enforcing layer. This layer acts as middleware to enforce the
expressed rights over the content, through the provision of the
digital Wallet concept [3]. The module which implements this
concept is capable of accessing the rights locally or over the
network, interpret and enforce them to the requesting content
applications.

Index Terms— ODRL, OpenSDRM, REL, Wallet, XML

|. INTRODUCTION

The Rights Expression definition is one of the mogt
relevant functionalities of any DRM system [1][2]. It allows
the expression of rights which are associated with a particular
content and with a specific user and usage. Although this is
important, rights expression is only effectiveif it is associated
with technology that can enforce such rights on the content
[1][2]. This paper describes and discusses a system, based on
a dient-sde digital Wallet that works as an intermediate
layer between the final user content rendering applications
and the rights expression language. This technology is aso
associated with the description of license templates by
different License servers. This paper also provides three
different scenarios where this system is being applied together

Carlos Serréo and Miguel Dias are with Adetti/ISCTE - Ed. ISCTE —Av. das
Forcas Armadas, 1600-082, Lishoa, Portugal; (e-mail: Carlos.Serrao@isctept ,
Miguel.Dias@iscte.pt.)

Jaime Delgado is with Universitat Pompeu Fabra, Departament de
Tecnologia, Pg. Circumval-laci6 8, E-08003 Barcelona, Spain (e-mail:
jaime.del gado@upf.edu).

with ODRL [14]. These scenarios include the eectronic
commerce of digital music on a portal, the streaming of
video-surveillance data and the controlled access to remote
sensing images in JPEG2000 format.

The first scenario refers to one of the maost attractive types
of content exchanged over the Internet — digita music.
Although this represents an opportunity for music producers
that can use alarger massive channel to reach new consumers
with radically different business modeds, it also represents a
menace due to increasing copyright infringements [4][15].
Mogt of these infringements to copyright are performed while
exchanging music over P2P networks. This scenario has
already been developed and tested, and has been deployed on
a service, which is referred to as Music-4You [26]. On this
scenario, ODRL was used to express the licenses that
described the rights of a certain user to access the content.
Although thisis an interesting scenario, it is not a new one.

The second scenario focused in this paper is the storage
and streaming of video-surveillance data usng JPEG2000
[18][19] (in particular Motion JPEG2000). This scenario,
currently under development, uses ODRL licenses to express
the rights of a particular user to access to the video-
surveillance data. This scenario was recently demonstrated in
the WCAM European Project, under the FP6 IST framework
[21].

The fina scenario which this paper describes relates to the
usage of ODRL to express the rights to access JPEG2000-
based Earth Observation products. This scenario has also
been developed and demonstrated in the HICOD2000
European Space Agency project [25].

The paper is structured as follows: in section 2, a short
description of OpenSDRM, an open DRM platform, will be
presented with a specific focus on how the platform generates
and manages licenses [3]. In section 3, we present the
technique used by a middleware layer to manage the licenses
and the rights at the client-side. Section 4, tackles the Usage
Scenarios: music download and streaming; video-surveillance
streaming and storage; and remote sensing of JPEG2000
images. In section 5, we extract some conclusions.

II. THE OPENSDRM SOLUTION

OpenSDRM is a service-oriented DRM platform [3][4],
independent from the type of content, the content protection
system and the implemented business model. It can be used
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with multiple communication protocols and is based on the
emerging service-oriented paradigm (SOAP [13], WSDL and
UDDI) approach [3], caled Service Oriented Architecture
(SoA). OpenSDRM (Figure 1) covers most of the content
lifecycle phases: from content authoring, distribution and
management of the related rights up to the final user.

The OpenSDRM platform (Figure 1) was designed having
in mind concepts such as content adaptation and a wide range
of business modds applicability (download, super-
distribution, streaming or even broadcagting). In a more
technical approach, OpenSDRM is composed by a set of
external actors (red circles) or systems (orange square) and a
set of internal components (inside the yellow center square)
[3]. The internal components are oriented towards the service

Device
Producers

IPR
Societies

Content
ontent Management
ivery System

they supply, and are described in more detail in the next
section. From a more technica point of view, these internal
components are self-descriptive, in the sense that they expose
an open WSDL description of the services they provide, and
any authenticated component can connect to it and use its
services — DRM services. These components communicate
with each other usng SOAP messages [13]. The discovery
and identification of services is currently being provided by a
configuration server, but this service will be provided by an
UDDI server. OpenSDRM makes an extensive usage of
ODRL to specify and manage the rights associated to content
in each of the presented scenarios [3][4].

Security
Content Tools
Providers Providers
Payment |
System
Li Content
Mlcense Protection
anager System

System

Authentication and Accounting

System

Figure 1 — OpenSDRM service-oriented architecture

A. External Actorsand Systems

The main external actors and systems that interact with the
OpenSDRM architecture (Figure 1) are: the End-Users, the
Security Tools Providers, the Content Providers, the Financial
System, the Content Selection System, the Content Delivery
System, the Devices and the Certification System [3].

The End-User represents an entity who wishesto use some
content. This content may or may not be protected. However,
the way to access and display such content may require the
use of protected devices, software and licenses. The User will
make requests to OpenSDRM in order to: provide
identification information, perform authentication, download
licenses and use the content.

The Security Tools Provider is any organization that
produces tools and technologies for encryption, scrambling,
watermarking and others that can be applied to content
protection. These tools are registered and made available to

OpenSDRM for use in content rights protection. These tools
will need to comply with some guiddines, defined by the
platform manager. These guideines bound together with a
subscription, are translated into a business ration that must
exit between a given Content Provider and the
Security/Protection Tools Provider. A given producer and/or
distributor of content, may want to choose which type of
protection the content will have and, respectively, which tools
can be applied to the content and from which supplier.

The Content Provider is any multimedia content supplier
that feeds a Commerce Platform or a Content Management
System, connected to the OpenSDRM with content and
optional metadata. This information and content will be made
available to End-users.

The Financial System facilitates the commercialization of
content. OpenSDRM plays an important role since it provides
the services for handling electronic payments. The interface



between OpenSDRM and the Payment Infrastructure is
generic and independent from the payment method, allowing
therefore a multiplicity of payment systems.

The Content Selection System is the module on which the
End-Users can select the content that they want to enjoy. This
can take the form of an Electronic Commerce site or an
Electronic Program Guide.

The Content Ddivery System is the sysem which is
responsible for delivering the content to the End-Users or to
the End-Users devices. This system is a generic entity that
can be instantiated with any kind of content delivery system
(download, broadcast, etc.) that is independent from the
rights management system itsalf.

The Device is client-sde system that represents the
software or hardware that will be used to render the content.
Thisis a generic system with the particularity of being able to
display/playback the appropriate content for which the
necessary audio/video codec should be available (if this codec
is not available it must be downloaded from a remote secure
server).

The Certification System is regponsible for receiving
requests for and issuing credentials to entities. These
credentials will be used by entities to authenticate themselves
to each other, allowing the establishment of secure and
authenticated communication channels between them (this is
part of the establishment of one of the two OpenSDRM’s
security layers). All the components in the OpenSDRM
architecture communicate using the channel security provided
by the SSL/TLS protocol [3]. This Certification System may
be interna to OpenSDRM, and therefore entirely managed by
some entity, or it may be an external commercial entity, such
as Verisign or Thawte [3][4].

B. Internal Components & Interfaces

The main internal components of the OpenSDRM platform
are: Content Management System, License Manager System,
Payment System, Content Protection System and the
Authentication and Accounting System [3].

The Content M anagement System is a system responsible
for performing several functions. This system is responsible
for content preparation and protection, content registration,
content selection and trading and content delivery.

Content preparation and protection: it receives raw
content from a specified source or sources and encodes
it on a specified format, adds metadata and protects it.
It is not implemented using the WS approach,
although it uses some components that provide such
approach.

Content registration: a function which roleisto assgn
unique identifiers to content and to register metadata
information for that specific content. The service
assigns unique identifiers to content using the MPEG-
21 [6] directives about Digita Item Identification (DII)
[7], usng a reduced verson of the MPEG-21 DII

Digital Object Identifiers [6][7][16].

Content selection and trading: is an integration
function responsible for edtablishing the liaison
between the platform that actually supplies the content
and the DRM platform. Normally, content is chosen
via web browser, some very generic metadata might be
consulted, information about the price is also available,
and especially the content usage conditions might be
established.

Content deivery: is a function responsble for
notifying the appropriate content servers that a given
content has been requested and that needs to be feed to
thefinal user.

The License manager System is a system responsible for
house-keeping the rules associating a user, the content and
his’her corresponding access rights. This component will
accept connections from authenticated content rendering
application clients for downloading licenses, which will be
applied to the protected content through an appropriate
protection tool. The licenses are XML formatted using Open
Digital Rights Language (ODRL).

The Payment System is a system responsible for verifying
and validating the payment methods provided by the User to
the Content Management System while acquiring content.

The Content Protection System is the sysem responsible
for registering new protection tools and for receiving
authenticated client content rendering application requests for
the downloading of a specific protection todl. It is aso
responsible for making protection tools available to the
Content Preparation service to allow the protection of content.

The Authentication and Accounting System is a key-
system. It is responsible for authenticating all the internal
services and components as well as some external actors to
the DRM system. It validates the access rights of all of them
working as a single sign-on point, registering and managing
components and users on the system. It uses cryptographic
XML credentias to authenticate both components and users
in order to authenticate the transactions exchanged between
them (XML Encryption and XML Signature) [10][11].

All the above systems are interconnected and they were
developed using a web-services paradigm: SOAP (Simple
Object Access Protocol) and WSDL (Web Services
Description Language). Each of these services is sdf-
explanatory in terms of describing its external interfaces
which allow the entrance of new components in a simple and
seamless way. On the other end, each of this identified
components exchange their messages, recurring to the SOAP
protocol.

I11. LICENSE MANAGEMENT ON THE SYSTEM

One of the more interesting mechanisms that are described
on this paper relates to the fact that licenses are handled at
the client-side by a middleware layer, caled OpenSDRM
Wallet [3][4]. This Wallet (Figure 2) is capable of managing



the access to protected content by different content handling
applications. Every time an application wishes to perform an
operation over the content, it contacts the Wallet that
authorizes or not such operation according to what is
specified on the license. This layer allows the coexistence of
many DRM-protected files and DRM-enabled applications on
a single client system, presenting a horizontal approach to
DRM.

The OpenSDRM Wallet (Figure 2) is at the same time a
Windows component which is responsible for holding down
some of the user private information, such as some
authentication credentials which allow the user to perform
electronic payments to support the acquired content. The
Wallet can store information in a secure way, either locally in
the final user’s computer (on an encrypted file-system or on
the registry) or remotedly on a server (on an encrypted
database).

Username:
Password:

Start Wallet

‘wallet is stopped...

Figure 2 — OpenSDRM Wallet running

Nowadays, most of the existing DRM approaches are
essentially vertical: examples of these include Microsoft
Windows Media Rights Management (WMRM) [5][8] or
Apple iTunes [9]. While a solution like Microsoft WMRM is

Application Application Application
[1 [2] [3]

Application
[41

a Microsoft end-to-end system-dependent (even at the client-
side) relying on Windows Media Player to obtain the licenses
and enforce them on the content [5][8][12], OpenSDRM
follows a more horizontal approach in which severa content
applications can share the access to content, mediated by the
OpenSDRM Wallet. This fact provides an important client-
side interoperability layer. At the same time this approach
also provides server-side interoperability since clients are
independent from the server where they obtain the licenses.

A previous and important step is executed between the
content application and the OpenSDRM Wallet in order to
authenticate the application so that it can request content
operations to the Wallet (this may include receiving content
deciphering keys provided in the licenses). This means that
any of the applications that wish to use this system will need
to know how to execute an enrolment process composed by
the following two steps:

- Enrall and request authentication to the OpenSDRM
Wallet, exchanging a set of credentials with it, to
enable  application  authentication and  the
establishment of a secure channel between the
application and the Wallet — this secure channel will
be unique by for the application and the Wallet;
Request authorization to the OpenSDRM Wallet to
perform operations over the content. This process
includes the extraction of content unique identifier and
requesting the Wallet the permission to use the
content. The Wallet is responsible for getting the
license from the server, parsing it; analyzing therights
that are associated to it before giving permission or
reecting the operation over the content (this may
include passing the decryption key to the application
or the appropriate protection tool).

Application
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Figure 3 - OpenSDRM Wallet mediating Accessto licenses



In order for thisto work, the client content application does
not need to know anything about the Rights Expression
Language (REL) that is being used to express the rights.
Therefore, this smplifies these applications design, and more,
provides a layer of interoperability of the different RELs that
may be used to express the rights.

Nonetheless, the content rendering application will need to
be able to perform the following operations (already sketched
before):

- Edablish a trust reation with the underlying
OpenSDRM  Wallet, during a specific enrolment
mechanism through the exchange of cryptographic
credentids;

Define and use a simple transaction protocol with
the Wallet to request access to content operations.
This transaction protocal is based on requests from
the application and answers from the Wallet. An
example could be a music player application asking
permission to the Wallet to play a protected music
track once. In this case the music player sends a
message to the Wallet: “RENDER CID1234”. The
Wallet receives this message and verifies that the
User has avdid license. If the evaluation process is
positive then the Wallet returns the key to render the
content: KEY;

Implement the necessary mechanism to establish a
link with the content protection technology to be
ableto render it.

On the server-side of the OpenSDRM solution, one or more
License servers can issue licenses (ODRL formatted, for
example) [14] that are bound to the user and content. These
licenses specify how content can be used by the user,
according to a set of pre-established parameters.

The system contemplates the existence of one or more
License Servers on the system, and aso the possibility that
each of the License Servers can issue more than one license
type. In many current real cases, the License Server is
strongly linked with the place where the content is obtained
and with the implemented business model. This Stuation
creates most of the times an unnecessary complexity in
licenses issuance and management, and also trendsto work as
an interoperability blocking force. However, our approach
tries to minimize this problem.

The foreseen OpenSDRM modd is the one in which many
content supply services can exist with business relationships
with multiple License servers. These License servers can
issue multiple licenses to many users — it is a many to many
relationship.

With thisideain mind, OpenSDRM uses a template system
for license creation [3]. This system alows the definition of
the business modd (or modes) for each content business by
the definition of the specific parameters that can be modified
on a pre-created ODRL license template (Listing 1).

License
Server

7/

\End—User End-User| |End-User| [End-User

\_//

Figure 4 - License digtribution schema

There can be as many templates as there are business
models (or variations) on the system, and the fina license is
an instantiation of the business modd for an end-user
concerning a specific content. The following example
represents an ODRL simplified license template adapted to a
specific content and business model (for simplification, the
presented license template does not have the Content
Encryption Key (CEK) ciphered nor is digitally signed).

<?xml version="1.0" encoding="UTF-8" ?>
<o-ex:rights xmlns:o-ex="http://odrl_net/1.1/0DRL-EX"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmIns:o-dd="http://odrl.net/1.1/0DRL-DD"
xmIns:ds="http://odrl.net/1.1/0DRL-DD"
xsi:schemalLocation="http://odrl .net/1.1/0DRL-EX
. ./schemas/ODRL-EX-11.xsd
http://odrl.net/1.1/0DRL-DD .
<o-ex:agreement>
<o-ex:asset>
<ds:keylInfo>
<ds:keyValue>%KEY%</ds:keyValue>
</ds:keylnfo>
<o-ex:context>
<o-dd:uid>%CID%</0o-dd:uid>
<o-dd:name>%PARAM_1%</0-dd :name>

./schemas/ODRL-DD-11.xsd">

</o0-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:individual>%UID%</o-dd:individual>
<0-dd : count>%PARAM_2%</0-dd: count>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE%</0-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Listing 1 - Example ODRL License template specific for a busness model

On the license template all the parameters that can be
replaced are represented using a specific notation (%KEY %,
%CID%, %UID%, %SDATE, %EDATE, %PARAM%). The
license production process works in the following way (Figure
5): (1) each of the content suppliers defines their own ODRL
license templates, specifying business rules and conditions for
each of the templates. When an end-user obtains protected
content from some content supplier, a license is produced (3)
using the specific license template defined previoudy, the
content unique identifier and the user identifier (2).
Afterwards, the license can be downloaded (4) by the end user
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—not directly by the end-user but by the Wallet.
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Figure 5 - Process to define a License

The described system is being used in severa scenarios.
These scenarios, described on the following sections, share
the same License Server and the same digital Wallet at the
client-side, but they have a different license template for each
scenario: music download and streaming, video-surveillance
and remote sensing JPEG2000 images.

For each of the scenarios, the most representative business
mode conditions have been identified and established on the
License Server — in some cases more than one license
template can be established for the same business scenario. In
the case of the system presented here, the license templates
are defined manually, but the production of web-based license
template definition software is predicted that will allow
content service providers (or content authors) to express their
own rules on content usage in avery simple and natural way.

IV. USAGE SCENARIOS

All the scenarios that are presented in this paper use DRM
and ODRL to control the access and conditions, of a given
user or device to a particular content. Although these
scenarios are quite different in nature, the used licenses share
some commonalities (and at the same time some specific
differences). In what concerns the commonalities among all
the three proposed scenarios, they can be summarized in the
following:

- Content identification (%ClD%): each license contains

the unique identifier which specifies that the license
refers to a specific content [16][17], or content part;
User identification (%UID%): al the licenses contain
a way of specifying which user, group or domain is
bound to the license;

Expiry date (%SDATE%, %EDATE%): this
parameter indicates the license validity period. This
parameter supersedes the render content count (in case
it exists), meaning that if the vaidity period expires
before the counter reaches O, the license is considered
invalid;

Content Encryption Key(s) (%KEY%): each of the

licenses have one or multiple Content Encryption Key
(CEK) that can be used by the appropriate end-user
applications to access the protected content;

License confidentiality and integrity: al the licenses
(dthough not specified on the examples given on this
paper) have the CEK ciphered in such a manner that
can only be deciphered by the user’s Wallet and all the
licenses are digitally signed by the License Server to
prevent their modification.

On the other hand, each of the proposed scenarios has
specific conditions that areimposed on their license templates
which were defined by the content providers. These
conditions are specified and exemplified on the following
sections.

A. Music download and streaming

This scenario, similar to others, represents a typical music
portal, where an end-user can go and select some tracks of
musi ¢ to download/stream to listen [4]. OpenSDRM isused to
control the access to the music and a specific license template
was established for this particular scenario. This license
template all ows the specification of the following conditions:

Play count: this parameter allows to setup how many
times the content can be rendered by the end-user
application;

Operations: this parameter allows the definition of a
set of possible operations that might be conducted over
the content — in the case of the presented music
business model the possible operations are: lend, save
and play.

The following example (Listing 2) provides a sample
license for the music download business mode, with some of
the generic and specific license parameters instantiated.

<?xml version="1.0" encoding="UTF-8" ?>
<o-ex:rights xmlns:o-ex="http://odrl_net/1.1/0DRL-EX"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmIns:o-dd="http://odrl.net/1.1/0DRL-DD"
xmlIns:ds="http://odrl.net/1.1/0DRL-DD"
xsi:schemalLocation="http://odrl .net/1.1/0DRL-EX
. ./schemas/ODRL-EX-11.xsd
http://odrl.net/1.1/0DRL-DD
<o-ex:agreement>
<o-ex:asset>
<ds:keylInfo>
<ds:keyValue>%KEY%</ds:keyValue>
</ds:keylnfo>
<o-ex:context>
<o-dd:uid>%CID%</0o-dd:uid>
<o-dd:name>Call On Me</o-dd:name>

. ./schemas/ODRL-DD-11.xsd">

</o0-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd: lend/>
<o-dd:play>
<o-ex:constraint>
<o-dd:individual>%UID%</o-dd:individual>
<0-dd : count>%PARAM_1%</0-dd: count>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE%</0-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Ligting 2 - Example of ODRL license for the music download scenario

This scenario was developed during an IST RTD project
caled MOSES [22], in a specific trial which targeted the
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electronic commerce of digital music. This trial exploited a
service caled Music-4You (Figure 6), which allowed the
users to obtain music and acquire the respective licenses. It
used a dynamic price adjustment mechanism that established
the final price according to the usage conditions selected by
thefinal user.
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Figure 6 — TheMusc-4You web-site

B. Video-surveillance streaming and storage

This scenario ams at the development of an integrated
system for secure ddivery of video surveillance data over a
wireless network, while remaining scalable and robust to
transmission errors. To achieve these goals, the content is
encoded in Motion-JPEG2000 [21] and streamed with a
specific RTP[27] protocol encapsulation to prevent the loss of
packets containing the most essential data. Protection of the
video data is performed a content leve using the
sandardized JPSEC syntax [20], aong with flexible
encryption of quality layers or resolution levels. OpenSDRM
is used to manage all authenticated peers on the WLAN (from
end-users to cameras), as well as to manage the rights to
access and display conditionally the video data. The
OpenSDRM  License Server produces licenses for this
scenario based on the following parameters:

- Resolution leved: the video-surveillance data maybe

sreamed with different quality resolution layer. The
license defined in these scenarios allows the definition
of different access levels concerning the resolution
layer;
Operations: this parameter allows the specification of
the possible operations that can be conducted over the
content by a given user or group of users: save, display
or play.

The fdlowing example (Listing 3) provides a sample
license for the video-surveillance streaming business modd,
with some of the generic and specific license parameters
instantiated.

<?xml version="1.0" encoding="UTF-8" ?>

<o-ex:rights xmlns:o-ex="http://odrl.net/1.1/0DRL-EX"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmIns:o-dd="http://odrl.net/1.1/0DRL-DD"
xmlIns:ds="http://odrl.net/1.1/0DRL-DD"
xsi:schemalLocation="http://odrl .net/1.1/0DRL-EX
. ./schemas/ODRL-EX-11.xsd
http://odrl.net/1.1/0DRL-DD ../schemas/ODRL-DD-11.xsd">
<o-ex:agreement>
<o-ex:asset>
<ds:keylInfo>
<ds:keyValue>%KEY_1%</ds:keyValue>
</ds:keylnfo>
<o-ex:context>
<o-dd:uid>%CID_1%</o-dd:uid>
</o0-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:save/>
<o-dd:display>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE%</0-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:display>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE%</0-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
<o-ex:agreement>
<o-ex:asset>
<ds:keylInfo>
<ds:keyValue>%KEY_2%</ds:keyValue>
</ds:keylnfo>
<o-ex:context>
<o-dd:uid>%CID_2%</o-dd:uid>
</o0-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:save/>
<o-dd:display>
<o-ex:constraint>
<0-dd:group>%UID%</0-dd:group>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE%</0-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:display>
<o-dd:play>
<o-ex:constraint>
<0-dd:group>%UID%</0-dd:group>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE%</0-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Listing 3 - Example of ODRL license for the video-surveillance streaming

pause stop
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Figure7—-WCAM prototype application

This scenario is currently under development by the FP6
IST RTD project called WCAM [23]. The system prototype
has already been presented at the end of the first year of the
project (Figure 7), and will be continuoudy improved towards
its testing during the next Annecy 2005 International
Animated Festival [24], where alivetrial will be conducted to
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the system.

C. Remote sensing of JPEG2000 images

The third and final scenario that will be presented in this
paper refers to a content business situation in which an end-
user can access an Earth Observation (EO) portal on the
WWW and order some visihle EO products which are then
converted to JPEG2000 images [18][19]. These JPEG2000
EO products are protected by the EO portal supplier and sent
in an encrypted format (using the JPSEC format) to the end-
user. OpenSDRM s used to protect the access to the multiple
resolutions of the EO product and to control which operations
can be conducted over the content. OpenSDRM produces
licenses for the EO products based on a template that allows
the specification of the following parameters:

Resolution leve: the JPEG2000 EO products have
different resolutions (to a maximum number of six).
Each of the resolutionsis protected with a different key
and the access to each level can be conditioned to a
particular user or user group;

Operations: this parameter allows the specification of
which are the operations that can be conducted on the
content. In this particular business model the save
operation is the one that is possble to specify. This
operation allows the end-user to recover the origina
EO product format.

The fdlowing example (Listing 4) provides a sample
license for the remote sensing images business model, with
some of the generic and specific license parameters
instantiated.

<?xml version="1.0" encoding="UTF-8" ?>

<o-ex:rights xmlns:o-ex="http://odrl._net/1.1/0DRL-EX"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:o-dd="http://odrl.net/1.1/0DRL-DD"
xmlns:ds="http://odrl .net/1.1/0DRL-DD"
xsi :schemalocation="http://odrl.net/1.1/0DRL-EX

- ./schemas/ODRL-EX-11.xsd

http://odrl.net/1.1/0DRL-DD ../schemas/ODRL-DD-11.xsd">
<o-ex:agreement>
<o-ex:asset>
<ds:keylnfo>
<ds:keyValue>%KEY_1%</ds:keyValue>
</ds:keylInfo>
<o-ex:context>
<0-dd:uid>%CID_1%</o-dd:uid>
</o-ex:context>
</o-ex:asset>

<o-ex:asset>
<ds:keylnfo>
<ds:keyValue>%KEY_6%</ds:keyValue>
</ds:keylInfo>
<o-ex:context>
<0-dd:uid>%CID_6%</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:display>
<o-ex:constraint>
<o-dd:individual>%UID%</o-dd: individual>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE%</0-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:display>
<o-dd:display>
<o-ex:constraint>
<o-dd:individual>%UID%</o-dd: individual>
<o-dd:datetime>
<o-dd:start>%SDATE%</o-dd:start>
<o-dd:end>%EDATE</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>

</o-exrights>

Listing 4 - Example of ODRL license for the remote sensing scenario

This scenario was developed during a European Space
Agency (ESA) project, called HICOD2000 [25]. HICOD2000
implemented this scenario that allowed the service provider to
protect the EO products and to define at the same time
licenses which controlled the end-user access to such
products. This system was implemented and was integrated
within ESA EO products portal.

The users can browse EO products from the ESA portal,
select the products and the corresponding resolution level,
and perform its payment. The ESA portal connects the EO
product service provider that produces the JPEG2000 version
of the EO product and protectsit.
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Figure8—TheHICOD2000 Viewer

The EO service provider uses the OpenSDRM platform to
specify the licenses of each of the EO products. When the
user receives the EO product he can open it on a specific
viewer (Figure 8) that enforces the license over the content
(which is protected).

V. CONCLUSIONS

In this paper we have described a system that uses ODRL
to express rights over protected content [14]. This system,
referred to as OpenSDRM [3][4], uses a mechanism that
enables interoperability a the client-side of the different
protected content types and different content applications —
the OpenSDRM digital Wallet. This mechanism enables
DRM-supported applications to request, to the digital Wallet
middleware, authorization to perform operations over the
protected content. The required clearance of these operations,
mediated by the Wallet, is expressed in ODRL-formatted
licenses[14]. However, the system is REL-independent.

The system is based on the notion of license templates,
which are defined taking into account the content business
rules expressed by the content supplier. The presented system
enables a multiplicity of different license conditions for
different content suppliers, since, whenever alicenseisissued
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to a given user, the license server instantiates a license
template with the appropriate parameters.

The paper has a so provided three different usage scenarios
in which the system is being used, demonstrating its
applicability and usefulness in mediating the access to digital
music, remote sensing images and video-surveillance streams.
These three different scenarios share the same License server
with three different ODRL license templates. The License
server, according to the content service, issues a specific
license (instantiating the template) that can subsequently be
downloaded after by the license sysstem middleware, present
a the end user client. This dient-side middleware, the
OpenSDRM  digital Wallet, receives reguests from the
applications to be granted access to operations with the
content.
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Formalising ODRL Semantics
using Web Ontologies

Roberto Garcia, Rosa Gil, Isabel Gallego and Jaime Delgado

Abstract—In order to move Digital Rights Management to the
Internet, a common rights expression language is needed. ODRL
(Open Digital Rights Language) is one of the proposed solutions.
It is based on a XML language and thus it just formalises the
language syntax, while language semantics are specified
informally. Actually, ODRL seems quite complete and generic
enough to cope with such a complex domain. However, the
problem is that it has such a rich structure that it is difficult to
implement. In our opinion, it lacks formal semantics that would
help ODRL applications development.

As the application context is the Web, our approach to
formalise ODRL semantics is based on semantic web ontologies.
Firstly, ORDL has been moved to the Semantic Web space using
XML Schema to OWL and XML to RDF tools. This provides
some simple semantics. In order to refine them, the resulting
ODRL ontologies have been connected to IPROnNto, a result of
previous research.

IPRONto, Intellectual Property Rights Ontology, models the
IPR core concepts for creation, intellectual property rights and
the basic kinds of actions that operate on intellectual property. It
enables semantics-aware IPR applications that benefit from
semantic queries, in contrast to the difficulties that emerge from
the use of syntactic queries when the information space is as
complicated as in the IPR field. Moreover, specialised reasoners
can be used for license checking and retrieval. All these
advantages have been propagated to ODRL thanks to this
mapping.

Index  Terms—Copyright  protection, Digital
Management, Knowledge representation, Ontology

Rights

. INTRODUCTION

He amount of digital content delivery in the Internet

has made Web-scale Digital Rights Management (DRM)

a key issue. Traditionally, DRM Systems (DRMS) have deal

with this problem for bounded domains. However, when

scaled to the Web, DRMSs are very difficult to develop and

maintain. The solution is interoperability of DRMS, i.e. a

common framework for understanding that defines a shared
rights expression languages and its associated vocabulary.
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ODRL (Open Digital Rights Language — http://odrl.net) [1]
is one possible approach to that. It is a XML language defined
by two XML Schemas. The first XML Schema defines the
language syntax and a basic vocabulary. The second XML
schema is called the Data Dictionary. It provides the complete
vocabulary with textual definitions and a lightweight
formalisation of the vocabulary terms semantics as an XML
Schema.

ODRL seems quite complete and generic enough to cope
with such a complex domain. However, the problem is that it
has such a rich structure that it is difficult to implement. It is
rich in the context of XML languages and the "traditional”
XML tools like DOM or XPATH. There are too many
attributes, elements and complexTypes, see Table 1, to deal
with.

Table 1. Number of named XML Schema primitives in ODRL

ODRL
Schema EX-11 DD-11
xsd:attribute 10 3
xsd:complexType 15 2
xsd:element 23 74
Total 127

For instance, consider looking for all constraints in a right
expression that apply to how we can access the licensed
content. This would require so many XPATH queries as there
are different ways to express constraints. ODRL defines 23
constraints: industry, interval, memory, network, printer,
purpose, quality... This amounts to lots of source code,
difficult to develop and maintain because it is very sensible to
minor changes to the ODRL specification. Fortunately, there
is a workaround hidden in the language definitions.

As we have said, there is the language syntax but also some
semantics. The substitutionGroup relations among elements
and the extension/restriction base ones among complexTypes
encode generalisation hierarchies that carry some lightweight,
taxonomy-like, semantics.

For instance, all constraints in ODRL are defined as XML
elements substituting the o-ex:constraintElement. The
difficulty is that although XML Schemas provide this
information, it remains hidden when working with instance
documents of this XML Schemas.

Moreover, there are more complex semantics encoded in
the textual definitions of the Rights Data Dictionary. They are
needed each time a programmer is developing an ODRL



application and thus they must be “manually” interpreted
repeatedly.

Our idea is to make the ODRL semantics explicit in order to
exploit ODRL hidden semantics and to attach more complex
formalisations ~ that  facilitate =~ ODRL  applications
implementation. This objective can be accomplished using
ontologies and we have already tested it in the context of
rights expression languages, concretely for the formalisation
of the MPEG-21 Rights Data Dictionary semantics [2].

Ontologies are formalisations of a shared conceptualisation.
They are formal so they provide the required semantics in a
machine-readable form. They can be used to provide the
required definitions of the rights expression language terms in
a formal form. Thus, from the automatic processing point of
view, a more complete vision of the application domain is
available and more sophisticated processing can be carried
out.

In the Web context, ontologies are promoted by the
Semantic Web initiative [3] as a tool for Web-wide semantics-
enabled processing. We have taken the Semantic Web
approach because it is naturally prepared for the Internet
domain and thus we use web ontologies [4].

The main Semantic Web languages are RDF for semantic
metadata and OWL for web ontologies. They are introduced
in section Il. Their relation is analogous to the one between
XML for metadata and XML Schema for metadata
structuring, although in a semantic, and not only syntactic,
information space.

We will use OWL as the tool to formalise ODRL semantics.
This formalisation will be accomplished in two phases. First,
the lightweight semantics encoded in the ODRL XML
Schemas will be translated to OWL ontologies that make them
explicit. This is detailed in section IlI.

Second, it is time for the data dictionary semantics
informally written down as textual definitions. It is difficult to
formalise them but even if the formalisation is incomplete,
they will greatly facilitate ODRL applications development. A
preliminary attempt in this direction is shown in section IV.

Il. SEMANTIC WEB LANGUAGES OVERVIEW

The Semantic Web paradigm is an attempt to leverage the
Web from a distributed information repository to a distributed
knowledge one. The Semantic Web basic tools are the
Resource Description Framework (RDF) [5] and RDF Schema
[6]. A more advanced tool is the Web Ontology Language
(OWL) [7].

RDF is used to associate metadata to resources in order to
make information about them explicit. Resources are named
using URIs, i.e. URLs or URNs. The RDF modelling
primitive is the graph. It is composed by a set of arcs used to
assert property values about resources and to relate resources
between them. Arcs are also called triples in RDF
terminology. Each graph arc is composed by a subject URI
(the resource about which the statement is made), a property
URI and a value (literal) or object URI (the resource to which

the subject is related by the property). An RDF description is
composed by a set of arcs describing some resources. The set
of arcs constitutes a graph that can be navigated in order to
retrieve the desired metadata.

As it has been seen until now, RDF provides a framework
to model metadata. The basic primitive is the graph. This can
be compared with the XML context, where the modelling tool
is the tree. However, as an XML tree, an RDF graph is on its
own basically unrestricted. Therefore, in order to capture the
semantics of a particular domain, some primitives to build
concrete “how things are connected” restrictions are
necessary.

The tool that provides these restriction-building primitives
is RDF Schema. It can be compared to XML Schema or
DTDs, which provide building blocks to define restrictions
about how XML elements and attributes are related. The
primitives are some restricted URI names defined in the RDF
and RDFS namespaces. RDFS provides Object Orientation-
like primitives. With these primitives, class hierarchies can be
defined. Resources are declared members of some of these
classes and inherit their associated restrictions.

Moreover, there is a special kind of class: Property. It
contains all the resources used to relate subject and object in
triples, i.e. all the resources used to name the graph arcs.
Property hierarchies can also be defined, and domain (origin)
and range (destination) of the RDF graph arcs can be
restricted to specific classes.

The Web Ontology Language (OWL) is a more advanced
ontology-building toolkit. It provides more fine-grained
primitives that allow additional restrictions. OWL is superset
of RDF/S, i.e. in an OWL ontology all the primitives of
RDF/S can be used.

I1l. MAKING ODRL XML SCHEMAS SEMANTICS EXPLICIT

As we have said, XML Schemas define the ODRL language
syntax but also some simple semantics. The substitution group
relations among elements and the extension/restriction base
ones among complex types encode generalisation hierarchies.

There are many attempts to make XML metadata semantics
explicit, usually they translate it to Semantic Web languages
that facilitate the formalisation. Some of them just model the
XML tree using the RDF primitives [8]. Others concentrate on
modelling the knowledge implicit in XML languages
definitions, i.e. DTDs or the XML Schemas, using web
ontology languages [9], [10], [11]. Finally, there are attempts
to encode XML semantics integrating RDF into XML
documents [12], [13].

However, none of them facilitates an extensive transfer of
XML metadata to the Semantic Web in a general and
transparent way. Their main problem is that the XML Schema
implicit semantics are not made explicit when XML metadata
instantiating this schemas is mapped. Therefore, they do not
take profit from the XML semantics and produce RDF
metadata almost as semantics-blind as the original XML.
Alternatively, they capture this semantics but they use



additional ad-hoc semantic constructs that produce less
transparent metadata.

Therefore, we have chosen the ReDeFer methodology [14]
that combines a XML Schema to web ontology mapping,
called XSD20OWL, with a transparent mapping from XML to
RDF, XML2RDF. The ontologies generated by XSD20WL
are used during the XML to RDF mapping in order to
generate semantic metadata that makes XML Schema
semantics explicit. Both steps are detailed next and then their
application to ODRL is shown.

A. XSD20WL Mapping

The XML Schema to OWL mapping is responsible for
capturing the schema implicit semantics. This semantics are
determined by the combination of XML Schema constructs.
The XSD20WL mapping is based on translating this
constructs to the OWL ones that best capture their semantics.
These translations are shown in Table 2.

The XSD20OWL mapping is quite transparent and captures
a great part of XML Schema semantics. The same names used
for XML constructs are used for OWL ones, although in the
new namespace defined for the ontology. Therefore, it
produces OWL ontologies that make explicit the semantics of
the corresponding XML Schemas. The only caveats are the
implicit order conveyed by xsd:sequence and the exclusivity
of xsd:choice.

Table 2. XSD20OWL translations for the XML Schema constructs and shared
semantics with OWL constructs

XML Schema OWL Shared informal semantics

Named relation between
nodes or nodes and values

sliicitliteibits owl:DatatypeProperty
ST N ObjectProperty
element
@substitutionGroup

rdfs:subPropertyOf Rcl:llmr? SR SRR A
» place of a more general one

elementi@type rdfs:range The relation range kind
Relations and contextual

restrictions package

complexType|

3 5 owl:Class
group|attributeGroup

Contextualised restriction
of a relation

complexType i
! » owl:Restriction

element

extension/restriction Package concretises the

rdfs:subClassOf
base package

(@base

Restrict the number of
occurrences of a relation

[@maxOccurs owl:maxCardinality

aminOccurs minCardinality
Combination of relations in
a context

owlantersectionOf]

sequence|choice § ,
1 unionOf

For the first problem, owl:intersectionOf does not retain its
operands order. There is no clear solution that retains the great
level of transparency that has been achieved. The use of RDF
Lists might impose order but introduces ad-hoc constructs not
present in the original metadata. Moreover, as it has been
demonstrated in practise, the elements ordering does not
contribute much from a semantic point of view. For the
second problem, owl:unionOf is an inclusive union, the
solution is to use the disjointness OWL construct,
owl:disjointWith, between all union operands in order to make
it exclusive.

B. XML2RDF Mapping

Once all the metadata XML Schemas are available as OWL
ontologies, it is time to map the XML metadata that
instantiates them. The intention is to produce RDF metadata
as transparently as possible. Therefore, a structure-mapping
approach has been selected [15]. It is also possible to take a
model-mapping approach [16]. XML model-mapping is based
on representing the XML information set using semantic tools.
This approach is better when XML metadata is semantically
exploited for concrete purposes. However, when the objective
is semantic metadata that can be easily integrated, it is better
to take a more transparent approach.

Transparency is achieved in structure-mapping models
because they only try to represent the XML metadata
structure, i.e. a tree, using RDF. The RDF model is based on
the graph so it is easy to model a tree using it. Moreover, we
do not need to worry about the semantics loose produced by
structure-mapping. We have formalised the underlying
semantics into the corresponding ontologies and we will
attach them to RDF metadata using the instantiation relation
rdf:type.

The structure-mapping is based on translating XML
metadata instances to RDF ones that instantiate the
corresponding construct in OWL. The more basic translation
is between relation instances, from xsd:elements and
xsd:attributes to rdf:Properties. Concretely,
owl:ObjectProperties for node to node relations and
owl:DatatypeProperties for node to values relations. Values
are kept during the translation as simple types and RDF blank
nodes are introduced in the RDF model in order to serve as
source and destination for properties. They will remain blank
until they are enriched with semantic information. For the
moment, the current state of the mapping is shown in Fig. 1.

XML tree model RDF graph model

Root -

° (") Blank nodes

elem rdf:Properties

elem  elem
elem  elem elem
attr
Y r <

Empty Text Empty  Text Text| ) [Text

Fig. 1. XML tree and resulting RDF graph models

The current RDF graph model contains all that we can
obtain from the XML tree. It is already semantically enriched
thanks to the rdf:type relation that connects each RDF
property to the owl:ObjectProperty or owl:DatatypeProperty it
instantiates. It can be enriched further if the blank nodes are
related to the owl:Class that defines the package of properties
and associated restrictions they contain, i.e. the XML Schema
complexTypes. This semantic decoration of the graph is
formalised using rdf:type relations from blank nodes to the
corresponding OWL classes.

At this point, we have obtained a semantics-enabled
representation of the input metadata. The instantiation



relations can now be used to apply OWL semantics to
metadata.

C. Application to ODRL XML Schemas

First of all, the XSD20OWL mapping has been applied to the
ODRL XML Schemas. ODRL schemas define a quite flat set
of hierarchies for complexTypes and elements. They are
translated to OWL classes and properties hierarchies as shown
in Fig. 2 and Fig. 3 respectively.

Once in OWL form, the previously hidden semantics can be
exploited by OWL-aware tools that facilitate implementing
ODRL applications.

Applications usually operate over ODRL instances, i.e.
XML documents instantiating the XML Schemas. Therefore,
in order to take profit from the just formalised semantic, it is
necessary to map the XML instances to the semantic enriched
form, i.e. to RDF metadata that instantiates the OWL
ontologies just created.

The XML2RDF mapping resolves this. It receives the XML
metadata for ODRL rights expressions and produces the RDF
graph that models the corresponding XML tree. As it has been
shown, the RDF graph is enriched with the XML Schema
hidden semantics. Now, Semantic Web tools can easily put the
ODRL XML Schemas semantics into practice.

odd:dateAndOrTime

oex:|DGroup
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oexrightsType

odd:rangeRange

oex:offerAgreeType
odd:amountRange

Fig. 2. ODRL XML complexTypes formalised as OWL classes hierarchies.
The “Range” suffixed classes correspond to implicit complexTypes

For instance, we will retake the introduction problem about
a query for retrieving the constraints affecting a ODRL rights
expression. When we are working with the XML version, we

need 23 XPath queries in order to retrieve all possible kinds of
constraints. However, with the RDF version connected to the

ODRL  ontologies, a

semantic

query for o-

ex:constraintElement will be automatically propagated in
order to retrieve all the particular constraints defined as

substitutionGroups.
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Fig. 3. ODRL XML elements and attributes formalised as OWL properties
hierarchies. Grey properties correspond to object properties and white ones to

datatype properties



D. Mapping results

As a result of the first step of ODRL semantics
formalisation shown in this section, we have a methodology
and some tools that allow us translating XML ODRL rights
expressions into RDF-OWL.

The ODRL OWL ontologies formalise the XML Schema
implicit semantics so they are available for Semantic Web
tools in order to facilitate ODRL applications implementation.
The ODRL Ontologies and metadata examples related to this
section are available at [17].

Moreover, the ontologies will serve as the anchor point
where more detailed semantics will be attached during the
second step of ODRL semantics formalisation. This process is
detailed in the next section.

IV. ODRL FORMALISATION USING AN IPR ONTOLOGY

The first step of ODRL semantics formalisation provides
the lightweight semantics implicit in ODRL XML Schemas.
Moreover, it provides the anchor points where we are going to
attach the more detailed semantics formalised from the textual
definitions of the Data Dictionary. The detailed semantics are
written down as text so, in order to automatically extract them
we would need natural language processing (NLP) methods.
However, NLP techniques are not advanced enough to fully
extract the intended semantics from the short descriptions of
the Data Dictionary.

We use a different approach. An accurate reading of the
definitions together with the whole ODRL specification will
be done, i.e. automatic means are not used. This reading is
intended for interpreting ODRL semantics in the framework
of an Intellectual Property Rights Ontology, IPROnto [18, 19].

IPROnto is also a OWL web ontology that provides a
general semantic framework for the Intellectual Property
Rights (IPR) domain. IPROnto is presented in section 1V.A.
IPROnNto guides the formalisation of ODRL semantics. The
ODRL ontologies are connected to IPROnto following the
interpretation of the ODRL specification. These mappings are
detailed in section IV.B and IV.C. Finally, the benefits of the
IPROnto-assisted formalisation of ODRL semantics are
presented in section 1V.D.

A. IPROnto

IPROnto is an ontology that tries to formalise the IPR
domain from a general and purpose independent point of
view. The ontology covers more than just the end user part of
the intellectual property value chain. IPROnto models the full
value chain and thus it must consider also the intellectual
property rights part and not just the usage one. Moreover, it is
not restricted to digital media. Therefore, it considers the
general creation concept in detail as it is shown next.

IPRONto is firstly based on Intellectual Property literature
and regulations, mainly from the World Intellectual Property
Organisation (WIPO, http://www.wipo.org). The different IP
aspects of IPROnto are detailed in the next subsections.

1) Creation Model: the core concepts of IPROnto are
those that formalise the notion of creation. As we can see in

Fig. 4, there are three points of view of a creation: the
abstraction, manifestation and expression perspectives.

- hasCo - ,
| Replica *— o » Manifestation |
i - isCopyOf AV o
isd &5 --\Q?sRealrsatlon
4 Ak has | Abstraction |
Item Fixation| <
_~hasExpression
| Expression |
Cbpyr."ghted Creation

= (Manifestation U Expression)

Fig. 4. Creation Model

For instance, if we take the creation “Les Misérables”, we
can observe it from these three perspectives taking different
forms. From the manifestation view, we can see a script, a
book, etc. Its film projection would be seen from the
expression perspective. All have in common the original
Victor Hugo’s idea visible from the abstraction perspective.
The ideas cannot be copyrighted so they lay outside the
copyrighted creation concept. Abstraction, on the other hand,
is what we grasp as common in different manifestations,
expressions or replicas and what allows us saying that they are
the same creation.

2) Rights Model: from the legal point of view, WIPO
recommendations have been followed and the intellectual
property rights they define are present in IPROnto. Table 3
shows the included rights hierarchy starting from Copyright.
There are also other intellectual property rights that are not
shown, e.g. sui-generis rights, neighbor rights, etc. although
they are unimportant in this context.

Table 3. Copyright hierarchy

_Copyright
MoralRight

DisseminationRight
PaternityRight
RespectRight
WithdrawalRight

ExploitationRight

TransformationRight
AdaptationRight
TranslationRight

SubtitlingRight

CommunicationRight

‘BroadcastRight
PublicPerformanceRight

DistributionRight
RentalRight

ReproductionRight
FixationRight



The more important rights in the Digital Rights
Management context are Exploitation Rights as they are
related to productive and commercial aspects of intellectual
property. Each of these rights defines a set of actions that can
be done or not on a creation depending on the rights situation:

- Transformation Right: grants actions of type transform
that produce a new creation, like adapt, translate,
subtitle, etc.

- Communication Right: grants actions of type
communicate, like broadcast, perform, make available
(e.g. on the Internet), etc.

- Distribution Right: grants actions of type distribute,
like sell, rent, etc. This right, and consequently the kind
of actions it includes, only affects manifestations of a
creation (e.g. compact disk, DVD, cassette, etc.).

- Reproduction Right: grants actions of type reproduce,
like copy, fix (an expression into a manifestation, e.g.
an opera into a CD), etc.

Moral rights are always hold by the creator and cannot be
commercially exploited. Moreover, they are only fully
considered in Continental-like IPR systems, i.e. legal system
like those in the European Union. On the other hand, legal
systems of the Anglo-Saxon kind do not consider them.
Therefore, as they do not have commercial interest, moral
rights are modelled but not detailed in IPROnto for the
moment.

We can also identify two more kinds of actions that are
related to intellectual property, although the mentioned rights
do not cover them:

- Transfer: these are actions to move rights between
rights holders and are related to the exploitation aspect
of intellectual property rights, only exploitation rights
can be transferred. End users do not hold rights so
there are no transfers to them. There are also
commercial actions, which are related to transfer
actions. Commercial actions are offer, agree,
counteroffer, post-agree, etc.

- Use: end users do not hold exploitation rights. They
just consume creations, i.e. they use them. Uses are not
covered by copyright. However, this does not mean
that end users can do whatever they want, they should
not realise actions that require copyright. Moreover,
they might be subject to special conditions under which
they have acquired the permission to use a creation
(e.g. a film that can only be viewed a fixed number of
times and thus is cheaper than a DVD reproduction).

The previous actions are associated to the different roles
that take part in the creation’ life cycle. Or, from the
commercial point of view, it can be seen as the creation’s
value chain. Legal persons play these roles. Actions are shown
as arrows in Fig. 5. The ovals represent the different roles;
those at the source of the arrows perform the actions. The
arrow destinations show the role that receives the
responsibility over the creation once the action has been
performed.

First of all, the creator acts and a new creation is produced.

Automatically, there is a holder that gets rights on the
creation. The ovals represent roles that might be played by the
same person. Therefore, the rights holder can be the same
person that acted as creator.

Creator
create transfer,
e W transfom,
" RightsHolder .~ eProduce

N __f_::-.ContentPro\.rider-”-"_'_,-_ v

transfer

. A
p Media i
. Distributor

distribute, communicate

A 4 —____.-use
( Customer )

Fig. 5. Creation life cycle through the hands of the different roles involved
and the actions they perform to move the creation forward

Then, the rights holder can transfer all or a portion of the
rights to a content provider. Content providers are specialised
in transforming raw creations in order to facilitate their
commercialisation. ~ Moreover, if the creation is
commercialised physically, they are responsible for
reproducing the creation in order to produce the replicas for
consumption.

Next, it is time to make the creation available to end-users.
Media distributors are responsible for this part. The get a
transfer of the rights they need for the distribute and
communicate actions, which are the actions that make
creations available for end users.

Finally, at the end of the life cycle or value chain, the
costumer uses the creation in order to consume it.

3) IPROnNto in “action’: as it has been shown, IPROnNto
takes IP rights into account but it has actions as its central
building block, where actions are those covered by
exploitation rights but also usage and transfer ones. With
them, we try to cover all the events in the value chain.

Actions are not isolated entities, they are related to a bunch
of entities that take part or are affected by the action.
Moreover, there are space-time coordinates that situate the
action. One thing that all actions have in common is that they
are verbs. Therefore, in order to facilitate their modelling, we
have incorporated into IPROnto ideas from the linguistics
field related to the classification of verbs and their relation to
other linguistic components.

These relations are called thematic roles or case roles [20]
and are classified into initiator, resource, goal and essence. In
Table 4 we show the case roles we have considered in
IPROnNto and also the kinds of verbs they are related to. These
kinds of verbs define verbs facets, not disjoint classes of



verbs, and concretise the general thematic roles as shown in
each row. Therefore, the same verb can present one or more of
these facets. For instance, the play verb can show the action,
temporal and spatial facets in a particular sentence.

Table 4. General thematic roles (top row) and their concretisations
corresponding to their relation to different verb facets (left column)

initiator resource goal essence
Action agent, instrument result, patient,
effector recipient theme
Process agent, matter result, patient,
origin recipient theme
Transfer agent, instrument, experiencer, theme
origin medium recipient
Spatial origin path destination  location
Temporal start duration completion  pointinTime
Ambient reason manner aim, condition
consequence

Fig. 6 shows an example of action modelling using thematic
roles to relate the verb to its participants and context. In this
case it is a reproduction of a master copy to produce CDs. It is
done using a computer and is completed in 2000.

Manifestation
HARSRs (e.g. master)
A
theme
h 4
Replica .
(e.g. CD) <result | Reproduce | agentp LegalPerson
tool completion
h 4 : , \
Device xsd:date
(e.g. 2000)

(e.g. Computer)

Fig. 6. Action modelling example using thematic roles

To conclude, IPRONto is enriched with general concepts for
time, space, tools, part hood, etc. They are taken from upper
level ontologies, which define general concepts. We need also
specific concepts, e.g. digital media concepts, which are taken
from domain ontologies. For instance, we have considered
some upper ontologies and domain ontologies:

- Upper ontologies: IEEE SUMO [21], DOLCE [22] and
LRI-Core [23]. They define general concepts; in the
latter case with a clear legal bias. The other ones are
general but include some legal aspects too.

- Domain  ontologies: MPEG-7 ontology and
TVAnytime ontologies. They are generated
automatically from XML Schemas like ORDL
ontologies.

B. Preparing ODRL Ontologies to IPROnto mappings

First of all, in order to facilitate mappings, some changes
are introduced in the ODRL ontologies that were
automatically generated from the ODRL XML Schemas. As it
is shown in Fig. 2 and Fig. 3, elements are more richly

structured than complexTypes. As a consequence, the OWL
properties hierarchy is more complex than the OWL classes
one.

The common situation for ontologies is the reverse one.
Classes use to have richer hierarchical structure than classes
and this is the case for IPROnto. Therefore, in order to
facilitate mappings, the ODRL classes’ hierarchy is enriched.
We do not introduce any supplementary knowledge. The
objective is simply to replicate the properties hierarchy
structure in the classes’ hierarchy.

The current lack of structure is because ODRL does not
define more specific complexTypes for requirementType,
permissionType and constraintType, since they are not needed
while working with XML. On the other hand, the
corresponding elements (requierementElement,
permissionElement and constraintElement) have more specific
elements, which appear as their subproperties in the OWL
ontology, i.e. play, software, prepay, etc.

Therefore, in order to replicate structure, we introduce a
new class for each one of these properties and define the class
as a subclass of the corresponding existing class. For instance,
the PlayType class is introduced, corresponding to the play
property, and it is defined as subclass of permissionType. The
same is done for all the subproperties of requierementElement,
permissionElement and constraintElement.

The same applies for offer and agree, both related to the
offerAgreeType complexType. The corresponding offerType
and agreeType are introduced.

As the last preparatory step, we have also reintroduced in
the ODRL ontologies all the abstract elements defined in the
ODRL specification but not present in the XML Schemas.
Consequenly, as detailed previously, we have also introduced
the corresponding classes in order to replicate the new
properties in the classes’ hierarchy. They are use, reuse,

transfer and asset management as permissionElement
subproperties; interaction, fee and usage as
requirementElement subproperties; user, device, bounds,

aspect, target, temporal and rights as constraintElement
subproperties.

C. Planning ODRL Ontologies to IPROnto mappings

Thanks to the previous preparatory step, we have new
versions of ODRL ontologies that are easier to relate to
IPROnNto. We are currently planning the needed mappings in
order to effectively produce the integration. It is work in
progress so we are going to depict here the principles and
techniques we are using. Moreover, we give some mapping
examples.

The integration is performed using two techniques. First,
for simple cases, it is possible to connect directly ontologies
using OWL primitives for concept inclusion and equivalence
(e.0. subClassOf, subPropertyOf, equivalentClass,
equivalentProperty, samelndividualAs, etc.).

These are some simple mapping examples (o-ex prefix
refers to concepts generated directly from ODRL-EX, o-dd for
ODRL-DD, o-ont for the extensions generated during the



previous preparatory step and ipro for concepts in IPROnto):

- o-ex:permissionType —subClassOf-> ipro:Verb

- oddo:usageType —subClassOf-> ipro:Use

- oddo:offerType —subClassOf-> ipro:Offer

- oddo:transferType —subClassOf-> ipro:Transfer

- 0-dd:individual —subPropertyOf-> ipro:agent

- o0-ex:asset —subPropertyOf-> ipro:essence

- 0-dd:uid —equivalentProperty-> rdf:1D

- 0-dd:name —equivalentProperty-> rdf:label

- efc.

However, the previous technique is only possible when we
are mapping one concept from an ontology to one concept in
the other ontology. When the conditions for the mapping are
more complex, we are using semantic rules [24]. Rules are
particularly useful when the mapping must cope with a
difference in the manner the concepts are structured in the
mapped ontologies.

For instace, the ODRL context element is not used in
IPRONnto. Web ontologies use the RDF identifier (rdf:ID)
instead of the ORDL one (o-dd:uid) and RDF identifiers are
directly attached to the concept they identify. In ODRL words
this means that the identifier is a direct attribute of the asset.
The same applies to the rest of the context model elements.

Therefore, the context element must be removed when
mapping an ODRL instance to IPROnto. However, it is easier
to convert the context of a contextualised type because it has
all this information directly attached, while the contextualised
type is empty. For instance, a contextualised description of an
offer asset, see Fig. 7, is transformed using the previous
simple mappings in conjunction with the mapping rule (1) to
the IPROnNto-aware description shown in Fig. 8.

o-ex:offerType

o-ex:asset |
P o-ex:assetType

o-ex:.context 1
P o-ex:contextType

o-dd:uid- o-d-d':'n:a me
\ 4 v
“doi:0.99/video/383"  “XML: The Movie"

Fig. 7. ODRL example in RDF graph form

0-ex:asset(?x,?y) A o-ex:assetType(?y) A o-ex:context(?y,?z) (1)
= ipro:Creation(?z) A 0-ex:asset(?x,?z)

ipro:Offer

ipro:essence
> ipro:Creation

rdf:ID rdflabel
. v
“doi-0.99Nideo/383"  “XML: The Movie”

Fig. 8. IPROnto-aware graph resulting from mapping Fig. 7

D. IPRONto-ODRL benefits
The direct benefit of the ODRL to IPROnto mappings is

that a substantial part of ODRL semantics are formalised. This
might reduce ambiguities, or at least highlight possible
ambiguous points. Moreover, there are new application
development facilities. In addition to the semantic queries
benefits shown before, other semantics-enabled tools can be
used. One of the most promising tools is Description Logics

(DL) [25]. OWL is based on DL so it can be directly fed into

DL classifiers. Classifiers are specialised logic reasoners that

guarantee computable results. DL classifiers are used with

IPROnNto in order to automatically check IP uses against the

use patterns specified in IP agreements or offers. This

facilitates checking if a particular use is allowed in the context
of a set of licenses or finding an offer that enables it, once an
agreement is reached.

DL classifiers can be directly reused so there is no need to
develop ad-hoc applications to perform this function.
Moreover, as they are completely OWL semantics aware, the
IPRONto to ODRL ontologies mappings enables their use in
order to check uses against ODRL licenses, even if they are in
XML form. XML ODRL licenses can be mapped to RDF
using XML2RDF and then, through mappings, get connected
to the IPROnto semantic framework.

The use of DL classifiers for digital rights management,
once mapped to IPROnto, can be exemplified with the
following scenario:

1) The initial situation is: “USER1 is trying to access a given
video stream from a streaming server at 9:30:10 UTC on
2005-04-10". The streaming server implements digital
rights management. It inquires the license manager if the
current usage is permitted. In order to do that, the streamer
models this usage using IPROnto, see Fig. 9, and sends it
to the license manager, e.g. as a RDF/XML serialisation.

urn:x500:CN=USER1, i urn:isan:FF-
0=USERS,C=ES Eolic_Energy
A ' ; A
agent theme
Access
pointinTime location
. A . v
2005-04-10 | rtsp://streamer.net/
T09:30:10Z FF_EOLIC_ENERGY.mpg

Fig. 9. Usage instance modelled by the streaming server

2) The license manager contains licenses modelled using
IPROnto, including the one shown in Fig. 10. This license
defines a usage pattern for a creation located at the
streaming server that can be performed by a class of agents
for a given period of time starting on a given date.
Moreover, the license manager has additional metadata
stating that USER1 is an instance of the
“O=USERS,C=ES” class, which models a group of users.

3) The license manager checks if there is any license that
grants a usage pattern that subsumes the usage instance.
This can be performed easily and efficiently using a DL



classifier. However, there are some problems that should
we resolved before. First, the usage patterns have a
condition property that should be ignored during
subsumption computation. Second, the usage patterns
define time intervals using a start time and duration, while
the usage instance defines a time point. In order to check if
the time point is included in the time interval, we must use
a DL classifier capable of dealing with custom datatypes
reasoning [26]. Then, the time interval is translated to a
real interval (2) and the time point to a real (3).

pointinTime.>[20050401] real ~ <[20060401] real @)
pointInTime.=[20050410.093010] real 3)
3’;‘;’?3&%’;;?5:& < agent Agree | pointinTimep| 2005-05-14Z
theme
urn:x500:0= Y urn:isan:FF-
USERS,c=Es [€ agent theme— £ jic_Energy
Access e i
2005-04-01Z |4 Sta"t A |ocation
- . aim rtsp://streamer.net/
P1Y g duration » FF_EOLIC_ENERGY.mpg
condition
rdf:value 300 | Legal
currency € < theme Transfer agent B oo Cn

[ urn:x500:cN=PROV1, |

recipient ¥ 5-pROVIDERS,C=ES

Fig. 10. Use license model defining permitted usage pattern and condition

4) After applying the previous adaptations, subsumption is
computed. The usage might be classified in one or more
usage patterns. In this case, we test if the usage pattern is
the theme of an Agree event. This is equivalent to the
agreement authorising this use. Finally, if the usage
conditions are satisfied, the license manager tells the
streaming server that the use is authorised. Otherwise, it is
forbidden.

This is a simple scenario for illustrative purposes. It could
be extended in many ways. For instance, if the usage pattern is
the theme of an offer, another possibility is to recommend the
user the possibility to negotiate it in order to arrive to a new
agreement. From this point, this IPR reasoning framework can
be connected to negotiation architectures previously
developed in our research group [27, 28] in order to achieve
assisted negotiation of digital goods.

V. CONCLUSION

As it has been shown, the Semantic Web approach to
ODRL semantics formalisation has started to give its fruits.
Even the first step of semantics formalisation, during which
the implicit semantics of ODRL XML Schemas have been
formalised, has proved very useful simply by making semantic
queries possible.

The second step, during which more complex semantics are
being defined, is showing promising results and it can greatly
enlarge semantic  benefits for ODRL applications
implementation.

To conclude, it is important to remark that all this work has
been done for the current version of ODRL, version 1.1. This
version was intended for XML representation and this has
made the connection of ODRL ontologies to IPROnto harder.
For future versions of ODRL, it might be interesting to
consider this possibility, which might enable a more complete
formalisation using web ontologies.
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Abstract— Current rights expression languages (RELs) only cols (RMP)that support contract negotiations are essential in
allow for rights holders to dictate terms to the end users. This future DRM systems.
”m(;titsgerisr use as Zgg?gfefolrjgsetg:r:i:r?ngs(eilri}?rt]g?ir(i: Crggté?)%ttsr ;Cr;g The problem with the current system can be best represented
en L L . \
In this paper we propose ex?ensions to%DRLthat aﬁow end users YSIN9 an example from the second scenario in M'C_rOSOﬁS
to request changes and for the rights holder to grant or deny Overview of RMS [2]. Tom creates a document for Jill, and
these changes. These extensions allow the end user to requegorotects it using RMS. He specifies that the document can
changes to their current rights, and for the rights holder to only be viewed and edited by Jill for one week. If Jill
grant or refuse the request. We also provide two examples t0 raquires additional time, Tom is required to edit the rights
g?sr&?gsstgtne ;fgcs)sgzemg;lismgfm%lg iﬁxéiﬁzlogzl:s”}ﬁ(: );zflcns_'.ons "% the document, _extend the de_adline gnd then redistrib_ute

the document to Jill. However, this solution has some major

drawbacks, like:

1) If the document in question is very big (presentation

Rights Expression Languages (RELs), like Open Digital files for example can easily be over 50Mb in size),
Rights Language (ODRL) and eXtensible rights Markup Lan- it may become impractical for Tom to redistribute the
guage (XrML), form an integral part of a DRM system document every time rights need to be changed. Even
because they allow the rights holders to express the terms with broadband Internet, many mail servers for example
and conditions which need to be upheld by DRM systems.  do not allow large attachments.
Most RELs have an extensive vocabulary, supporting syntactic2) Tom could be out of the office, and thus may not
rules that allow them to express a variety of different terms  necessarily be in a position to handle rights changes. If
and conditions. Thus RELs allow for greater flexibility in the there are automated license servers, bi-directional RELs
expression of rights from the view of the rights holders. could allow end users to request for changes without the

However, RELs have also been criticised for giving rights intervention of the rights holders.
holders too much control, and thus the flexibility offered by With a bi-directional REL, it should allow the user and
RELs empower only the rights holders and not the end userights holder to conduct negotiations on the rights the user
This stems from the access control models used by most REgsgiven. This process can take more than a single round
— only rights expressed in the usage license are granted to gherequests” to the rights holder and “offers” to the user.
user, and thus rights not mentioned are considered to be patthermore, a bi-directional REL should also allow a user
granted. This is partly blamed on missing semantics in tié request changes to an existing use license. Furthermore, a
RELs. For example, ODRL has been criticised by some f@i-directional REL potentially allows for upgrades to a use
the absence of anbt’ semantic [7], which prevents rightslicense after the initial issuing without the need to change the
holders from expressing a use license like “allow user B aJRM controller or redistribute the protected data.
rights except right A’ With bi-directional RELSs it would also be possible to cater

RELs allow for the expression of digital contracts, evefor fair use at a general level — rights holders can issue use
though some, like Felten in [4], have argued that the RElisenses with usage rules fair for the majority of the users. If
are unsuitable for expressing legal rights. However, contragigre are users who require additional privileges that fall under
are usually negotiated between two parties, and true contrafeiis use (academics who would like to create extra copies for
require parties to communicate [5]. Referring to XrML, Mulli-their lectures, journalists who would like to excerpt a quote
gan et al. argued thatffe assumption of a one-way expressiofor a review etc.), they can easily negotiate for these additional
of rights has in part led to the current deficiencies in theules.
REL’ [5]. Mulligan et al. concluded that a REL allowing bi- Electronic negotiation can be represented in a layered model
directional communication as well aights messaging proto- as shown in figure 1. The users are involved itramsaction

I. INTRODUCTION
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Fig. 1. Layered view of electronic negotiation

and in the case of contract negotiation, the contract will
a human readable contract. The contractegresentedn a

long as the DRM controller can regulate which control sets
should be implemented; e.g. if the fixed control set does not
allow copying, but the embedded control set (issued after the
fixed control set) does allow copying then the DRM controller

should allow copying.

To fully exploit the power of a bi-directional REL, the
DRM system must allow for changes to be made to the
protected work after distribution has taken place. Thus the
DRM controller must be able to enforce all three types of
control sets, and be able to handle use licenses that allow for
rights previously disallowed.

It is true that any number of mechanisms can be used to
express communication from the user to the rights holders.
However, if the expression is not made in the language
used by the rights holders to express rights, there will be
a need to translate from the users’ needs to the appropriate
gREL. Translation can be an expensive process, and can lead
to ambiguities and inaccuracies. Thus having bi-directional

machine readable language, like ODRL. The negotiation takePPort in a REL allows for the possibility of a standardised

place using acommunication protocobver acomputer net-

mechanism to express the needs of the end users.

work Ideally, these layers should be independent, and thus thd? Our design we envisage a bi-directional system to be
communication protocol should be separated from the RE{IPIemented as a web-service. Thus a user waelgliest

For this reason, this paper focuses on the ODRL extensi

dianges to their current rights and can expect to receive three

required to allow ODRL to express negotiations, and does f§PeS Of responses. Firstly, the rights holders can grant the

discuss the details of various negotiation protocols that co

be used.

Jguest and issue a new license, which can be easily expressed

with any REL. Alternatively, the rights holders can grant the

In this paper, we introduce vocabulary and syntax to f4€duest by creating a licence addendum (in a separate file)
cilitate bi-directional communication in ODRL. We motivatddrant-request To handle this response, the DRM controller
our design, detail individual elements and then provide tv\;aust be able to detect and use the extended license. Lastly, the
examples showing how a bi-directional ODRL can be usefights holders can deny the requedeity-requegt The user

We also detail a scenario, with examples, demonstrating
use of our extended language as a means for enabling fair

Similar vocabulary and syntax can also apply to other REL

like XrML.

yyquld need to be informed which requests are being denied

slgce it may happen that the user requested three changes, of

which only one is granted. Thus, in both thent-requesaind

deny-requesthere would be a need to include the requests.
There are three actions that a user could request:

II. DESIGNMOTIVATIONS

In 2000, Park et al. [6] discussed the different distribution
architectures that could be implemented for secure content
distribution. Park et al. distinguished various architectures with e
three criteria: the presence of a virtual machine, the type of
control set and the distribution style. They concluded that a
virtual machine is required for secure content distribution,
while the type of control sets and distribution style dictate
the amount of control the “owner” of the content has after
distribution. In a DRM system, the virtual machine representse
the DRM controller and the control set represents the REL
and the usage licence mechanisms.

Park et al. categorised control sets into three types: fixed
control sets, embedded control sets and external control
sets [6]. Infixed control setsthe DRM system comes with a
predefined set of controls, and thus the DRM enabled data does
not have to have any additional controls.dmbedded control
sets the DRM enabled data comes with a set of controls as a
single secure package whileenternal control setghe control

Request tcadd one or more permissions, resources etc.
that are either not currently present or to extend the
current values e.g. add one more week to the deadline
Request toremove one or more permissions, resources
etc. that have been granted through an earlier license or
license addendum. While this feature is most probably not
going to be in big demand, it could be used to strip down
undesired or unused permissions. The remove feature is
also necessary for:

Request toreplace one or more permissions that have
been granted through an earlier license or license adden-
dum. The request to replace is essentially a combination
of an add and a remove request, but it would be more
useful for tracking purposes to utilise a replace request
mechanism. There should not be any restriction on how
the replace mechanism is used — for example a user
might request a replacement of dissimilar permissions,
e.g. replace his right to print 5 copies with the right to
make a backup.

set and the DRM enabled data come in separate package®Vith a bi-directional system, it would require the rights
It is possible to combine multiple type of control sets, asolders to keep track of individual licenses, and how the



licenses inter relate. The grant-request licenses should also be
able to identify (possibly through the use of a URI) the original
request as well as the original license. This would allow the
DRM controller to keep track of the permissions, resources,
etc. that have been removed or changed. For example, if the
user originally had permission to print a document 2 times,
printed it once, and then requested and received permission to
print the document an additional 5 times, the DRM controller
should allow the user to print 6 more times.

Lastly, we believe that the bi-directional extensions makes
ODRL morecomplete Current ODRL specifications allow for
two types of licenses — aaffer and anagreementWith an S —
offer, the rights holders are allowed to express the rights that P i
they are willing to offer to the end user. If the end user accepts, : )
the rights holders can then create an agreement. With our
extensions, it is now possible for the end user to have a more
active part in generating the agreement, and thus allow for
flexibility for the user.

In the following section, we discuss the details of our
extensions.

IIl. ODRL-EXT: BI-DIRECTIONAL EXTENSIONS TOODRL

Our extension adds three more entities — request, grant-
request and deny-request — and are modelled on the agreement
entity. We envisage its main use as being in a web-services
environment and can be described in four easy steps. The end-
user can request the rights holder for a set of rights on a set of
assets. The rights holder can then evaluate the request, and then
deny or grant that request. The user can accept the decision or
carry on negotiating by refining his/her requests. This process
is shown in figure 2

License Fig. 4. The Remove Request Content Model
Server |og

combination of the requests. For maximum flexibility, every
element of a ODRL license agreement should be negotiable —
permissions, constraints, requirements, conditions, assets and
Fig. 2. Negotiating a use license even the parties. For this reason, add, replace and remove ele-
_ ) ments are simply instances of the offerAgreeType in the ODRL
This model can bg further extgnded \{vhere the rights ho'd@f(pression Language Schema [1]. Using the offerAgreeType
can offer various rights at various prices. The prospectiesy minimises ambiguity during negotiations, as the exact

end user can then request a combination of rights, pay fhs can be transfered to the “offer” license and eventually
these rights and then receive an end user license. Thus in {fjis “agreement” license.

manner the request entity can be used for electronic contra
negotiation. The grant and deny request entities can be USg
to conditionally accept or reject requests during the contract

he replace-requestlement comprises of a set of remove
uests followed by a set of add requests. Although a replace-

negotiation.
A. Add, Remove and Replace % odrl extrequest remove
The add, remove and replace requests are the base elements w  pdhemequestadd

of our extensions. A user can request a combination of these
requests, and similarly the rights holders can grant or deny the Fig. 5. The Replace Request Content Model



request element is not necessary, we believe that this element

would allow for better tracking and management by the rights

holders. This would also allow for automation of license

servers, where the rights holders can write different rules on

which combinations of replace requests they would allow.
Figures 3,4 and 5 show the content model for the add, remove

and replace elements.

B. Request

_______"'_"'T“,_—l

requestType [ -:';;5-3-\ ;
-

0.

Fig. 8. The rightsType Content Model

There are two differences between the requestType and the
requestResponseType. Firstly, the response from the rights
holders must have a context, either of an earlier request or of
the affected agreement. This will allow the DRM controller to

The user communicates to the rights holders throughkﬁep track of the chain of agreements that it needs to manage

series of requests. The request element is the only elem@Af @S0 allow the rights holders to track their responses to
of the requestTypeThe requestType type, creates an enveloﬁ@q“eSts' Secondly the response must have at least two parties

containing all the add, remove and replace requests from fh@n€ identifying the user who made the request and another
user as well as the context of the request and informatiB‘?]'dem'fy the rights holder. Figure 7 shows the content model

about the party making the request. Thentext element of the requestResponse type. T_he rights holders can res_pond
allows the rights holder to reconcile the request against ¥h@ request from the end user in two ways — they can either
existing agreement or an offer. At least one party is required %?ant or deny the requests, and thus the grant and deny request
identify the party making the request. The description eleme gments are of the requestResponseType.

allows for the end user to write notes, and give more detailgd rightsType

information to the rights holder. If the request is process,edIn ODRL 1.1 therightsType complex type encapsulates
manually, trgslfe?tr]re can be very useful. Figure 6 shows tg oo ments and offers with a digital signature and a revoke
content model of the requestType. mechanism [1]. We extended this type to encapsulate the
C. Request Response request, grant-request and deny-request elements.

. We have also redefined the rights element to be of this
TherequestResponseTypeeates an envelope for the r|ght§

: e. Figure 8 shows the content model of the rights type.
holders to respond back to the user making the reque%/ﬁe rightsType in ODRL 1.1 extends the offerAgreeType and

this portion has been collapsed in the diagram.
We recognise that these extensions could also be encapsu-
—— lated in a new type (for exampleegotiationTypgleaving the
existing rightsTypetype alone. If this approach is taken, it
would also need a digital signature and a revoke mechanism
and we think that our current approach is more elegant as it
avoids duplication of common functions.

Fig. 6. The Request Content Model

responseRequestType [ —;EB—E!—
-4

0.

E. Examples

In “Ebook Scenario #2” of the ODRL 1.1 specifications, a
consumer (Mary Smith) purchases an ebook “Why Cats Sleep
and We Don't” [1]. The use license restricts consumers to a

single CPU and allows them to print the book at most two
Fig. 7. The Response-Request Content Model times.




In example 1, the consumer requests the rights holders tg
be allowed to print the ebook 5 more times. Note, that for
the sake of clarity we have left the namespace definitions and
schema locations out of the example. The descriptions of the
namespaces are detailed below.

odrl-ext: The extended ODRL schema as discussed in this

section.

0-ex: TheExpression Language Schemfithe ODRL 1.1

specifications.

0-dd: The Data Dictionary Schemaof the ODRL 1.1

specifications.

Example 2 shows a grant request should the rights holders

grant the user’s request. A deny request would be the sam
except thegrant-requestelements will be replaced with the
deny-requestlement.

F. Full Listing

(1%

<o-ex.context>
<0-dd:uid>urn:ebook.world/99999/
license/1234567890-ABCDEF</o-dd:uid>
</o-ex:.context>
<odrl-ext:request-add>
<o-ex:permission>
<o-dd:print>
<o-ex:.constraint>
<o0-dd:count>5</0-dd:count>
</o-ex:constraint>
</o-dd:print>
</o-ex:permission>
</odrl-ext:request-add>
<o-ex:party>
<o-ex:.context>
<o-dd:uid>urn:ebook.world/99999
9/users/msmth-000111</o-dd:uid>

A full listing of the schema definition is available in the

appendix .

<odrl-ext:rights>
<odrl-ext:request>
<o-ex:context>
<0-dd:uid>urn:ebook.world/999999/
license/1234567890-ABCDEF</o-dd:uid>
</o-ex:context>
<odrl-ext:request-add>
<o-ex:permission>
<o-dd:print>
<o-ex:constraint>
<0-dd:count>5</o-dd:count>
</o-ex:constraint>
</o-dd:print>
</o-ex:permission>
</odrl-ext:request-add>
<o-ex:party>
<o-ex:context>
<o-dd:uid>
urn:ebook.world/999999/users/
msmth-000111
</o-dd:uid>
<o0-dd:name>Mary Smith</o-dd:na
me>
</o-ex:context>
</o-ex:party>
</odrl-ext:request>
</odrl-ext:rights>

Example 1: Simple ODRL Request

<odrl-ext:rights>
<odrl-ext:grant-request>
<o-ex:context>
<o-dd:uid>urn:ebook.world/999999/
license/1234567890-GHIJKL</o-dd:uid>
</o-ex:context>

<0-dd:name>Mary Smith</o-dd:na
me>
</o-ex:context>
</o-ex:party>
<o-ex:party>
<o-ex:context>
<0-dd:uid>x500:c=AU;0=RightsDir
;cn=AddisonRossi</o-dd:uid>
</o-ex:context>
</o-ex:party>
<o-ex:party>
<o-ex:context>
<0-dd:uid>x500:c=AU;0=RightsDir
;cn=EBooksRUS
</o-dd:uid>
</o-ex:context>
</o-ex:party>
</odrl-ext:grant-request>
</odrl-ext:rights>

Example 2: ODRL Grant Request

IV. EXTENDED EXAMPLE

Examples 1 and 2 used a simple scenario to demonstrate
the use of our proposed extensions. In this section, we detail
a more complicated scenario (based once again on “Ebook
Scenario #2” in [1]) that also demonstrates how our extensions
could be used as a means to enable fair use.

In the existing scenario, Mary Smith purchases an ebook
“Why Cats Sleep and We Don't” [1]. Users are restricted to
a single CPU and print the book at most 2 times (which we
extended by another 5 copies in examples 1 and 2). Suppose,
Mary Smith is a journalist and wishes to write a thorough
review of the ebook and would like to excerpt some of the
pictures for this purpose (excerption for the purpose of review
is normally considered a fair use right). In this section, we
detail the interactions between Mary Smith and the license
server for this purpose.

Note, that for the sake of clarity we have left the namespace
definitions and schema locations out of the example. The



descriptions of the namespaces are detailed below.
odrl-ext: The extended ODRL schema as discussed in this

agrant-requestalthough it could also be expressed aoer.

section.

0-ex: TheExpression Language Schemfthe ODRL 1.1
specifications.

o-dd: The Data Dictionary Schemeof the ODRL 1.1
specifications.

o-dd-ext:An extension of the Data Dictionary Scheme of
ODRL 1.1 to allow representation of credentials
(discussed in sections IV-B and V).

A. Initial Request

Mary Smith wishes to excerpt 3 pictures from different
pages in the ebook, the first picture in page 3 while the last
picture is in page 56 (about half way through the book).

<odrl-ext:rights>
<odrl-ext:request>
<o-ex.context>
<o-dd:uid>urn:ebook.world/999999/
license/1234567890-ABCDEF</o-dd:uid>
</o-ex:context>
<odrl-ext:request-add>
<o-ex:permission>
<o-dd:excerpt>
<o-ex:.constraint>
<o-dd:range>
<0-dd:min>3</o-dd:min>
<o-dd:max>56</0-dd:max>
</o-dd:range>
</o-ex:constraint>
</o-dd:excerpt>
</o-ex:permission>
</odrl-ext:request-add>
<o-ex:party>
<o-ex.context>
<o-dd:uid>
urn:ebook.world/999999/users/
msmth-000111
</o-dd:uid>

<odrl-ext:rights>
<odrl-ext:deny-request>
<o-ex:.context>
<0-dd:uid>urn:ebook.world/999999/
license/TRANS-0101</o-dd:uid>
</o-ex:context>
<odrl-ext:request-add>
<0-ex:permission>
<o-dd:excerpt>
<o-ex:constraint>
<o-dd:range>
<0-dd:min>3</0-dd:min>
<0-dd:max>56</o-dd:max>
</o-dd:range>
</o-ex:constraint>
</o-dd:excerpt>
</o-ex:permission>
</odrl-ext:request-add>
<o-ex:party>
<o-ex:context>
<o-dd:uid>
urn:ebook.world/999999/users/
msmth-000111
</o-dd:uid>
<o-dd:name>Mary Smith
</o-dd:name>
</o-ex:context>
</o-ex:party>
<odrl-ext:description>
Excerption is only available with an
academic, scholar or journalist
credential. Furthermore, a maximum of
10% of the total protected work can be
excerpted
</odrl-ext:description>
</odrl-ext:deny-request>
</odrl-ext:rights>

<o-dd:name>Mary Smith
</o-dd:name>
</o-ex:context>

of

Example 4: Extended Example — Response 1, the denial

request

</o-ex:party>
</odrl-ext:request>
</odrl-ext:rights>

Example 3: Extended Example — Request 1

B. Initial Rejection and Counter Offer

Excerption is a fair use, but is usually limited to a
percentage of a work. The license server rejects Mary
Smith’s request with an explanation, but also offers a counter|

<odrl-ext:rights>
<odrl-ext:grant-request>
<o-ex.context>
<o-dd:uid>urn:ebook.world/999999/
license/1234567890-ABCDEF</o-dd:uid>
</o-ex:context>
<o-ex.context>
<0-dd:uid>urn:ebook.world/999999/
license/1234567890-ABCDEF-01</0-dd:uid>
</o-ex:context>

offer that could be used by Mary Smith. This counter Oﬁeéxample continued over the page

makes use of acredential constraint not present in the
standard ODRL data dictionary. The counter offer is given as




<odrl-ext:request-add>
<o-ex:permission>
<o-dd:excerpt>
<o-ex:constraint>
<o-dd:range>
<0-dd:min>3</o0-dd:min>
<o-dd:max>13</o-dd:max>
</o-dd:range>
<o0-dd-ext:credential>
<o-dd-ext:OrList>
<o0-dd-ext:CredentialsType>
Journalist
</o-dd-ext:CredentialsType>
<o0-dd-ext:CredentialsType>
Academic
</o-dd-ext:CredentialsType>
<o0-dd-ext:CredentialsType>
Scholar
</o-dd-ext:CredentialsType>
</o-dd-ext:OrList>
</o-dd-ext:credential>
</o-ex:constraint>
</o-dd:excerpt>
</o-ex:permission>
</odrl-ext:request-add>
<o-ex:party>
<o-ex:context>
<o-dd:uid>
urn:ebook.world/999999/users/
msmth-000111
</o-dd:uid>
<o0-dd:name>Mary Smith
</o-dd:name>
</o-ex:context>
</o-ex:party>
</odrl-ext:request>
</odrl-ext:rights>

Example 5: Extended Example — Response 2, A counter

offer

<odrl-ext:rights>
<odrl-ext:grant-request>
<o-ex.context>
<o-dd:uid>urn:ebook.world/999999/
license/1234567890-ABCDEF-01</o-dd:uid>
</o-ex:context>
<odrl-ext:request-add>
<o-ex:permission>
<o-dd:excerpt>
<o-ex:.constraint>
<o-dd:range>
<0-dd:min>3</o-dd:min>
<o-dd:max>4</o-dd:max>
</o-dd:range>
<o-dd:range>
<0-dd:min>16</o-dd:min>
<0-dd:max>18</o-dd:max>
</o-dd:range>
<o-dd:range>
<0-dd:min>56</0-dd:min>
<o0-dd:max>57</o-dd:max>
</o-dd:range>
<o-dd-ext:credential>
<o-dd-ext:CredentialsTy
pe>
Journalist
</o-dd-ext:CredentialsTy
pe>
</o-dd-ext.credential>
</o-ex:constraint>
</o-dd:excerpt>
</o-ex:permission>
</odrl-ext:request-add>
<o-ex:party>
<o-ex.context>
<o-dd:uid>
urn:ebook.world/999999/users/
msmth-000111
</o-dd:uid>
<o-dd:name>Mary Smith
</o-dd:name>
</o-ex:context>
</o-ex:party>
</odrl-ext:request>
</odrl-ext:rights>

C. Refined Request Example 6: Extended Example — Request 2, A refined

request

Mary Smith decides to refine her request to suit the terms
of the license server. She chooses to make a request to excerpt
from three different parts of the book but with much smaller
page ranges. She also decides to get the license specified¥oAccepted Response
a “Journalist” credential only. The credential would form part
of the protocol and not part of the negotiation message, andThe license server accepts Mary Smith’s request and issues
thus would be represented separately. a grant request use license.



<odrl-ext:rights>
<odrl-ext:grant-request>
<o-ex:context>
<o-dd:uid>urn:ebook.world/999999/
license/1234567890-ABCDEF</o-dd:uid>
</o-ex:context>
<o-ex.context>
<o-dd:uid>urn:ebook.world/999999/
license/1234567890-ABCDEF-01</0-dd:uid>
</o-ex:context>
<odrl-ext:request-add>
<o-ex:permission>
<o-dd:excerpt>
<o-ex:constraint>
<o-dd:range>
<0-dd:min>3</o-dd:min>
<0-dd:max>4</o-dd:max>
</o-dd:range>
<o-dd:range>
<0-dd:min>16</0-dd:min>
<0-dd:max>18</o-dd:max>
</o-dd:range>
<o-dd:range>
<0-dd:min>56</0-dd:min>
<o-dd:max>57</o-dd:max>
</o-dd:range>
<o-dd-ext:.credential>
<o-dd-ext:CredentialsTy
pe>
Journalist
</o-dd-ext:CredentialsTy
pe>
</o-dd-ext.credential>
</o-ex:constraint>
</o-dd:excerpt>
</o-ex:permission>
</odrl-ext:request-add>
<o-ex:party>
<o-ex.context>
<o-dd:uid>
urn:ebook.world/999999/users/
msmth-000111
</o-dd:uid>
<o0-dd:name>Mary Smith
</o-dd:name>
</o-ex:.context>
</o-ex:party>
</odrl-ext:request>
</odrl-ext:rights>

Example 7: Extended Example — Response 3

V. FUTURE WORK

better management of multiple use licenses for the same digital
object.

License servers could also be setup to grant or deny certain
requests automatically, and thus algorithms are needed to au-
tomatically evaluate license templates (ODRL offers) against
user requests.

We are currently investigating the use of credentials in
DRM, particularly as a mechanism in allowing for fair use
(as shown in section IV). Together with a bi-directional
REL, we believe that most of the common fair uses can be
accommodated in a DRM system.

In the broader scheme, bi-directional REL forms a core
part of our proposal to create an open right management
services framework [3], and will hopefully overcome many of
the current obstacles in DRM systems. A smaller sub-project
is currently implementing some of the extensions for DRM
controllers mentioned above.

VI. CONCLUSIONS

In this paper we discussed extensions to ODRL to allow for
bi-directional communication. We discussed our motivation,
the concept model, the syntax and semantics of the extensions.
Furthermore, we presented examples using existing ODRL
scenarios that make use of our extensions. Finally, we dis-
cussed how the extensions could be used to allow for fair use
with examples drawn from an existing ODRL scenatrio.

The extensions allow end users to specify any part of a use
license including rights, constraints and resources, they would
like to have in a use license and rights holders to respond to
these requests, thus allowing for negotiations of rights. These
extensions complement the existing “offer” and “agreement”
license types, and make ODRL more complete.

By extending the XML schema, we have not broken the
existing standard; and thus allows for full backward compati-
bility. We believe that the request feedback mechanism would
allow for easier rights management through better contract
negotiation, and would also allow for users to request (and be
subsequently granted) fair use rights that might not necessarily
hold for everyone. The extensions we have presented can also
be implemented in other RELs such as XrML.
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<xs:element ref="odrl-ext:request-add
has been reduced.

minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="request-replace"

<?xml version="1.0" encoding="UTF-8"?> type="odrl-ext:requestReplaceType"

<xs:schema targetNamespace="http://people. minOccurs="0" maxOccurs="unbounded"/>

cs.uct.ac.za/"aarnab-ODRL" <xs:element ref="odrl-ext:request-remove

elementFormDefault="qualified" "

attributeFormDefault="qualified" version=" minOccurs="0" maxOccurs="unbounded"/>

0.1" xmlns:odrl-ext="http://people.cs.uct. <xs:element ref="o-ex:party"

ac.za/"aarnab-ODRL" maxOccurs="unbounded"/>

xmins:xs="http://www.w3.0rg/2001/XMLSchema <xs:element name="description" type="xs:

" xmins:o-ex="http://odrl.net/1.1/ODRL-EX" string"

> minOccurs="0" maxOccurs="unbounded"/>
</xs:choice>

<xs:import namespace="http://odrl.net/1.1/ </xs:complexType>

ODRL-EX" schemalocation="http://www.odrl.n
et/1.1/ODRL-EX-11.xsd"/>
<l-- A grant/deny request should have the

<xs:annotation> information about the request its granting
<xs:documentation> , the license number/context information
XML Schema extends ODRL Expression Lang of the original request and license.contex
uage Schema by allowing users/distribut t information about the new license.-->
ers to requ-est rights from theright ho
Ider. <xs:complexType name="responseRequestType"
>
Alapan Arnab <xs:complexContent>
Validated with XMLSpy 2004 <xs:restriction base="odrl-ext:requestTy
</xs:documentation> pe">
</xs:annotation> <xs:choice minOccurs="0" maxOccurs=

"unbounded">
<xs:element ref="o-ex:context"

<xs:element name="rights" type="odrl-ext: maxOccurs="unbounded"/>

rightsType"/> <xs:element ref="odrl-ext:request-add"
minOccurs="0" maxOccurs="unbounded"/>

<l-- Add the query element to the language <xs:element name="request-replace"

--> type="odrl-ext:requestReplaceType"

<xs:element name="request" type="odrl-ext: minOccurs="0" maxOccurs="unbounded"/>

requestType"/> <xs:element ref="odrl-ext:request-remo



ve
minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="o-ex:party" minOccurs
="
maxOccurs="unbounded"/>
<xs:element name="description"
type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
</xs:choice>
</xs:restriction>
</xs:complexContent>
</xs:.complexType>

<l-- Allows for a multiple number of tuppl
es for replacement.-->

<xs:complexType name="requestReplaceType">
<xs:sequence minOccurs="0"
maxOccurs="unbounded">
<xs:element ref="odrl-ext:request-remove
"
<xs:element ref="odrl-ext:request-add"/>
</xs:sequence>
</xs:complexType>

<xs:element name="request-add"
type="o-ex:offerAgreeType"/>

<xs:element name="request-remove"
type="o-ex:offerAgreeType"/>

<l-- The rightType container. Added the re
guest container. -->

<xs:complexType name="rightsType">
<xs:complexContent>
<xs:extension base="o-ex:rightsType">
<xs:choice minOccurs="0"
maxOccurs="unbounded">
<xs:element ref="odrl-ext:request"
minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="odrl-ext:grant-reques
t" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="odrl-ext:deny-request
minOccurs="0" maxOccurs="unbounded"/>
</xs:choice>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:schema>
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Abstract— As a sometime biological psychologist and
sometime DRM pioneer, | suggest that biological principles are at
least as important as technological principles in anticipating
future developments in the field of rights management, and
requirements for digital rights languages. Among those possible
developments are (1) increases in the virtuality and virality of
rights-managed objects, of distribution systems, and of payment
systems, (2) systems for tracking the copying and redistribution
of digital documents, (3) application of digital rights to data
derived from document tracking, (4) attribution of those rights to
the individuals who do the re-distributing, (5) development of
rights management systems for the aggregation, protection,
anonymization, and monetization of personal information, (6)
rights-managed digital objects whose content changes
spontaneously as a function of normal use, and (7) digital objects
that adapt through a natural selection-like process of mutation,
recombination and differential reproduction.

Such ideas pose interesting challenges for rights management
languages.

Index Terms—Copyright Protection, Rights Management,
Superdistribution, Natural Selection

I. INTRODUCTION

NY rights management language that hopes to keep pace

with "facts on the ground" must be extensible to rights
management practices that are uncommon, but predictable,
today. We can better design a digital rights language for the
future if we can anticipate the changes and change processes
we will have to accommodate.

As a sometime biological psychologist and sometime DRM
pioneer [1,2,3], | believe that biological principles are at least
as important as technological principles in anticipating future
developments in the field of rights management.

Today's digital rights management situation represents the
convergence of two historical trends: virtualization and
biologization. Of the two, biologization is the least discussed,
let alone well understood. But its implications are most
fundamental for digital rights management and for the
transformation of the information economy.
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Here's what | mean. Traditional economies are based upon
the delivery of valuable “things” (products and services) in
exchange for receipt of valuable “things” (including money).
However, starting at the dawn of civilization, value came to be
represented first by tokens, then by coin, then symbolically in
money, and then virtually in disembodied bits. That's
virtualization: symbolic representation with more and more
impact with less and less mass and energy.

At the dawn of life, value was embodied first in analog form
in the biological processes of single celled organisms, and
then symbolically in digital form by RNA and DNA. That too
is virtualization. But life also teaches us that when things are
virtualized, reproduction becomes easier, and biological
dynamics of reproduction and evolution arise. Virtualization
is a step on the road to biologization.

Today, information products are being virtualized. To fully
understand alternative rights management options, it may be
helpful to look closely at a spectacularly successful economy
based not on state-sanctioned currencies, but upon
unregulated reproduction, competition, and innovation. That
economy is all around. It is the world of biology.

My goal in this paper will be to provide a broad historical, if
idiosyncratic perspective, on the past and present evolution of
digital objects and rights management systems. Needless to
say, these ideas are offered as useful speculations, not
confident predictions, about the future.

Il. BEHAVIORAL ENGINEERING AND DIGITAL GOODS

In the early 1990s | was a biological psychologist and
amateur programmer interested in the co-evolution of
biological, social and informational ecologies [4,5]. | studied
animal behavior, and had created some useful software for
analyzing my data. | wanted to distribute this software, to be
compensated for my work, and to take advantage of the then-
emerging virtualization of software products by distributing
and selling my software over the Internet. | wanted my
software to reproduce, like a positive virus, so that users
would "infect" their friends by making and sending copies. In
those days | was literally studying and observing paramecia as
they swam around, reproduced, and proliferated; | had those
images in my mind.

The shareware concept had been around for almost a decade,
[6] but I knew that my customers, like me, were unlikely to
assemble a check, an envelope, and a stamp if their only



reward was the delivery, weeks later, of a now-redundant
diskette or a postcard-of -thanks. As a behaviorist, | knew
that contingencies of reinforcement dictate that meaningful
and relevant rewards should be delivered within a fraction of a
second of the behaviors they are intended to encourage.

The instant reward | could use was obvious—increased
access to the most valuable features of my product. But it was
less obvious how | could ensure that the product would be
purchased again (and again) each time it was redistributed.
Before we consider that puzzle, I'd like to revisit the twin
issues of virtualization and biologization. Because it turns out
that my solution to this practical problem also led me to
rethink my understanding of the information economy.

I1l. VIRTUALIZATION AND ECONOMICS

Even with shareware, money usually changes hands under
the consensual delusion (or user-interface metaphor) that
information products are things-- "goods"—and that
publishing is a business in which manufactured things (like
books) are traded for things (like gold doubloons) owned by
the purchaser. The irony, of course, is that what consumers
"hand" over these days typically cannot be "handled"--it is
symbols (digitally encoded, perhaps in plastic credit), which
give the "bearer" (who "bears" nothing) the right to control the
disposition of other symbols in the future. And what
consumers get back from publishers is less and less likely to
be physical as well: software and music, books and movies
are all moving into a realm in which delivery and
consumption is the symbolically-controlled execution of
virtual operations by virtual machines in virtual places "on the
web" or "in the bank".

As these examples show, money was virtualized long before
other forms of intellectual property. And as money became
virtualized it became more and more copyable. Today it takes
the constant vigilance and full force of the most powerful
political and military forces in the history of mankind--
governments, businesses, and the police forces that back
them—to prevent money from being copied by unauthorized
parties. Thus, copy-prevention is a time-honored solution to
the fact that virtual goods are copyable goods.

However, while copy prevention may well be necessary to
preserve the integrity of our monetary system and civilization,
as we know it, it may well be counter-productive when it
comes to other virtual value-objects. The thing-based
transaction-metaphor adopted by commercial publishing may
have outlived its usefulness.

IV. VIRTUALIZATION, BIOLOGIZATION AND THE INFORMATION
ECONOMY

"Publishing" actually has two very different meanings and
histories. The “thing-based manufacturing metaphor” can be
said to have started with Gutenberg: books are manufactured,
and exchanged for “cash on the barrelhead”. But there is also
a much-older idea-based information dissemination activity
called “publishing” that has been practiced non-commercially
for millennia by authors, scholars, pamphleteers, theologians,
by flowers (which disseminate vast amounts of genetic

information and arrange to have it distributed, at little cost, on
the wings of the wind.)

The essential “product” in this case, is information. And
information is not a thing. It is a process by which patterns
"in-form"--impress themselves upon--things. Furthermore, as
we have noted, because these patterns are only loosely
coupled to the media they inform, they reproduce, they spread,
and they evolve. They don’t just move from place to place
like traditional “things”.

To make a long story short, patterns that reproduce, spread
and evolve originated in the primal soup 3-4 billion years ago,
they spread into (and helped create) protocells, RNA, DNA,
and organisms that make their living by in-forming their
environment. Approximately 1 billion years ago, propagating
patterns branched out to a new media-- animal nervous
systems--that allowed them to reproduce, first via learning,
then via spoken patterns of sound, then via written patterns of
ink on paper, and just in the last century, as patterns of
electrons in yet another culture-medium that is now known as
the global internet. [7,8]

Thus, over the last century the remarkable dynamics and
“technology” of biology have come to be understood. My
claim is that digital rights practitioners need to recognize that
those dynamics and emerging analogous technologies are an
increasingly fundamental part of their own discipline.

V. NATURE'S PUBLISHING ECONOMY

The "economy of nature" depends relatively little on the
principles of thing-based manufacturing economies. Plants
and animals do sometimes organize reciprocal resource
exchange relationships, but the resources that are exchanged
are services (including reproductive services) as often than as
they are things. Here's how this observation applied to my
own work, and the concept of superdistribution.

You will recall that | wanted my users to copy and
redistribute my software, and | wanted to be able to reward
those who decided to purchase it by giving them instant access
to the product's advanced features. | imagined a happy
purchaser passing a copy on to a friend with a
recommendation. When the friend executed the program, she
would have limited access to the advanced features her friend
had purchased, until she committed to a purchase. The
moment she made a payment the product would provide full
access. However she passed copies on to her friends the
copies needed to revert to “demo” mode. Thus, | needed a
lock that would respond to a combination of code plus
context.

I'm sure there were other ways of getting to the right answer,
but my inspiration was biology. Biological functions are
embodied not in genes nor in the environment, but in the
dynamic interaction of genes (code) and the environment.
Change either genes or environment, and function (skin color,
say) may change.

My code was not going to change; it was going to be copied
perfectly (and, | hoped, often). But the environment of one
user would be different from the environment of another user.
So | could have my code behave differently when it detected



that it had been moved from the environment of a purchaser to
the environment of a non-purchaser.

(In most systems, including mine, the environment that the
software responds to is the user's computers. But in the patent
I eventually wrote, and in the future, the enabling environment
should be the user herself. After all, it is she who purchases
the service. Rights management languages are going to have
to accommodate the vagaries and constraints of biometric
systems. Can matters of biology and individuality be
expressed in ODRL?)

So here is how | ended up vending my animal behavior
software. When the program started up, it profiled the user’s
computer, made a list of relatively stable but idiosyncratic
features, added up all the ASCII values of the characters in
that list (literally!) to produce a large number, used that
computer “fingerprint” as the seed to a random number
generator, and generated a many-digit magic "password". The
program then looked for that magic number in a "password
file" on the users hard drive, and if the right number could be
found in that password file, it functioned in "professional
mode"; if not, it functioned in "demo mode" and encouraged
the user to by his own password. The nice thing about this
arrangement was that even if the password file was copied and
redistributed along with the software, the program would still
come up in "demo mode" because the magic password for one
user's machine was not valid for another user's machine.

Now, the only person who knew how to generate passwords
was me. When a customer decided to purchase, she called a
software vendor (by phone), he took payment (by credit card
or purchase order) and wrote down the fingerprint, and he
called me (by phone). I would get calls (sometimes while
delivering lectures on cultural transmission and gene
environment interaction) and speak the password to the
vendor who would later speak it to the customer who would
later type it into her password file.

After a year of this, I realized (1) this was working (2) the
idea was potentially more significant (even as biology!) than
the animal behavior | was trying to analyze (3) that it could be
applied to software products other than mine (4) that software
was a service (even though | occasionally referred to my
business as a random number manufacturing and vending
facility) (5) a password vending service was a good job for a
computer--running from class to phone to computer to phone
and back to class was silly. So the patent | wrote [1] and the
business | started was (SoftLock Services aka
DigitalGoods.com) was based on the idea of a software toolkit
that could accommodate multiple authors, multiple products
and multiple features, all coupling these product to a password
vending system that took payments, delivered passwords, and
distributed funds to software developers (and us).

VI. THE HISTORY OF "SUPERDISTRIBUTION"

To my knowledge this is the earliest example of software-
only "superdistribution”. The term itself was invented some
years earlier by a Japanese computer scientist named Ryoichi
Mori who defined it as an "approach to distributing software
in which software is made available freely and without
restriction but is protected from modifications and modes of

usage not authorized by its vendor"[9] But in fact, Mori's own
system presumed the existence of special tamper-proof
hardware, as did Brad Cox who popularized the concept and
emphasized usage-metering in book and magazine
publications around 1994[10,11] The concept was further
popularized, and arguably co-opted, by Intertrust's founder
Vincent Shear.[c.f. 12]

My impression is that most people think of
"superdistribution" as a software-only process, like what I
implemented. But in any case a software-only process is
certainly more virtual and more viral than one that requires the
distribution of special hardware

It’s worth noting, however, that today's superdistribution
concepts can be taken still further. Superdistribution could be
more virtual. We don't have to assume an "earthbound"
payment processing system run by a credit card processing
system and linked to the banking network. With peer to peer
architectures and web services, its possible to imagine a
system in which software services or non-monetary
information assets were the only "coin of the realm," with
transactions being remunerated not with money but with scrip,
redeemable for services or information assets. While some of
these services would presumably have to be redeemable
somewhere, somehow, for something of “nutritional” or
“reproductive” value, our concept of payments as well as our
products can and will go ever more virtual. It's not clear to
me whether ODRL can currently accommodate non-financial
remuneration.

A well-worked out example of non-monetary currency is
“whuffie,” as described in digital rights activist Cory
Doctorow’s science fiction novel, Down and Out in the Magic
Kingdom [13] which depicts a world in which “whuffie” an
constantly updated measure of reputation that motivates
people to do useful and creative things. Anything is available
to you if you have good whuffie, and those who make those
goods available gain whuffie indirectly. But if you make a lot
of enemies, your whuffie plummets. It’s a good read, and
except for the fact that the whuffie market is mediated by
internet-connected brain implants, this futuristic scenario is
actually hundreds of millions of years old: among many
social mammals mating opportunities and access to
environmental resources often based upon hard-earned social
status.

A less outlandish example of non-monetary currencies arises
when we consider compensating users for virally
superdistributing content. Consumers who recommend and
distribute products to their friends are providing marketing,
distribution, sales, and technical support services to their
recipients. Why should they not be compensated? And if we
are going to compensate them, why not compensate them with
something that we can “manufacture” at no cost—the right to
consume other digital products?

Rights management languages will therefore face new
challenges as the virtuality and virality of superdistribution
arrangements increases. Can ODRL specify compensation
rights for people who redistribute but do not modify rights-
managed content, and can it specify alternative currencies?

(Incidentally during the “Great Ebook Boom of March,
20007, when Stephen King’s published his ebook “Riding the



Bullet [14], I tried to determine how much redistribution was
actually happening. To my surprise and dismay, there was
relatively little. A survey suggested the reason--many of our
customers told us they thought that that “wasn’t allowed”,
even though our marketing materials explicitly encouraged
them to pass copies to their friends. So one reason we were
interested in compensating redistributors was to create some
pro-copying propaganda to counter industry brainwashing that
implies, with misleading simplicity, that copying violates
copyrights.)

VII. TRACKING INFORMATION FLOWS?

In order to compensate users for redistributing our products,
we would need a good way of tracking redistribution. As a
would-be “information ecologist” this was of great interest to
me for other reasons as well.

First, I think that tracking the flow of digital objects and
activities is a huge scientific opportunity. A field biologist
once told me that hydrologists sometimes map Biscayne Bay
in Florida by dropping thousands of oranges into the water,
and taking aerial photos a day later. Because oranges float
just beneath the surface and drift with the currents, the aerial
photos capture a huge “map” marked out in orange-dotted
lines. The lines trace water currents; interruptions in the lines
show shipping lanes, deviations in the lines provide clues to
submerged topographies, and so on. The shapeless murk of
Biscayne Bay is illuminated and articulated simply by tracking
the flow of waterborne objects through the system.

We live in a transparent, sea of cyberspace, and for the first
time in history the flow of information through that sea is
trackable and accessible over a global, growing Internet. This
is a major development in the multi-billion year history of life
and mind, and it is happening in our lifetimes. It is a big
story, and a big scientific opportunity.

Second, as a sometime entrepreneur | think that tracking
documents and information transactions will be a big business
opportunity. When the information economy is as significant
as the physical economy, “infonomic indicators” should be as
important and as valuable to economists and market analysts
as balance of trade statistics, the Dow Jones Industrial Index,
etc. etc.

This raises further questions for rights-language developers.
Can ODRL allow content owners or superdistributors to claim
ownership of valuable tracking data that are by-products of
data-transactions, but not embodied in the rights-managed
digital object itself?

VIII.

Not surprisingly, my ideas about how to track information
flows came from biology [2]. By exploiting the fact that each
individuals genetic code is unique yet similar to that of close
relatives, biologists have recently learned to reconstruct
amazingly precise lineages of descent (pedigrees) going back
hundreds of generations. These techniques have produced
profound advances in biology, ecology, medicine,
pharmaceutics, forensics, etc. Similarly significant advances
would probably follow from a comparable system for
reconstructing digital pedigrees of redistributed and evolving

TRACKING INFORMATION FLOWS: HOW?

digital objects. After all, digital objects are increasingly the
DNA of civilization.

One way to make digital objects trackable is record
document transformations, reproductions, and the current
context of use in a data field embedded within the object.
Each time the object is accessed, we can check to see if the
current context matches a previously stored fingerprint of the
context, and if it does not, we can know that the object has
been moved to a new context. In that case, we can append the
new context fingerprint to the data field (thus preserving
lineage information) and update our record of current context.
In this way (and there are other ways) each digital object
could have a family tree that would allow us to trace
redistributed objects back, through all of its intermediary
stages and users, to the original source. Then we can examine
those data objects “in the field,” or monitor their passage
through mail servers, or have them periodically “phone home”
to databases, and cross-reference with other data about
purchases, purchasers, etc.

Does ODRL allow us to assert rights over, and prohibit
tampering of, portions of a document that are intended to
change, randomly or in a directed fashion, over time?

IX. REDISTRIBUTION AND THE PRIVACY PROBLEM

Document tracking also raises profound ethical issues. |
suspect that a lot of redistribution tracking is already
happening, but that it is unpublicized because document
tracking invades the privacy of those who receive files as well
as those who send them. It’s a serious concern--suppose right-
to-lifers used this methodology to identify and harass women
to whom friends forward documents on abortion counseling?
And recommended best practices are of little help: even if
senders are informed about corporate privacy policies and
allowed to specify the uses to which their personal data might
be put, recipients of redistributed documents have no such
choice or control.

I think digital rights management languages could be
pressed into service here. Since the privacy problem has
become a digital data problem, why not treat personal data as
intellectual property owned by the people to whom it applies?
If each us owned our personal data, each of us could use rights
languages, copyright laws, and rights management systems to
protect our privacy, fatten our wallets, and/or heighten public
awareness of intellectual property law. The masses would
benefit from the growing power of intellectual property law,
and we could encourage people to make valuable data
available and marketable. (Does ODRL allow users to assert
ownership of data generated by their handling of a given
document?)

A number of organizations have envisioned an anonymizing
infomediary service, a “Personal Information Trust” (PIT),
which collects, protects, and optionally sells anonymized
personal information data in such a way that marketers could
communicate with specific individuals (with consent under
specified conditions) without learning the individual’s
identities, and in such a way that each individual could
discontinue that communication at any time. Essentially the
PIT would be a “go-between” or “Swiss bank account” that



could increase the value, and decrease the liabilities, of
personal information by pooling information from diverse
sources and by making a market for information buyers and
sellers. [15]

The economics and ecology of the PIT would be quite
interesting, because isolated snippets of data become more
informative and therefore more valuable when they are
commingled with other data in the PIT. This would allow the
PIT to pay information deposits, and each information
purchase would be add still more value to the PIT because
data the information purchases are themselves valuable. A
healthy PIT, like a healthy ecology, could actually “clean” the
personal information environment by creating a value-gradient
that would cause personal information to aggregate in the
value-enhancing, privacy protecting, database, where it would
earn money for the PIT and for the people it represents,
through the sale of data and permission to contact targeted
consumers.

While one can imagine many models for the governance,
economics, and regulation of the PIT, the initial questions for
rights language developers are clear. Can ODRL be applied to
data generated by information transactions between and
among individuals, marketers? Does it allow individuals to
specify the conditions under which they are willing to be
contacted by marketers, or to let marketers or analysts make
use their personal data (anonymized or otherwise) for other
purposes?

X. EVOLVING DIGITAL LIFE

As | said earlier, living things don’t just move from place to
place. They reproduce, they spread, and they evolve. So far |
have argued that digital objects can reproduce, can spread, and
can be profitably tracked much like living things. | now want
to suggest that its just a matter of time before they are
“genetically engineered” to evolve and adapt through a
process very much like natural selection.

Consider the case of a computer program that runs in “demo
mode” for a certain number of minutes before demanding that
the user purchase a “professional license”. What is the right
number of minutes? This might be hard to predict, and might
vary from one market niche to another. But (1) if the number
of minutes is controlled by a mutatable data field, and if (2)
the number of minutes influences the probability that users
will copy and redistribute the product, then the number of
minutes should evolve, through random mutation and
differential reproduction, toward values that maximize the
likelihood of redistribution.

Thus, by putting functional aspects of a digital object under
the control of mutatable code embedded in a frequently copied
object, the conditions for natural selection could be created.
We would want to select functional aspects that might affect
the utility or attractiveness of a product, and we would want to
constrain the degree of functional variation so that mutations
could not have unacceptably negative (or fatal) effects. But
even within such constraints there are many ways we might do
this.

Of course, natural selection maximizes reproduction and this
may not maximize purchasing, which is what product creators

probably care about. But there are ways in which we might
select mutations for purchase-encouragement rather than for
copy-encouragement per se (see [2], columns 11 and 12).

The point is that in the long run, the difference between
software and biology may become vanishingly small.
Differential reproduction of inheritable characteristics — may
eventually become another tool in the toolbox of the software
engineer and the information marketer. If and when that
happens, a new chapter in the billion-year history of life and
life-like evolution may have begun. Indeed, in retrospect, we
may conclude that the new chapter has already begun.

The last few decades brought us several digital revolutions,
the open source software movement, the spam explosion, the
copyright and patenting of DNA sequences, genetic
algorithms, the onslaught of computer viruses and worms, and
the emergence of a global information network. All of these
things are driven by the “out of control” replication and
propagation and evolution of digital objects, many with
significant commercial value and social significance. It is the
presumptive function of rights management languages to
describe and facilitate the regulation or husbandry of these
phenomena.

In this sense, rights management languages are themselves
among the most interesting recent developments in the primal
soup that constitutes today’s information ecology. It will be
interesting to see how well rights management languages can
be designed for adaptive evolution.
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