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User‐Controllable 
Location Privacy

Lessons from the Development and 
Deployment of Location Sharing Apps



 

User-Controllable Security & Privacy
! Users are increasingly expected to set up security 

and privacy policies: 
! Home computer

! Flatter, more agile organizations

! Social networks

! Yet, we know that they have great difficulty 
doing so
! Potential vulnerabilities

! Can we develop solutions that help them?



 

Mobile Social Networking Apps As a 
Case Study

! Desire to share data with others

! Mitigated by privacy concerns

! Location sharing as a “hot” application
! Tens of apps over the past several years

! …but adoption has been slow



 

Location Sharing Technologies



 

LOCACCINO
! Gives us access to detailed usage data

! Allows us to experiment with different technologies

! Several thousand downloads over the past year

! Departs from commercial apps:

! More expressive privacy settings

! Auditing functionality

! New technologies (e.g. UCPL)

! Available on Android Market and Nokia Ovi store



 

Ongoing Work
! Canonical default policies can help reduce user burden

! Designing expressive security and privacy policies
! Explains in part the slow adoption of today’s location 

sharing apps

! User Controllable Policy Learning offers the promise 
of reconciling the benefits of machine learning with the 
need for users to remain in charge

! Nudging Users towards safer practices



 

Can You Find a Default Policy?
! Location sharing with members of the campus community – 

30 different users
Green: Share
Red: Don’t



 

Methodology for Designing Expressive 
Policies

! Collect ground truth preferences for a 
representative sample of the user populations

! For different levels of expressiveness, compute the 
expected efficiency of the policies users would be 
able to define
! Assume rational users

! Search algorithm to identify optimal policies

! Select among different levels and types of 
expressiveness based on the above
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Types of Restrictions
! Friends Only (49.4%)
! Granularity (11.2%)
! Blacklist (15.7%)
! Invisible (33.7%)

9

% of applications
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Privacy Controls
! Best mitigate the greatest expected risks

– Blacklist (16%)
– Granularity (12%)
– Group-based rules (12%)
– Location-based rules (1%)
– Time-based rules (1%)

10

% of applications



 

Average Time Shared with Various 
Groups, Determined by Settings



 

User-Controlled Policy Learning (patent pending)

! Learning traditionally configured as a “black box” 
technology

! Users are unlikely to understand the policies they end 
up with
! Major source of vulnerability

! Can we develop technology that incrementally suggests 
policy changes to users?
! Tradeoff between rapid convergence and maintaining 

policies that users can relate to



 

User-Controlled Policy Learning (patent pending)



 

Future Work
! Nudging Users towards safer practices

! “Soft paternalism”
! Can we provide users with feedback that nudges them 

towards safer practices
! Can we identify default policies that are biased 

towards safer practices?
! How do users respond to this in practice?
! Joint work with Alessandro Acquisti and Lorrie Cranor



 

Expressiveness in Location Sharing

! Users have complex privacy preferences
! Simple “white list” approaches only capture a 

small fraction of scenarios
! Application becomes less useful: users err on the 

safe side -> little sharing
! Time and location are important attributes

! Other attributes still to be quantified

! Default policies are not easy to find but can help



 

Q&A
Research funded by the US National Science Foundation, the US 
Army Research Office, CMU CyLab, Microsoft, Google, Nokia, 
FranceTelecom, and ICTI

#e User-Controllable Privacy Platform on top of which Locaccino
is built is now commercialized by Zipano Technologies.
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