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Implementations

iOS 4
Firefox 3.6
Chrome 6
Opera 10.6




Critical Framework

® Accessibility: Can the end-user access
options and information pertaining to
privacy!?

® Control: Does the system afford control
over privacy settings! How much!?

e Confidentiality: Does the system afford
anonymity or alternative means of
protecting their privacy!
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Browser geclocation test
If your browser supports HTML 5 geolocation functionalty, and
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Browser geclocation test
If your browser supports HTML 5' geolecation functionality, and

NO indication a_s to hOW you allow this page to have access to your location, a breakdown

of the data provided will be displayed telow.
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I Ocati O n i S bei ng d e rived » Privacy-conscious web users, <o you know exactly the kind of

Modal i “http/benwerd.com*’ Would
Oda prompts. user Like To Use Your Current
cannot explore page. Location

e —
Risk “click fatigue” Don’t Allow

No link to privacy policy




iOS 4

Privacy Policy 3 Levels
deep

~50 pages (!)

No links, search, send
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Reset All Settings

Resets all location warnings

Erase All Content and Settings

Reset Network Settings

Reset Keyboard Dictionary
Reset Home Screen Layout

Reset Location Warnings




iOS 4

Location services indicator!

ogle
e




iOS 4

® Accessibility: Not very. Modal dialog.

Hard to find privacy controls and policy.
Indicator is helpful!

e Control: kinda. Requires full reset. No
control over provider (ability to lie).

¢ Confidentiality: Kinda. Location
services can be disabled + Airplane mode.




Firefox

e channy.creation.net wants to know your

. Share Location Don't Share B EEHEUEACIR G
location. Learn More... =

® Non-modal
® Allow, Deny, remember.

® Access to privacy policies.




Firefox - Location
Provider

Preference Name A Status Type Value B
geo.wifi.access_token.https://www.goo... user set string 2:9mLYwbnLG333WQiV:2bu7vulPBLWtzP9_
geo.wifi.access_token.https:/ /www.goo... user set integer 1275637331

geo.wifi.uri default string https://www.google.com/loc/json

Filter: | Q wifi

® Not very accessible:“about:config”




Firefox

® Accessibility: Hard to find. Lacks way of
managing sites. No indicator.

e Control: Yes, but advanced options are
hidden. Hard to change.

e Confidentiality: Hard. Ability to disable
and change provider.




\Tz 127.0.0.1 wants to know your current location. Share My Location Deny | ] Remember my choice for this si

® Non-modal

® Allow, deny, remember.

® No access to privacy policies!




Opera - First time

geolocation test 00001 - Opera
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\‘ly Before enabling geolocation, please read the following terms and conditions: Terms and Conditions |

Geolocation With Opera

is requested, Opera redetermines the location data.

The data passed to Google includes location data, plus a
random client identifier (opera:config=Geolocation
AccessToken) assigned bv Google, that expires after 2

weeks. The client identifier is used to distinguish requests, not
® Afte r ac C e Pt’ I ac I(S to identifv vou. The data passed to Google is governed by
3 N Google's own Privacv Policv.
way to view privacy

The location information sent to the Web site is governed by
. the Web site's privacy policv. It is the responsibility of the
PO I I CY’ Web site to dispose of this information in a way that is
consistent with the W3C's Geolocation APT Specification.

Opera Software's Privacv Statement

[V Accept terms and conditions, and enable geolocation.

| Accept I Ask Me Later




Opera - Location
Provider

gIXKIXdWJBNe3PJx: y4uavV_tTNwNJGX

® Not very accessible: “opera:config”
® Provides decent control

® |[acks info about choices




Opera

e Accessibility: Yes. One click. But lacks
good way of managing sites.

e Control: Yes, but advanced options are
hidden.

o Confidentiality:Yes, ability to disable
and change provider.




® Non-modal

® Allow (forever), deny.

® Access to privacy policies.




This page contains elements from the following
sites that are tracking your location:

127.0.0.1

L ]
. I n d I Cato r Clear these settings for future visits
('Manage location settings... )

® One click access

® Good control over sites

' Site Action
® Embedded components [ ow
embedded on software.hixie.ch Allow
channy.creation.net Allow
embedded on software.hixie.ch Allow
dev.w3.org Not set
embedded on software.hixie.ch Allow




Chrome

e Accessibility: Yes. One click. But lacks
good way of managing sites.

® Control: Yes. But no control over
provider.

e Confidentiality:Yes. But no ability to
change provider?




Do we need...

® Further standardization of Ul?

® TJo leave it to the market!?




