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Abstract: While the ISO/IEC 24727 series of standards [ISO24727] initially were 
meant to define architectures and application programming interfaces for 
electronic identity cards (eID) only, it has become clear in the mean time that the 
web service based architecture is powerful enough to serve arbitrary web 
applications and security tokens. As there are already many initiatives around the 
globe (e.g. in the USA, Australia and Europe) which are about to use this standard 
in major eID-projects, it may be expected, that this standard will provide a major 
contribution for global eID interoperability and will become widely adopted in 
near future. On the other hand there is an ever increasing trend for mobility and the 
ubiquitous use of portable devices as well as first national eID-projects, which 
support mobile devices such as PDAs, Netbooks and mobile phones. Therefore it is 
natural to investigate how ISO/IEC 24727 may be used with mobile devices. The 
present contribution provides a brief overview of this standard and discusses 
different options for using this standard to develop secure mobile web applications. 
Furthermore it emphasizes the interrelationships between secure tokens, mobile 
devices and internet-based e-government services. 

1 Introduction 

Against the background of the US Government Smart Card Interoperability Specification 
[NIST-GSCIS] and the activities around the Personal Identity Verification (PIV) 
program [NIST-PIV] the National Institute of Standards and Technology (NIST) 
initiated the development of the ISO/IEC 24727 series of standards (cf. [ISO24727], 
[NIST-SMP]) which defines architectures and application programming interfaces for 
electronic identity cards (eID). This standard will also be adopted by the Australian 
Government (cf. [AGIMO-AGSF]) and it forms the basis of the European Citizen Card 
Application Interface specification [CEN15480] and the German eCard-API-Framework 
[BSI-TR03112]. Therefore it may be expected, that ISO/IEC 24727 will play a major 
role in global eID interoperability and will become widely adopted in near future, as it 
captures government employee (e.g. in the U.S., PIV) as well as eHealth and other eID-
based citizen services  (e.g. Australia and Europe). 

On the other hand there is an ever increasing trend for mobility and the ubiquitous use of 
portable devices (cf. [WCIS], [MC07]) and first national eID-projects are supporting 
portable devices (cf. [A-SIT-ACC], [B-WPKI-F]). Therefore it is natural to investigate 
how ISO/IEC 24727 may be used with mobile devices.  



The present contribution provides in Section 2 a brief overview of the ISO/IEC 24727 
architecture and discusses in Section 3 different options for using this standard in a 
mobile environment. Section 4 will provide a brief overview about the status of major 
eID-projects in Europe and Section 5 summarizes the main aspects of the present 
contribution and draws conclusions. 

2 ISO/IEC 24727 in a nutshell 

The architecture defined in Part 1 of [ISO24727] assumes that a Client Application uses 
the functionality of cryptographic tokens using the Service Access Interface defined in 
Part 3 of the standard series.  

This interface comprises generic functions which allow to establish (cryptographically 
protected) connections to card-applications, manage those card-applications, store and 
retrieve data, perform cryptographic operations, manage the related key material (so 
called Differential-Identities (DID)) and manage access rights for data, keys and services 
provided by card-applications.  

The Service Access Layer (SAL) maps the generic requests at the Service Access 
Interface to APDUs of the Generic Card Interface defined in Part 2, which allows a 
subset of the commands and options defined in [ISO7816] (Part 4, 8 and 9). If the 
cryptographic token does not support those standard-commands directly they may be 
translated by the Generic Card Layer before they are sent to the Interface Device (IFD) 
Layer using the Transmit-command, which is – as other IFD-related commands in the 
IFD-API – defined in Part 4 of [ISO24727].  

Furthermore there is a “dispatcher”, which redirects web service requests to remote 
software stacks and establishes trusted channels e.g. using [RFC4346], if required. The 
dispatcher may support different web service bindings, such as [SOAP-v1.1] or [PAOS-
v1.1].  

The ISO/IEC 24727 architecture is extensible in two ways. First it allows the execution 
of arbitrary card-application services using the SAL-functions ExecuteAction and 
CardApplicationServiceDescribe. Second it supports arbitrary cryptographic 
(authentication) protocols because all DID-related functions have generic parameters, 
which are of an “open type”, which is protocol dependent. We will return to the second 
alternative in Section 3.2 when we sketch such a “protocol” tailored for mobile devices.  



 
Figure 1: ISO/IEC 24727 Architecture 

3 Using ISO/IEC 24727 with mobile devices 

Depending on the use case and the capabilities of the mobile device there are various 
possible integration scenarios. Among those we will focus on two cases, which seem to 
cover a large proportion of currently available mobile devices:  

• Cell phones with support for JavaTM Mobile Edition (JME) (see Section 3.1) and 
• other devices within a Mobile Signature Services (MSS) based architecture (see 

Section 3.2).  

3.1 JavaTM Micro Edition based solution 

The JavaTM Micro Edition (JME) is the dominating open platform for cell phones. Since 
everything has started in the year 2000 with the definition of the Mobile Information 
Device Profile (MIDP) [JSR271] the platform has grown over the years and is nowadays 
covering a wide variety of functionality. The basic stack is defined within the Mobile 
Service Architecture (MSA) [JSR248] and the Connected Limited Device Configuration 
(CLDC) [JSR139]. Additionally, a couple of additional Java Specification Requests 
(JSR's) are adding specific functionality to the basic platform. In the context of eID, the 
following JSR's are especially important: 

• JSR 177 (Security and Trust Service, [JSR177]) is defining the interface to an 
embedded security element (e.g. SIM), 

• JSR 257 (Contactless Communication API, [JSR257]) defines the interfaces for 
contactless communication (RFID, NFC) and 

• JSR 279 (Service Connection API for JavaTM ME, [JSR279]) offers the functionality 
to use and offer web services on a mobile device. 



Figure 2 shows the interaction of the different software components with the security 
element (e.g. SIM card), the eService and an eID token.  

 

Figure 2: JavaTM Micro Edition based Architecture 

In an ISO/IEC 24727 environment, the eService will use the standardized web service 
interfaces to communicate with the mobile device. To support complex protocols, like 
the General Authentication Procedure defined in [BSI-TR3110], the mobile device 
should offer the Service Access Interface and the IFD-Interface as web service. In the 
future, the goal should be to define a JSR, which is adding the ISO/IEC 24727 interfaces 
to the JME platform. In the meantime, a client application on the device (MIDlet), which 
is based on the above listed JSR's, can add the necessary web services by its own.  

3.2 Mobile Signature Service based solution 

In this case the integration will not take place within the mobile device but rather in the 
Service Access Layer (SAL) of the Application Provider (AP). This SAL has a “virtual 
card-application” embedded, which allows to communicate with a Mobile Signature 
Service Provider (MSSP) using the messages defined in [ETSI-102204]. For this 
purpose there will be an MSS-specific ISO/IEC 24727-protocol, in which the (keys of 
the) mobile users are represented as Differential-Identities.  

 

Figure 3: System architecture for MSS-based solution 



In the presentation we will sketch how the main functions of [ISO24727] Part 3 map to 
functions defined in [ETSI-102204]1. 

4 Status on Secure Token, example European Citizen Card  

8 of 27 EU member states have electronic eID cards until end of CY´08 in use, with 
Spain (2006), Portugal (2007); Italy (2006), Belgium (2005), Austria (2004), Finland 
(2002), Sweden (2005) and Estonia (2004). All eID programs are based on 2-factor 
authentications. Since 2004 there are ongoing standardization efforts to develop 
[ISO24727] and the closely related European Citizen Card standard in order to 
normalize identification, authentication and signing with security tokens, such as eID 
cards. In addition to the standard developments there are concrete plans by some EU 
member states, like France (for 2009), Germany (for 2010) and Poland (for 2011), who 
will implement this standard in the upcoming national eID-card programs. Flanking to 
this activity the EU Commission has started in June 2008 a pan-European 
interoperability program, to realize eID-interoperability across borders2 and it may be 
expected that ISO/IEC 24727 and the closely related European Citizen Card 
specifications will play a central role in this project. 

5 Conclusion 

In the current paper we briefly recalled the ISO/IEC 24727 architecture [ISO24727] and 
sketched two possibilities how this software stack may be used with mobile devices, 
which either support the JavaTM Mobile Edition (JME) platform (see Section 3.1) or the 
Mobile Signature Services interfaces (see Section 3.2). While the ISO/IEC 24727 
interfaces can be easily supported in both cases, the JME-based variant seems to be 
especially interesting for future developments, as it does not require a special provider 
infrastructure and may support a broader variety of NFC-related use cases in the future.  
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