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The Challenges



Phishing



Advance Fee Fraud



Avian Flu



Climate Change
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Is EV the Answer?



You Decide



Are these the 
questions?



No



The real question



Accountability



Accountability 
≠

Security



Accountability 
Enables
Security



Internet Circa 1980
No Commerce
No Firewalls

No Cryptography



Accountability



The Glue



Internet Today



Impersonation



Is it safe?



2 Problems



Problem #1



Could you make that a bit bigger?



OK make it really big



Problem #1
Can’t see when its safe



Problem #2
Its not safe when its safe



Domain Validation



Sufficient?



Sufficient?



Objectives

Improve Accountability

Increase Confidence

Inform the suspicious user



Stretch Goal

Protect the naïve user



The E.V. Answer

Improved User Experience

Minimum Certificate Issue Criteria



Extended Validation 
In Internet Explorer 7



CA-Browser Forum



Minimum
Authentication Criteria

Establish the legal identity as well as the 
operational and physical presence of website 

owner

Establish that the website owner has exclusive 
control over the URL

Confirm the identity and authority of the 
individuals acting for the website owner, and 

that documents pertaining to legal obligations 
are signed by an authorized officer.



Revocation



Accountability



Opinion Letter



Extending the Model



Unincorporated 
Businesses



Domain Specific



Merchant Acquirer 
Agreement



Futures
Code Signing

Email



Futures
Logotypes

ABA Routing Number
Better Business Bureau Rating 

Virus Checking



Logotypes


