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Abstract

In this paper, we show that a clear separation between Access Control Deci-
sion and Access Control Enforcement helps in efficiently controlling accesses
to sensitive data, which is essential for information security and privacy.
This is particularly important when retrieving Personally Identifying Infor-
mation (PII) from database servers.

1 Introduction

The PRIME architecture implements a separation between Access Con-
trol Decision Function (ACDF) and Access Control Enforcement Function
(ACEF), which should help to respect the least privilege principle.

The base concept for implementing such a separation is a composite oper-
ation: when accessing personal information (e.g. a bank transfer), different
personal data are to be retrieved and processed in a single transaction. A
composite operation is a pattern of accesses that represent a complete trans-
action. Using this concept, the decision can be taken at a coarse grain level,
where the semantics of the request can be used to take the decision, while
the enforcement can be done at a fine grain level, (e.g., each elementary ac-
cess to a PII—Personally Identifying Information), so that only legitimate
accesses are granted.

But this separation between ACDF and ACEF raises interesting research
problems: how to recognize if a particular access is compliant with a positive
decision, i.e., is the access necessary for the execution of an authorized oper-
ation, or is the operation execution doing more than what is legitimate? So
it is necessary to analyze the consistency between functionality requirements
(what accesses are necessary for the execution of the operation), security and
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privacy objectives (what properties must be guaranteed?), and policy rules
(how to decide if an operation is legitimate or not?).

The proposed research aims also to go further than the current PRIME
architecture paradigm, which results from some trade-off between efficiency
and constraints on the development of PRIME modules and applications:
even if PII access is the most important point of access control enforcement,
it would be interesting to analyze how more stringent approaches, such as in-
formation flow control, could be developed to cope with privacy and identity
management requirements. There are many information flow control mod-
els, but very few mechanisms have been proposed to enforce them. More
research is thus needed on this area.

2 Privacy-enhancing access control

There is no privacy, and identity management is of no use, if the privacy and
identity management policy is not enforced. This is particularly important
for servers processing personal information, but this is also true on the
user side to protect the identity management functions against malicious or
erroneous code.

Strong access control enforcement is thus necessary to prevent personal
information leakage due to accidental events (software bugs, user or op-
erator mistakes) or malicious actions performed by hackers or disgruntled
employees.

2.1 Current status

The first analysis of the relations between access control decision and access
control enforcement has led to the definition of the access control module in
the current PRIME architecture, with the definition composite operations,
and the corresponding authorisation proofs for interaction between decision
and enforcement.

The control flow of a typical transaction, as shown in Figure 1, is the
following:

1. the user asks the Access Control Decision Function to grant rights for
a composite operation.

2. the ACDF, based on security and privacy policies, computes the deci-
sion concerning the requested accesses.

3. if the decision is positive, the user is permitted to access data: ACDF
sends a decision identifier (DiD) to the user, and generates autho-
risation proofs that are sent to ACEF (Access Control Enforcement
Function).
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Figure 1: Simplified schema of Access Control in PRIME

4. when the application performs the operations (i.e. accesses PII— Per-
sonally Identifying Information), it sends with its requests the provided
DiD, and the ACEF can verify if every access is part of the requested
transaction, by using the authorisation proof.

A first method to create composite operation templates has been devel-
oped, and can be applied on simple examples. These templates are statically
defined both for composite operations and for authorisation proofs, and cor-
respond to classical patterns of accesses to PII.

2.2 Current ACEF Research in PRIME

In order to have a more complete solution, we are currently working on
improving the above-presented solution in different aspects:

1. Analyze the correspondence between authorization decision and de-
tailed operation execution, both on practical examples (code analysis)
and at an abstract level (specification and development of application
modules).

2. Develop methods and tools to create templates of operation executions,
necessary for the automatic generation of authorization proofs (the
authorization proofs are generated when an ACDF decision is positive,
and checked by the ACEF for each access to a PII). The creation of
templates can be done manually or possibly automatically through
code analysis, but it is desirable to create them at a more abstract level,
since this could help to verify (possibly formally) the consistency of the
execution requirements (abstracted in the template) with the privacy
and security objectives and the policy rules. Research is needed for
that, since no state-of-the-art techniques exist so far.
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3. Experiment these methods and tools on realistic examples, such as the
PRIME applications prototypes.

4. Analyze approaches and techniques to strengthen enforcement mech-
anisms, by using access control mechanisms provided by open-source
operating systems, possibly by improving them with hardware sup-
port (X86 rings, TPM, smartcards, ). If new promising solutions are
discovered, implement and experiment them in a prototype.

5. Analyze approaches and techniques to complement the enforcement
mechanisms in protecting PII, in particular against privileged users.
At least three approaches are proposed by PRIME partners: crypto-
graphy-based sticky policies attached to PII (approach developed by
HP Labs); policy-based cryptography (approach developed at Eure-
com); fragmentation and scattering of sensitive information (approach
developed by LAAS-CNRS).

6. Analyze how information flow models, which have been developed
mostly for confidentiality in the defence domain and integrity in the
financial domain, can apply to privacy and identity management. For
example, in the lattice model, levels should probably correspond more
to trust than to confidentiality or integrity classification, while com-
partments could be corresponding to persons, or groups of persons.
For other models, e.g. non-interference or causality, the same adap-
tation to privacy has to be analyzed, and dedicated mechanisms have
to be invented to intercept and control information flows. The im-
plementation of these mechanisms would impact the architecture, of
course.

3 Conclusion

In this document, we briefly described the PRIME architecture for control-
ling accesses to personal identity information. This architecture separates
two functions: the decision function and the enforcement. The separation
permits to improve access control efficiency, by allowing a series of operations
to be part of a single composite operation with a more precise semantics.
We described a way to link decision and enforcement, by using authorisation
proofs, that help in ensuring consistency between decision and enforcement.

In order to have a complete privacy-preserving solution, more research is
needed, in particular in the generation of the above-mentioned authorisation
proofs, and in the strengthening of enforcement mechanisms.
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