Sending the Right Signals

Mike Beltzner, Phenomenologist

Mozilla Corporation



20min = 1200sec

® context




Background




Mozilla’s Core Beliefs

Internet helps people,
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security



Firefox Numbers

® 55 Million users worldwide

® |000+ community-contributed extensions
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What’s Next!?

® Firefox 2 -- Q3 2006



http://wiki.mozilla.org/Firefox2
http://wiki.mozilla.org/Firefox2

Sending the Right




First, read this book

® it's about how we, as a
species, are dealing with
the web

a unified theory of the
web

° existing philosophy s
X virtual world david weinberger

ERR, DIV by ZERO -

(i really got a lot out of this book. it may have helped that i read it while on vacation)


http://www.amazon.com/gp/reader/0738208507/ref=sib_dp_pt/103-3683358-3828615#reader-page
http://www.amazon.com/gp/reader/0738208507/ref=sib_dp_pt/103-3683358-3828615#reader-page

Then, read my paper

Papers:Sending the Right Signals - wiki.mozilla.org
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Personal tools
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Pape rs. Se n d I n g th e nght S Ignal S the spectrum: Practical security online often fails because u can be induced to

Help

Sending the Right Signals

Toolbox
support Web users to better

What lir g they deal.”

Related chang [edit]
S Jane, IRL —
Special pages

. I ‘ }t S COI I l Pa r< E r< Eal -WO rI d Jane traveling, and finds herself in an unfamiliar area. She turns a corner and sees a bank, a

corner store, and a taxi. She's hungry and wants to get back to her hotel, so she enters the bank,
uses her ATM card to withdraw some money, walks to the corner store and gets a local snack and
drink, and finally hops in the cab and heads off.

d vi | ld m
-
a n VI rtu a WO r ea n S How did Jane know that the bank could be trusted? How could she be sure that the food she was

about to buy wouldn't make her What convinced her that the taxi driver was on the level?

Q © In the physical world, there are a variety of signals that Jane can use to establish a sense of trust.
O r a ut e ntl ‘ atl O n Some of these signals ar al in form such as the architecture of the buildings, the cleanline
of the taxi, and fr E: E: < . g s are entirely conceptual such as bri

recognition. In all ¢ however, Jan g s based on levels of familiarity
Jane recognizes the name of the bank e will likely trust it completely. Jane may also decide to
trust the bank if she recogni the pattern of the name of the bank (i.e.: First National Bank of
Whereverland) or if its physical character match her mental image of a bank. There is a
chance that Jane will be fooled, but we tend to be very effective at pattern matching, and even
small inco encies would very likely ra suspicion.

. ledit]
Jane, Online

Jane returns home from traveling, and decides to go online and plan her next trip. After using a
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(reading the full paper is an exercise for the .. uh .. reader .. but I'd love to get your comments on it)


http://www.amazon.com/gp/reader/0738208507/ref=sib_dp_pt/103-3683358-3828615#reader-page
http://www.amazon.com/gp/reader/0738208507/ref=sib_dp_pt/103-3683358-3828615#reader-page

Fine, here’s a summary

® Jane, IRL, has rich signals to establish trust

o ) J °
® |ane niine, doesn t have these signals
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What can we do for




Requirements

® Be open to innovation

® Give the user choice




Leverage new features

® Updates to SSL interface

® Places (Petname, Trustbar)
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Write an extension

Trial by fire

Call it a “proof of
concept’ if you want / if
it helps to get funding

q

Coogle Safe Browsing Test Page

- (| http:/ fwww.google.com /tools/firefox/safebrowsing/phish-o-rama.html
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Google  swmws

If you're viewing this page in Firl
Forgery" alert on this page.

Learn More about the Google S

Web Forgery

This page is very likely to have been designed to trick users into
sharing personal or financial information. Entering any personal

information on this page may result in identity theft or other fraud.

more »

Get me out of here! Ignore this warning

you should see the "Web

2005 Google - Google Home




questions?
complaints?
donations!

beltzner@mozilla.com


mailto:lilly@mozilla.com
mailto:lilly@mozilla.com

