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Abstract
The Web Services MetadataExchange Primer is an introductory description of the Web Services MetadataExchange (WS-MetadataExchange) specification. This document describes the specification’s usage and features using numerous examples. The associated WS-MetadataExchange specification provides the complete normative description of the Web Services Policy language.
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1 Abstract

The WS-MetadataExchange specification provides a standard mechanism for acquiring, updating and propagating metadata relating to a Web service endpoint.  Web service metadata is the data that describes the Web service’s definition and capabilities. The specification places no restrictions on the types of metadata that may be delivered by the mechanisms defined by WS-MetadataExchange.  Typical examples of metadata are WSDL, schema or policies.
2 Introduction
This document, Web Services MetadataExchange Primer, provides an introductory description of the Web Services MetadataExchange protocol and should be read alongside the formal description contained in the WS-MetadataExchange specification.

This non-normative primer describes when and how the WS-MetadataExchange specification might be used by applications or enterprises that require a standard mechanism for delivering metadata between a client and Web service endpoint.
This document assumes a basic understanding of XML 1.0, Namespaces in XML, WSDL 1.1 and SOAP.

This document begins by describing WS-MetadataExchange usage scenarios and network actors.  Subsequent sections introduce the features of the WS-MetadataExchange protocol and describes these features in the context of concrete examples.

3 WS-MetadataExchange Actors

There are many network configurations that may involve WS-MetadataExchange.  This section describes a few core scenarios and illustrates the need for metadata to be passed between endpoints.
WS-MetadataExchange enables the delivery of all types of metadata associated with an endpoint (not just WSDL) in a standard mechanism enabling interoperability in a heterogeneous environment.  For example: WSDL schema, WS-Policy and WS-Policy Attachments.  It's also possible to get and put proprietary metadata formats using WS-MetadataExchange so long as the endpoints understand the format in question.
The following diagram shows the actors and relationships that may be typically involved in the most simple WS-MetadataExchange scenario.  This scenario might be used by a client in order to acquire the WSDL of the Service Endpoint as an alternative to the de-facto standard of targeting HTTP Get at the endpoint’s URL?WSDL.  WS-MetadataExchange provides a transport-independent mechanism for metadata delivery
[image: image1.emf]Service Provider

Service Endpoint

Service Client

WS-MetadataExchange

Service Endpoint Metadata

WSDL

Policies

Other 

Metadata

Schema

Policies

Policies


There is no restriction to when in a client's lifecycle it accesses metadata through WS-MetadataExchange.  For example, client tooling might exploit WS-MetadataExchange in order to acquire WSDL and policy information to generate the client.  Alternatively, a client could use WS-MetadataExchange to refresh the metadata that it holds for a provider endpoint in dynamic scenarios where this metadata may have changed.  
As with any data, the metadata returned from a WS-MetadataExchange request is a point in time snapshot of the endpoint’s metadata.  There is no guarantee as to how long this data is valid.

In the above scenario the client issues WS-MetadataExchange requests to the endpoint.  The endpoint's metadata resides with the endpoint and the endpoint may return the metadata that the client requested in-lined in the WS-MetadataExchange response. WS-MetadataExchange allows the client to specify the mechanism by which the metadata will be returned to it (in-lined or by reference) and also describes a standard mechanism for encapsulating multiple pieces of (potentially unrelated) metadata in a single 'Metadata Collection'.  This is a powerful concept because it enables the delivery of multiple pieces of metadata in a single request-response interaction at the client's request.
The client is not necessarily a simple client application.  For example, an ESB might act as the ‘client’ use WS-MetadataExchange to establish the capabilities of target endpoints and make routing decisions based on these capabilities.  In the following illustration, the ESB issues a WS-MetadataExchange request to available service providers in order to establish metadata indicating the capabilities of the endpoints. Based on this information, the ESB will perform subsequent routing decisions.
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Many companies are now moving towards central governance of disparate Web service endpoints in order to achieve a SOA that is more responsive to change.  In a large enterprise, it may be prudent for Web services to share metadata, and for a single copy of this metadata to be held in a central location. In addition storing sensitive metadata in a single location makes its security simpler.

WS-MetadataExchange provides a standard mechanism for a governance registry to pull metadata information from the endpoints that it is governing.  For example, a registry could 'harvest' the policies (WS-Policy and WS-PolicyAttachment documents) pertaining to the endpoints in its enterprise in order to ensure that the policies were held and governed centrally.  Alternatively, a Governance registry might extract schema or WSDL information about endpoints in its enterprise in order to govern this metadata in a central location.
The diagram below illustrates a scenario where the WS-Metadata client is a central repository using WS-MetadataExchange in order to 'harvest' or update metadata pertaining to endpoints in its governed enterprise.
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In a variation of the simple scenario, the endpoint might return a reference to a metadata resource representing the metadata, rather than the (in-lined) metadata itself.  In this case, it is then in the client's remit to acquire the metadata (via HTTP Get or WS-Transfer) when it is required in a separate step.  This is illustrated below:
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When an endpoint's metadata is not co-located with the Web service itself, WS-MetadataExchange provides mechanisms for clients to acquire the metadata of an endpoint without needing to know where the metadata is held - the location of the metadata can be resolved at runtime.  This eases administration and increases responsiveness to change.  The only information that the client requires in order to access the metadata of an endpoint using WS-MetadataExchange is the URL of the endpoint itself.
In cases where service metadata is centrally governed, WS-MetadataExchange allows clients to acquire an endpoint's metadata directly from the endpoint itself (without being aware that the metadata is not located locally).  In the scenario illustrated below, the service endpoint acquires the metadata from the central repository and returns it in-lined to the client.  The protocol that the service endpoint uses in order to acquire the metadata from the central repository is not specified.
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Once again, in a variation of the above, the endpoint might return a reference to the metadata resource that represents the metadata rather than the metadata itself.  In this case, it is then in the client's remit to acquire the metadata (via HTTP Get or WS-Transfer) from the metadata resource hosted on the metadata repository.  This is illustrated below.
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The WS-MetadataExchange specification also describes how metadata can be embedded within a WS-Addressing Endpoint Reference (EPR). Passing metadata within an EPR removes the requirement for additional network calls in order to resolve that metadata.  It is important to note that the metadata within the EPR is valid at the time of the EPR’s creation but may become invalid if the endpoint’s metadata was to change at a later date.

In the diagram below, the client holds an EPR representing the Service Endpoint.  The EPR also contains the metadata of the endpoint.  In practice the EPR can contain part of the endpoint’s metadata or reference(s) to the endpoint’s metadata.
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4. Indicating that an Endpoint shares its Metadata through WS-MetadataExchange

An endpoint can indicate that it shares its metadata information through the WS-MetadataExchange specification by attaching the appropriate WS-MetadataExchange policy assertion to the endpoint's policy subject. This could be achieved by implicitly attaching the WS-MetadataExchange policy within the endpoint WSDL which would be useful if clients had access to the WSDL through a mechanism other than WS-MetadataExchange.  In practice, it is likely that an endpoint using WS-MetadataExchange as its primary mechanism for exposing its metadata would advertise its support for WS-MetadataExchange through a WS-Addressing EndpointReference (EPR).  Metadata can be embedded within the EPR within the EPR’s wsa:Metadata element.  The mechanism by which the EPR is passed to the client is undefined by the specification.

The following syntax illustrates how support for WS-MetadataExchange by an Endpoint might be indicated in an EPR. (N.B. This example is lifted from the specification.)

Example 4.1: Indicating support for WS-MetadataExchange GetWSDL within an EndpointReference

(01) <wsa:EndpointReference ...>

(02)   <wsa:Address>http://services.example.org/stockquote</wsa:Address>

(03)   <wsa:Metadata>

(04)     <wsp:Policy>

(05)       <mex:MetadataExchange/>

(06)       <wssa:SOAP11/>

(07)     </wsp:Policy>

(08)   </wsa:Metadata>

(09) </wsa:EndpointReference> 

The policy on line [05] above indicates that the endpoint supports the minimum requirements for it to be compliant with the WS-MetadataExchange specification (line [05]).  In other words, it supports the GetWSDL operation only.  

Here's an example of an endpoint advertising more comprehensive support for the WS-MetadataExchange specification (lines [05] to [12]).  This endpoint provides full support for clients to access its metadata (via mex:GetMetadata) but does not support for updates to its metadata (mex:PutMetadata or mex:DeleteMetadata).  Lines [07] to [10] indicate the flavors of metadata that the endpoint makes available to its clients – in this case: WSDL schema, WSDL, WS-Policy and WS-PolicyAttachments.
Example 4.2: Indicating support for WS-MetadataExchange GetWSDL and GetMetadata within an EndpointReference

(01) <wsa:EndpointReference ...>

(02)   <wsa:Address>http://services.example.org/stockquote</wsa:Address>

(03)   <wsa:Metadata>

(04)     <wsp:Policy>

(05)       <mex:MetadataExchange>

(06)          <mex:GetMetadataSupported>

(07)             <mex:MetadataExchangeDialect Type=’xs:schema’>

(08)             <mex:MetadataExchangeDialect Type=’wsdl:definitions’>

(09)             <mex:MetadataExchangeDialect Type=’wsp:Policy’>

(10)             <mex:MetadataExchangeDialect Type=’wsp:PolicyAttachment’>

(11)          </mex:GetMetadataSupported>

(12)       </mex:MetadataExchange>

(13)       <wssa:SOAP11/>

(14)     </wsp:Policy>

(15)   </wsa:Metadata>

(16) </wsa:EndpointReference> 

The security of the WS-MetadataExchange operations may differ from the security of other operations advertised by the endpoint. The following example extends the one above in order to associate WS-SecurityPolicy with the endpoint's WS-MetadataExchange operations:
Example 4.3: Indicating security of WS-MetadataExchange within anEndpointReference

(01) <wsa:EndpointReference ...>

(02)   <wsa:Address>http://services.example.org/stockquote</wsa:Address>

(03)   <wsa:Metadata>

(04)     <wsp:Policy>

(05)       <mex:MetadataExchange>

(06)          <mex:GetMetadataSupported>

(07)             <mex:MetadataExchangeDialect Type=”http://www.w3.org/2001/XMLSchema/schema”>

(08)             <mex:MetadataExchangeDialect Type=”http://schemas.xmlsoap.org/wsdl/definitions”>

(09)             <mex:MetadataExchangeDialect Type=”http://www.w3.org/TR/ws-policy/Policy”>

(10)             <mex:MetadataExchangeDialect Type=”http://www.w3.org/TR/ws-policy/PolicyAttachment”>

(11)          </mex:GetMetadataSupported>

              <wsp:Policy xmlns:wsp="..." wmlns:sp="...">

                   <!-- Security Policies -->

(20)          </wsp:Policy>

(12)       </mex:MetadataExchange>

(13)       <wssa:SOAP11/>

(14)     </wsp:Policy>

(15)   </wsa:Metadata>

(16) </wsa:EndpointReference> 

To do: This example is in progress as I think it would be beneficial to have a real security policy lines [11]-[12] rather than a vague <Security Policies>.  It would be good to consider what level of security would be typically appropriate for WS-MetadataExchange and include that.  

5. Retrieving an Endpoint’s Metadata
5.1 Retrieving an Endpoint’s WSDL

The WS-MetadataExchange GetWSDL message may be targeted at an endpoint in order to retrieve the WSDL of that endpoint.  In order to acquire the endpoint's WSDL, a client issues the following SOAP message to a service endpoint. (N.B. This example is lifted straight from the spec)

Example 5.1: GetWSDL Request Message

(01)  <s11:Envelope

(02)     xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)     xmlns:wsa='http://www.w3.org/2005/08/addressing'>

(04)     xmlns:wst='http://www.w3.org/2002/ws/ra/edcopies/ws-tra'>

(05)    <s11:Header>

(06)      <wsa:Action>

(07)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetWSDL

(08)      </wsa:Action>

(09)      <wsa:To>http://services.example.org/stockquote</wsa:To>

(10)      <wsa:ReplyTo>

(11)        <wsa:Address>http://client.example.org</wsa:Address>

(12)      </wsa:ReplyTo>

(13)      <wsa:MessageID>

(14)        urn:uuid:1cec121a-82fe-41da-87e1-3b23f254f128

(15)      </wsa:MessageID>

(16)    </s11:Header>

(17)    <s11:Body>

(18)      <mex:GetWSDL/>

(19)    </s11:Body>

(20)  </s11:Envelope> 

The GetWSDL method does not allow the client to specify whether the WSDL is returned in-lined or by reference, although it is recommended that the WSDL be returned in-lined if possible.  The GetWSDL operation has the advantage, however, that it is required to be supported by all compliant implementations of the WS-MetadataExchange specification.

Assuming that the WSDL is returned to the client in-lined, the SOAP response will be of the following form (N.B. This example is lifted straight from the spec):
Example 5.2: GetWSDL Response Message containing WSDL in-lined
(01)   <s11:Envelope

(02)      xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)      xmlns:wsa='http://www.w3.org/2005/08/addressing'

(04)      xmlns:wsp='http://www.w3.org/ns/ws-policy'

(05)      xmlns:mex='http://www.w3.org/2002/ws/ra/edcopies/ws-mex'>

(06)    <s11:Header>

(07)      <wsa:To>http://client.example.org</wsa:To>

(08)      <wsa:Action>

(09)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetWSDLResponse

(10)      </wsa:Action>

(11)      <wsa:RelatesTo>

(12)        urn:uuid:73d7edfc-5c3c-49b9-ba46-2480caee43e9

(13)      </wsa:RelatesTo>

(14)    </s11:Header>

(15)    <s11:Body>

(16)      <mex:GetWSDLResponse>

(17)        <wsdl:definitions ...>

(18)          <!-- WSDL data removed for brevity -->

(19)        </wsdl:definitions>

(18)      </mex:GetWSDLResponse>

(19)    </s11:Body>

(20)  </s11:Envelope>

The provider service might return a reference to the WSDL (rather than returning the WSDL inlined as illustrated in the above example).  Here is an example of such a response:
Example 5.2: GetWSDL Response Message containing WSDL Reference
(01)   <s11:Envelope

(02)      xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)      xmlns:wsa='http://www.w3.org/2005/08/addressing'

(04)      xmlns:wsp='http://www.w3.org/ns/ws-policy'

(05)      xmlns:mex='http://www.w3.org/2002/ws/ra/edcopies/ws-mex'>

(06)    <s11:Header>

(07)      <wsa:To>http://client.example.org</wsa:To>

(08)      <wsa:Action>

(09)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetWSDLResponse

(10)      </wsa:Action>

(11)      <wsa:RelatesTo>

(12)        urn:uuid:73d7edfc-5c3c-49b9-ba46-2480caee43e9

(13)      </wsa:RelatesTo>

(14)    </s11:Header>

(15)    <s11:Body>

(16)      <mex:GetWSDLResponse>

(17)        <mex:Reference>

(19)               <wsa:Address>

(20)                   http://repository.example.org/wsdl/id_1794
(21)               </wsa:Address>

(22)               <wsa:Metadata>

(23)                 <wsp:Policy>

(24)                    <wst:TransferResource/>

(25)                  <wssa:SOAP11/>

(26)                </wsp:Policy>

(27)              </wsa:Metadata>

(29)        </mex:Reference>
(30)      </mex:GetWSDLResponse>

(31)    </s11:Body>

(32)  </s11:Envelope>

In the scenario above, the <mex:Reference> lines [17] to [29] describes an EndpointReference to a metadata resource that may be referenced by WS-Transfer.  The EPR policy (lines …) further highlights the endpoint’s support for WS-Transfer.

To do: Add subsequent WS-T exchange
5.2 Retrieving all the Metadata associated with an Endpoint

All the metadata associated with an endpoint may be retrieved by targeting the following SOAP request message and the Web service endpoint:
Example 5.4: GetMetadata Request Message

(01)  <s11:Envelope

(02)      xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)      xmlns:wsa='http://www.w3.org/2005/08/addressing'

(04)      xmlns:wsp='http://www.w3.org/ns/ws-policy'

(05)      xmlns:mex='http://www.w3.org/2002/ws/ra/edcopies/ws-mex' >

(06)    <s11:Header>

(07)      <wsa:To>http://services.example.org/stockquote</wsa:To>

(08)      <wsa:Action>

(09)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetMetadata

(10)      </wsa:Action>

(11)      <wsa:MessageID>

(12)        urn:uuid:73d7edfc-5c3c-49b9-ba46-2480caee43e9

(13)      </wsa:MessageID>

(14)      <wsa:ReplyTo>

(15)        <wsa:Address>http://client.example.org</wsa:Address>

(16)      </wsa:ReplyTo>

(17)    </s11:Header>

(18)    <s11:Body>

(19)      <mex:GetMetadata/>

(23)    </s11:Body>

(24)  </s11:Envelope>
The above request specified that the endpoint provide all of the metadata metadata that is visible to the client.  The endpoint’s metadata is encapsulated in a single metadata collection and returned.  Each metadata section within the mex:Metadata collection defines the flavor of the metadata within. 
In this example, the endpoint returns its schema and WSDL.  The WSDL has policy metadata embedded so the endpoint does not duplicate this metadata in WS-Policy and WS-PolicyAttachment format

To do: Add example response
5.3 Retrieving all the Policy information associated with an Endpoint

[This section is not complete- the examples aren’t quite right yet]

Policies applied to an endpoint may be retrieved as WS-Policy elements embedded within the endpoint's WSDL in accordance with the WS-PolicyAttachment specification (in which case the subjects to which the policies apply may be implicitly derived by the location of the policy in the WSDL).  Alternatively, an endpoint's policies may be represented in terms of a set of WS-Policy elements and separate ‘external’ WS-PolicyAttachments indicating the subjects to which the WS-Policy elements apply.  WS-MetadataExchange enables clients to acquire the policies of an endpoint in this latter format in a single or in multiple requests.

Acquiring an endpoint's policies in terms of its WS-Policies and WS-PolicyAttachments may be beneficial in circumstances where the client already has the WSDL for the endpoint.  If policy metadata is shared between endpoints, it may be preferable for a client to only get the wsp:Policy documents to which it is attached and cache these documents for use by other endpoints.  In this case, the client might first request the endpoint’s WS-PolicyAttachments using the SOAP message below:
Example 5.3.1 : GetMetadata Request Message to request Policy Attachments

(01)  <s11:Envelope

(02)      xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)      xmlns:wsa='http://www.w3.org/2005/08/addressing'

(04)      xmlns:wsp='http://www.w3.org/ns/ws-policy'

(05)      xmlns:mex='http://www.w3.org/2002/ws/ra/edcopies/ws-mex' >

(06)    <s11:Header>

(07)      <wsa:To>http://services.example.org/stockquote</wsa:To>

(08)      <wsa:Action>

(09)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetMetadata

(10)      </wsa:Action>

(11)      <wsa:MessageID>

(12)        urn:uuid:73d7edfc-5c3c-49b9-ba46-2480caee43e9

(13)      </wsa:MessageID>

(14)      <wsa:ReplyTo>

(15)        <wsa:Address>http://client.example.org</wsa:Address>

(16)      </wsa:ReplyTo>

(17)    </s11:Header>

(18)    <s11:Body>

(19)      <mex:GetMetadata>

(20)        <mex:Dialect Type='wsp:PolicyAttachment'

(21)          Content='http://www.w3.org/2002/ws/ra/edcopies/ws-mex/Content/Metadata'/>
(22)      </mex:GetMetadata>

(23)    </s11:Body>

(25)  </s11:Envelope>

Lines [19] to [23] define the GetMetadata request.  Line [20] defines the dialect of wsp:PolicyAttachment indicating that the client requires all the policy attachment metadata associated with the endpoint.  Line [21] identifies that the policy attachments should be returned in-line.

The following is an example response to the SOAP request:
Example 5.? : GetMetadata Response Message containing Policy Attachments
(01)  <s11:Envelope

(02)      xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)      xmlns:xs='http://www.w3.org/2001/XMLSchema'

(04)      xmlns:wsa='http://www.w3.org/2005/08/addressing'

(05)      xmlns:mex='http://www.w3.org/2002/ws/ra/edcopies/ws-mex'

(06)      xmlns:wsp='http://www.w3.org/ns/ws-policy'

(07)      xmlns:wst='http://www.w3.org/2002/ws/ra/edcopies/ws-tra'

(08)      xmlns:wsdl='http://schemas.xmlsoap.org/wsdl/'>

(09)    <s11:Header>

(10)      <wsa:Action>

(11)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetMetadataResponse
(12)      </wsa:Action>

(13)      <wsa:To>http://client.example.org</wsa:To>

(14)      <wsa:RelatesTo>

(15)        urn:uuid:73d7edfc-5c3c-49b9-ba46-2480caee43e9
(16)      </wsa:RelatesTo>

(17)    </s11:Header>

(18)    <s11:Body>

(19)      <mex:GetMetadataResponse>

(20)        <mex:Metadata>

(21)          <mex:MetadataSection Dialect='wsp:PolicyAttachment'

(22)             <wsp:PolicyAttachment>

(23)                <wsp:AppliesTo>

(24)                   <wsp:URI> 

(25)        http://services.example.org/stockquote.service
(26)                   </wsp:URI>

(27)                </wsp:AppliesTo> 

(28)                <wsp:PolicyReference URI='http://www.example.com/policies#SecurityPolicy1'/>  

(31)             </wsp:PolicyAttachment>
(32)          </mex:MetadataSection>
(21)          <mex:MetadataSection Dialect='wsp:PolicyAttachment'

(22)             <wsp:PolicyAttachment>

(23)                <wsp:AppliesTo>

(24)                   <wsp:URI> 

(25)        http://services.example.org/stockquote.portTypeOperation(UpdateStock) 

(26)                   </wsp:URI>

(27)                </wsp:AppliesTo> 

(28)                <wsp:PolicyReference URI='http://www.example.com/policies#MsgProtectionPolicy'/>  

(31)             </wsp:PolicyAttachment>
(32)          </mex:MetadataSection>

(33)        </mex:Metadata>

(34)      </mex:GetMetadataResponse>

(35)    </s11:Body>

(36)  </s11:Envelope>

Assuming that each WS-PolicyAttachment returned comprises a reference to the policy (rather than the policy in-lined), the client can now access the policies directly via the wsp:PolicyReference URIs  (lines …..) and then cache these acquired policies for future use.  Where a policy has already been acquired by the client for a particular reference, it does not to be acquired again.  Of course, the client must be aware that policies change and hence may require a mechanism to be notified of changes - but this is out of scope for the WS-MetadataExchange specification.
The client could pull the WS-Policy referenced from the WS-PolicyAttachments documents by issuing subsequent WS-MetadataExchange request to the service endpoint specifying the wsp:Policy/@Name 
to identify the required policy in the mex:GetMetadata request.  Here is the example SOAP message:

Example 5.? : GetMetadata Request Message to request Specific Policy Documents

(01)  <s11:Envelope

(02)      xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)      xmlns:wsa='http://www.w3.org/2005/08/addressing'

(04)      xmlns:wsp='http://www.w3.org/ns/ws-policy'

(05)      xmlns:mex='http://www.w3.org/2002/ws/ra/edcopies/ws-mex' >

(06)    <s11:Header>

(07)      <wsa:To>http://services.example.org/stockquote</wsa:To>

(08)      <wsa:Action>

(09)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetMetadata

(10)      </wsa:Action>

(11)      <wsa:MessageID>

(12)        urn:uuid:73d7edfc-5c3c-49b9-ba46-2480caee43e9

(13)      </wsa:MessageID>

(14)      <wsa:ReplyTo>

(15)        <wsa:Address>http://client.example.org</wsa:Address>

(16)      </wsa:ReplyTo>

(17)    </s11:Header>

(18)    <s11:Body>

(19)      <mex:GetMetadata>

(20)        <mex:Dialect Type='wsp:Policy'

(21)          Content='mex:Content/Metadata'
              Identifier='http://www.example.com/policies#SecurityPolicy1'/>
(20)        <mex:Dialect Type='wsp:Policy'

(21)          Content='mex:Content/Metadata'

              Identifier='http://www.example.com/policies#MsgProtectionPolicy'/>
(22)      </mex:GetMetadata>

(23)    </s11:Body>

(25)  </s11:Envelope>

Section to complete and above example needs updates/explanation
5.4 Firewall and Proxy Considerations
A service endpoint may choose or be required to return a reference to the Metadata requested by the client in GetWSDL or GetMetadata operations.  In this case the service endpoint must return a reference that takes into account firewalls/proxies between it and the client.  It's also important to note that references within the metadata itself must be adequately resolved to those that can be consumed by a client.  For example, a WSDL returned to a client may contain WSDL imports defining URIs that are not accessible by the client.

6. Updating (Putting and Deleting) an Endpoint’s Metadata 

Don’t want to spend time on this section until we are sure that this is not a feature at risk
7. Referencing Metadata

Propose moving the complete section 7.3 in the WS-MetadataExchange specification to here.  I have pasted the complete section in verbatim with minor changes that are indicated by deleted and added.

The following examples show how metadata might appear be referenced in various locations: 

Example 7-1: WSDL in an Endpoint Reference

(01) <wsa:Endpoint ...>

(02)    <wsa:Address> http://example.com </wsa:Address>

(03)    <wsa:Metadata>

(04)      <wsdl:definitions>

(05)        ...

(06)      </wsdl:definitions>

(07)    </wsa:Metadata>

(08)  </wsa:Endpoint> 

Example 7-1 shows an endpoint reference with the endpoint's WSDL embedded. This saves the user of this EPR from having to retrieve the WSDL. This same endpoint reference might have been constructed by using a metadata reference instead, as shown in Example 7-2: 

Example 7-2: WSDL reference in an Endpoint Reference

(01) <wsa:Endpoint ...>

(02)   <wsa:Address> http://example.com </wsa:Address>

(03)   <wsa:Metadata>

(04)     <mex:Location URL="http://example.com?wsdl"

(05)                     Type="wsdl:definitions"/>

(06)   </wsa:Metadata>

(07) </wsa:Endpoint> 

Example 7-2 shows the same endpoint reference but rather than embedding the endpoint's WSDL directly in the EPR a mex:Location is used to indicate that if the user of the EPR needs the service's WSDL then it can retrieve it from the specified URL. 

The following example WSDL shows how support for a particular feature might be indicated: 

Example 7-3: Feature Metadata in a Policy Assertion

(01) <wsdl:definitions>

(02)   ...

(03)   <wsdl:service name="stockQuote">

(04)     <wsdl:port binding="..." name="...">

(05)       <soap:address location="http://example.com"/>

(06)     </wsdl:port>

(07)     <wsp:Policy>

(08)       <wse:EventSource>

(09)         <wse:FormatName uri="http://www.w3.org/2002/ws/ra/edcopies/ws-evt/DeliveryFormats/Unwrap"/>

(10)         <wsdl:definitions>

(11)           ...

(12)           <wsdl:service ...>

(13)             ...

(14)             <wsp:Policy xmlns:wsp="..." wmlns:sp="...">

(15)               <sp:SymmetricBinding>

(16)                 <wsp:Policy>

(17)                   <sp:ProtectionToken>

(18)                     <wsp:Policy>

(19)                       <sp:SecureConversationToken ...>

(20)                         ...

(21)                       </sp:SecureConversationToken>

(22)                     </wsp:Policy>

(23)                   </sp:ProtectionToken>

(24)                 </wsp:Policy>

(25)               </sp:SymmetricBinding>

(26)             </wsp:Policy>

(27)           </service>

(28)         </wsdl:definitions>

(29)       </wse:EventSource>

(30)     </wsp:Policy>

(31)   </wsdl:service>

(32) </wsdl:definitions> 

This example shows the WSDL for a stockQuote service. As indicated on lines (08) through (29), this endpoint also acts as a WS-Eventing event source. The endpoint supports sending notification in the "Unwrapped" format - line (09). Line (10) through (28) provides the WSDL for the WS-Eventing features. In particular, lines (14) through (26) indicates that the WS-Eventing messages need to be protected using WS-SecureConversation. 

This example could have also been written by using metadata references: 

(01) <wsdl:definitions>

(02)   ...

(03)   <wsdl:service name="stockQuote">

(04)     <wsdl:port binding="..." name="...">

(05)       <soap:address location="http://example.com"/>

(06)     </wsdl:port>

(07)     <wsp:Policy>

(08)       <wse:EventSource>

(09)         <wse:FormatName uri="http://www.w3.org/2002/ws/ra/edcopies/ws-evt/DeliveryFormats/Unwrap"/>

(10)         <mex:Location URL="http://example.com/EventingWSDL"

(11)                        Type="wsdl:definitions"/>

(12)       </wse:EventSource>

(13)     </wsp:Policy>

(14)   </wsdl:service>

(15) </wsdl:definitions> 

In this case the embedded WS-Eventing WSDL that is supported by the stockQuote service has been replaced by a mex:Location element. The WSDL can now be retrieved via an HTTP GET to the URL specified on line (10). 
8. Embedding Metadata in an EndpointReference
WS-MetadataExchanges specifies how metadata associated with an endpoint may be embedded within its EnpointReference (EPR).  Embedding metadata within an EPR simplifies the acquisition of metadata by a service requester as it removes the need to additional calls in order to retrieve the metadata for an endpoint.

8.1 Embedding Policy in an EndpointReference

Policies specified by the wsp:Policy or wsp:PolicyReference present in the <wsa:Metatada> section of an EndpointReference apply to the all message exchanges using the endpoint referenced by the EPR.  Where policies must be applied at a more granular level (for example input/output message) this mechanism is not sufficient but the policies may be embedded in the EndpointReference by embedding the complete WSDL (ref next section).

For example:

Propose moving the example in section 8.6 in the WS-MetadataExchange specification to here.  I have pasted the examples in verbatim with minor changes that are indicated by deleted and added.

Example 8-6: Endpoint Reference with Associated Policy

(01) <wse:NotifyTo xmlns:wsa="http://www.w3.org/2005/08/addressing"

(02)               xmlns:wse="http://www.w3.org/2002/ws/ra/edcopies/ws-evt">

(03)   <wsa:Address>http://www.example.com/EventSink/OnPriceChange</wsa:Address>

(04)   <wsa:ReferenceParameters>

(05)     ...

(06)   </wsa:ReferenceParameters>

(07)   <wsa:Metadata>

(08)     <wsp:Policy xmlns:wsp="..." wmlns:sp="...">

(09)       <sp:SymmetricBinding>

(10)         <wsp:Policy>

(11)           <sp:ProtectionToken>

(12)             <wsp:Policy>

(13)               <sp:SecureConversationToken ...>

(14)                 ...

(15)               </sp:SecureConversationToken>

(16)             </wsp:Policy>

(17)           </sp:ProtectionToken>

(18)         </wsp:Policy>

(19)       </sp:SymmetricBinding>

(20)     </wsp:Policy>

(21)   </wsa:Metadata>

(22) </wse:NotifyTo>

Example 8-6 shows a WS-Eventing NotifyTo EPR that refers to the endpoint to which an event source sends notification messages. Attached to this EPR is a Policy (lines 8-20) that indicates that WS-SecureConversation needs to be used when sending messages to this endpoint.  
Note that in some cases the context in which an EPR appears might imply the version of SOAP that messages addressed to that EPR are to use. In this example, without an explicit use of the SOAP assertion, the Notifications will most likely be sent using the same version of SOAP that was used to carry the Subscribe message. 

8.2 Embedding WSDL in an EndpointReference

Propose moving the examples in section 8.1 in the WS-MetadataExchange specification to here.  I have pasted the examples in verbatim (below up to section 9) with minor changes that are indicated by deleted and added.

In example Example 8-1, a [WS-Addressing] endpoint reference contains WSDL metadata by value that identifies the binding used to access the service endpoint: 

Example 8-1: Endpoint reference with embedded WSDL metadata

(01) <wsa:EndpointReference

(02)     xmlns:wsa='http://www.w3.org/2005/08/addressing'>

(03)   <wsa:Address>http://services.example.org/stockquote</wsa:Address>

(04)   <wsa:Metadata>

(05)     <wsdl:definitions

(06)         name='StockQuote'

(07)         targetNamespace='http://services.example.org/stockquote'

(08)         xmlns:tns='http://services.example.org/stockquote'

(09)         xmlns:wsoap='http://schemas.xmlsoap.org/wsdl/soap/'

(10)         xmlns:wsdl='http://schemas.xmlsoap.org/wsdl/'

(11)         xmlns:wsp='http://www.w3.org/ns/ws-policy'

(12)         xmlns:msgs='http://services.example.org/stockquote/schemas

(13)         xmlns:xs='http://www.w3.org/2001/XMLSchema'>

(14)       <wsdl:import

(15)           namespace='http://services.example.org/stockquote'

(16)           location='http://services.example.org/stockquote/schemas'/>

(17)       <wsdl:portType name='StockQuotePortType'>

(18)         <wsdl:operation name='GetLastTradePrice'>

(19)           <wsdl:input message='msgs:GetLastTradePriceInput'

(20)                       name='GetLastTradePriceInput'/>

(21)           <wsdl:output message='msgs:GetLastTradePriceOutput'

(22)                        name='GetLastTradePriceOutput'/>

(23)         </wsdl:operation>

(24)       </wsdl:portType>

(25)       <wsdl:binding name='StockQuoteBinding'

(26)             type='tns:StockQuotePortType'>

(27)         <wsp:PolicyReference

(28)             URI='http://services.example.org/stockquote/policy' />

(29)         <wsoap:binding style='document'

(30)                  transport='http://schemas.xmlsoap.org/soap/http'/>

(31)         <wsdl:operation name='GetLastTradePrice'>

(32)           <wsoap:operation soapAction='http://services.example.org/stockquote/GetLastTradePrice' />

(33)           <wsdl:input name='GetLastTradePriceInput'>

(34)             <wsoap:body use='literal'/>

(35)           </wsdl:input>

(36)           <wsdl:output name='GetLastTradePriceOutput'>

(37)             <wsoap:body use='literal'/>

(38)           </wsdl:output>

(39)         </wsdl:operation>

(40)       </wsdl:binding>

(41)       <wsdl:service name='StockQuoteService'>

(42)         <wsdl:port name='StockQuotePort'

(43)                    binding='tns:StockQuoteBinding' >

(44)           <wsoap:address

(45)                 location='http://services.example.org/stockquote'/>

(46)         </wsdl:port>

(47)       </wsdl:service>

(48)     </wsdl:definitions>

(49)   </wsa:Metadata>

(50) </wsa:EndpointReference> 

Lines 5-48 show the way the WSDL of the Web service endpoint is included 'by value'. 

8.3 Embedding Metadata about the Metadata Resource in an EndpointReference

Example 8-2: Endpoint reference with embedded metadata about the Metadata Reference Resource
(01) <wsa:EndpointReference ...>

(02)   <wsa:Address>http://services.example.org/stockquote</wsa:Address>

(03)   <wsa:Metadata>

(04)     <mex:Reference Type="mex:Metadata" ...>

(05)       <wsa:Address>

(06)         http://services.example.org/stockquote/metadata

(07)       </wsa:Address>

(08)       <wsa:Metadata>

(09)         <wsdl:definitions ...>

(10)           <!-- WS-Transfer WSDL portType plus binding -->

(11)         </wsdl:definitions>

(12)       </wsa:Metadata>

(13)     </mex:Reference>

(14)   </wsa:Metadata>

(15) </wsa:EndpointReference> 

Example 8-2 shows an example of a Web service endpoint reference in which the Metadata element contains a single mex:Reference element to a metadata resource (lines 4-13) the representation of which is mex:Metadata as hinted by the value of the Type attribute (line 4). The metadata reference contains a Metadata element (lines 8-12) which contains the necessary metadata for interacting with the metadata resource through [WS-Transfer] operations. Since the mex:Reference is an endpoint reference to a [WS-Transfer] resource, the embedded metadata includes the [WS-Transfer] WSDL portType and the necessary binding information for communicating with that resource. 

Example 8-3: Endpoint reference with a reference to metadata about the Metadata Reference Resource
(01) <wsa:EndpointReference ...>

(02)   <wsa:Address>http://services.example.org/stockquote</wsa:Address>

(03)   <wsa:Metadata>

(04)     <mex:Reference Type='mex:Metadata'>

(05)       <wsa:Address>

(06)         http://services.example.org/stockquote/metadata

(07)       </wsa:Address>

(08)       <wsa:Metadata>

(09)         <!-- Ref to the WS-Transfer WSDL -->

(10)         <mex:Location URL='http://example.org/sq/TransferWSDL'

(11)                       Type='wsdl:definitions'/>

(12)       </wsa:Metadata>

(13)     </mex:Reference>

(14)   </wsa:Metadata>

(15) </wsa:EndpointReference> 

Example 8-3 shows an alternative way to represent Example 8-2. It shows an example of a Web service endpoint reference in which the Metadata element contains a single mex:Reference element to a metadata resource (lines 4-13) the representation of which is mex:Metadata as hinted by the value of the Type attribute (line 4). The metadata reference contains a Metadata element (lines 8-12) which contains the necessary metadata for interacting with the metadata resource through [WS-Transfer] operations. Since the mex:Reference is an endpoint reference to a [WS-Transfer] resource, the mex:Location element is a reference to the [WS-Transfer] WSDL which includes the portType and the necessary binding information for communicating with that resource. 

8.4 Embedding Policy Metadata for the WS-MetadataExchange operations in an EndpointReference

In example Example 8-4, an endpoint reference to a service endpoint contains the metadata to allow requesters to issue a GetWSDL request against it. 

Example 8-4: Endpoint reference containing Policy Attachment metadata for the GetWSDL operation

(01) <wsa:EndpointReference ...>

(02)   <wsa:Address>http://services.example.org/stockquote</wsa:Address> 

(03)   <wsa:Metadata> 

(04)     <wsp:PolicyAttachment>

(05)       <wsp:AppliesTo>                       

(06)         <!-- Following according to: http://www.w3.org/TR/ws-policy-attach/#uri-domain-expression --> 

(07)         <!-- with URI syntax from:

(08)              http://www.w3.org/TR/wsdl11elementidentifiers/ -->

(09)         <wsp:URI> 

(10)           http://www.w3.org/2002/ws/ra/edcopies/ws-mex#wsdl1.PortTypeOperation(GetWSDL) 

(11)         </wsp:URI>

(12)       </wsp:AppliesTo> 

(13)       <wsp:Policy> ... </wsp:Policy>  

(14)     </wsp:PolicyAttachment>            

(15)   </wsa:Metadata>

(16) </wsa:EndpointReference> 

Example 8-4 shows an example of an endpoint reference to a service endpoint. The endpoint reference contains metadata associated with the service endpoint (lines 3-15) and the Policy metadata (lines 4-14) which contains the necessary metadata for interacting with the endpoint through WS-MetadataExchange. The metadata for the WS-MetadataExchange interaction is of policy attachment (line 4). The policy attachment (lines 4-14) defines the policy (line 13) and the GetWSDL operation to which the policy applies (lines 5-12). 

Alternatively, Example 8-4 could have been written with the WS-MetadataExchange Policy Assertion embedded directly into the EPR along with the necessary Policy Assertions, as shown in Example 8-5: 

Example 8-5: Endpoint reference containing the MetadataExchange policy assertion

(01) <wsa:EndpointReference ...>

(02)   <wsa:Address>http://services.example.org/stockquote</wsa:Address> 

(03)   <wsa:Metadata> 

(04)     <wsp:Policy>

(05)       <mex:MetadataExchange>

(06)         <wsp:Policy> ... </wsp:Policy>

(07)       </mex:MetadataExchange>

(08)     </wsp:Policy>

(09)   </wsa:Metadata>

(10) </wsa:EndpointReference> 

Example 8-5 shows an example of a endpoint reference to a service endpoint. The endpoint reference contains Policy metadata that can be used to properly interact with the service. In this case the Policy contains the mex:MetadataExchange Policy Assertion (lines 5-7) indicating that it supports the WS-MetadataExchange specification. Line 6 contains a Policy Assertion that further qualifies how a requester would invoke the WS-MetadataExchange operations. For example, the Policy Assertion on line 6 might contain assertions to indicate how all WS-MetadataExchange messages are to be constrcuted constructed. 
8. Using WS-MetadataExchange with Proprietary Metadata types
The WS-MetadataExchange specification is not restricted to the metadata types that are enumerated in the WS-MetadataExchange specification.  Any type of Service endpoint metadata may be transmitted in an EndpointReference or in the WS-MetadataExchange operations so long as the MetadataSection dialect is understood by the service and the client.
For example, an enterprise might categorize its Web services based on function and department and associate the appropriate categorization metadata with each endpoint.  Such a categorization might aid management/governance of the Web services in question.
The following example is of a proprietary metadata type to indicate Web service categorization based on function and department:
(01) <mex:Metadata

(02)    xmlns:mex="http://www.w3.org/2010/08/ws-mex"

(03)    xmlns:tea="http://www.ExquisiteTeaSupplies.com">

(04)    <mex:MetadataSection Dialect='tea:serviceCategory'>

(05)        <tea:Function name='Billing'/>

(06)        <tea:Department name='CustomerServices'/>

(07)    </mex:MetadataSection>

(08) </mex:Metadata>
Lines [04] to [07] define the MetadataSection containing the proprietary metadata.  The type of this metadata (which defines its schema) is identified by the Dialect on line [04].  In this case, the metadata defines the category and department to which a service endpoint belongs (lines [05] and [06]).
9. Example Faults
9.1 UnsupportedMetadata Example

The following is a SOAP 1.1 fault response to a WS-MetadataExchange GetMetadata request message in Example 5.3.1 : PutMetadata Request Message to request Policy Attachments indicating that the 'wsp:PolicyAttachment' metedata dialect is not supported by the endpoint.
 (01)  <s11:Envelope

(02)      xmlns:s11='http://schemas.xmlsoap.org/soap/envelope/'

(03)      xmlns:xs='http://www.w3.org/2001/XMLSchema'

(04)      xmlns:wsa='http://www.w3.org/2005/08/addressing'

(05)      xmlns:mex='http://www.w3.org/2002/ws/ra/edcopies/ws-mex'

(06)      xmlns:wsp='http://www.w3.org/ns/ws-policy'

(07)      xmlns:wst='http://www.w3.org/2002/ws/ra/edcopies/ws-tra'

(08)      xmlns:wsdl='http://schemas.xmlsoap.org/wsdl/'>

(09)    <s11:Header>

(10)      <wsa:Action>

(11)        http://www.w3.org/2002/ws/ra/edcopies/ws-mex/GetMetadataFault
(12)      </wsa:Action>

(13)      <wsa:To>http://client.example.org</wsa:To>

(14)      <wsa:RelatesTo>

(15)        urn:uuid:73d7edfc-5c3c-49b9-ba46-2480caee43e9
(16)      </wsa:RelatesTo>

(17)    </s11:Header>

(18)    <s11:Body>

(19)      <s11:Fault>
(20)        <faultcode>
(26)            <mex:UnsupportedMetadata/>

(21)        </faultcode>
(22)        <faultstring xml:lang=”en”>

)                The metadata specified on the request message is not supported by the endpoint

(23)        </faultstring>
(24)        <detail>
               <Dialect Type='wsp:PolicyAttachment'/>
(25)        </detail>
 (34)      </s11:Fault>

(35)    </s11:Body>

(36)  </s11:Envelope>
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�What's interesting about this example is that while the request will retrieve the latest version of the policy named "MsgProtectionPolicy", there's no guarantee that that named policy is actually still the one being associated with the attachment point in question.  (





That named policy might still exist but for all we know it could be deprecated and some other named policy is one we should be asking for.
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