NIST XKMS Working Group Meeting 4/23/02

Notes taken by Glenn Fink <finkga@nswc.navy.mil>

Homepage: http://www.xkms.org

Public WG meeting – all may participate

Should join by sending to the group list (www-xkms@w3.org) to further contribute.

· Members of W3C should have a company representative

1St presentation, Blair Dillaway, Microsoft

Historical perspective

Objective: make PKIs easier to use

Standardization Needs

Standardized registration, CA discovery

Finding Certs

Standard cert format, X.509 profile

Standard OIDs

Chain building logic: cross-certification, etc. muddles the picture

Clients need a standard way to navigate the complex logic of ASN.1 and PKCS data structures

Revocation/validation: CRLs, delta-CRLs, OCSP, etc.

XKMS Overview

Define XML compatible key mgmt

Make PKI-based security easier to use

Not x.509 flavored, bound

Smaller form factor: offload complexity

Incorporate revocation facilities

Keep interactions simple, stateless

XKMS Approach

Std. Discovery: UDDI, WSDL

Std. Protocols: HTTP, SOAP

XKMS is an adjunct to both clients and services

Trust Models

Trust model agnostic

PKIX, PGP, Key-based, proprietary, etc.

Services define supported level

XKMS doesn’t define business relationships

Still have a bootstrapping issue

· Initially clients must be able to trust an XKMS service.  How?

· Apps must pick the right trust model

XKMS Service Key distribution probably via rusted list

Using XKMS

Pick right service

Tailor the client for the serivce

Register your public key.  May include escrowed registration.

Locate other public keys (opt)

Check validity, trustworthiness of public keys: authentication, sigs, etc

Manage your keys

· Revoke

· Re-register

· Key recovery

Next Steps

Registration

2nd Presentation: Frederick Hirsh, Mike Just: Requirements Update

Goals

Support XML security

Enable simple clients

Reqs Summary

Kinds of Reqs

Spec itself

Server reqs

Client reqs, etc.

Universal, usable, extensible

XML with namespaces

SOAP with doc literal encoding

Transparent PKI technology

Server PKI interoperation

Response values XML-schema typed

Policy via URI

Convey context via 

Security Requirements

Integrity via TLS, XML payload, VPN, etc

Responses must include digest

Avoid replay, maintain statelessness

Registration Requirements

Requirements Last Call Issues

Chair: Steve Farrell, Reader: Frederick Hirsh

Must discuss

Categories

Require SOAP 1.2 vice 1.1?

Assume UDDI?

Explain how XKMS fits into PKI

Issue 1: Will policy URI be explicit or implicit in requests?

Source: Dennis Pinkas

URI added to both request and response in current version

Putting explicit policy statements is not feasible, use signature and URI ref instead. Use “name” of the policy stmt.  

Context of electronic signature validity legislation, nonrepudiation

Use URI of the destination, not a proxy URI since XKMS is a simple request/response protocol

Persistence of URLs is a problem.  Historical traceability difficult if URL changes 

Policy binding should be established out-of-band. No way to view policy via XKMS.

Assertion: Delegate this issue out of scope.  Up to user.

Resolution: Issue is application context specific, URI should be bound to the service URI.  Clarification should be made in the spec vice the requirements.  Policy should not be confused with legal issues. Policy is a set of XKMS rules as far as XKMS is concerned.  If policy changes, XKMS not responsible.  Policy issue is out of scope. 

Issue 2: Is server required to use SOAP 1.2, 1.1?

Source: Blair Dillaway

SOAP 1.1: what are the intellectual property issues?  1.2 clarifies this. 1.2 built on 1.1 with basically no changes. XP expects SOAP to be Intellectual Property Royalty (IPR) free.

1.2 is stable, cleaner.  

What is the fall-back position? Can we still support 1.1? Should we? We don’t really want to do lots of interop testing with 1.2.  No tools exist. Lots of SOAP 1.1 tools exist.

Yassir, SUN: Linkage to SOAP is thin.  Can we make XKMS SOAP agnostic? XKMS is self-contained.  Currently not a requirement. How can a non-SOAP binding identify itself as a service?

Resolution: Target 1.2 for normative purposes.  Add requirement in the bindings section:  Services must implement SOAP 1.2, and may have other bindings. E.g., constrained devices, etc. May also provide 1.1 interop or profiling (different namespaces, etc).

Issue 3: Do not require client to cache request to validate returned hash.

Source: Pinkas

Specifying that there needed to be a hash was not necessary. Reqs doc should not specify.

Resolution: Out of scope.

Issue 4: Remove requirement to support key usage.

Pinkas

Resolution: Do not remove requirement.  Revise requirement to be less general. Key usage may be specified at registration. Recommend closing issue.

Issue 5: Explicitly add OCSP to protocols

Source: Pinkas

Change MUSTs to MAYs? SHOULDs?

Delete requirement for CRL support?

Currently, w/o CRL response is “Incomplete” not failure.

Need a “conformance profile” in the specification.

Resolution: 2.5.4: Needs clarification.  Delete statement requiring X.509 compatibility. Reword.

Issue 6: Change MUST to SHOULD for spec requiring how to provide proof of possession.

Source: Pinkas

Resolution: Issue is pertainent to specs, not the requirements document.

Issue 7: Require bulk operation

Source: Hirsh

Resolution: Leave alone

Issue 8: QNames 

Source: Reagle

Resolution: 

Issue 9: Servers require integrity via TLS, IPSec

Source: 

Resolution: Reword to include other possibilities of integrity protocols.  Remove “no-security” tag. 

Editors issues (less open to discussion)

Give examples of other means of establishing trust relationship with server.

Source: Pinkas

Remove perceived bias toward trusted list

Resolution: Reword

Refine wording of revocation

Source: Pinkas

Why do we need the update operation and the revoke/reapply

Source: Pinkas

Resolution: As proposed

Eliminate requirement for interoperability

Non-repudiation must be removed from out-of-scope

DOM APIs in the implementation

Source: Gunderson

Resolution: Question unclear. Out of scope.

Constrained device support (don’t require full XML parsing)

Source: Yassir Elley

Resolution: Specification not tailored to highly constrained devices that cannot support XML.  Out-of-scope.

Preclude other authentication mechanisms in 2.5.9

Source: Arsenault

Resolution: Misinterpretation. Not precluding any mechanisms.

Propose changing MUST to MAY on providing server introspection (2.3.1)

Source: Hirsh

May time out on these requests. Return HTTP 404 error?

Should there be a “Not Implemented” result code? This would require servers to implement a responder for this code.  Would complicate the WSDL.

Polite servers should respond with SOAP fault.

Could remove requirement entirely.

Resolution: Mechanisms of introspection are out-of-scope.

Key Recovery: Will this become mandatory?

Source: Arsenault

Resolution: Spec issue only

XML extensions

Source:Pinkas

Resolution: 

What is “excessive overhead?” (2.1.12)

Source: 

XKMS must not require there to be a central database.

Resolution: Change 2.1.12 to say that specs should “minimize overhead” instead. Add reference to the “4 corner” application model. Clients need only talk to the current XKMS server itself. Servers may talk but should minimize the overhead for the client.

Requirements on the spec should be MUST not SHOULD

Source: Yassir Elley

Resolution: Change 2.1.8 to MUST

Add a definition to Key location service

Source: Pinkas

Resolution: As recommended

Explain relationship to existing PKIX PKI

Source: Anonymous

Should we provide guidance as to when to use XKMS vice other PKI protocols.

Resolution: Already have motivation text in the introduction.  Add a few words explicitly saying when to use XKMS.

Typographic

Editorial issues accepted and resolved as proposed

Many posted/handled on the list.

XKMS Spec—Phillip Hallam-Baker

Changes for Spec 1.1

Cosmetic

Schema

Protocol

Register split into 4 comps

Explicit description of processing steps: Handling of pending requests

Optional Represent mechanism addition:

Defeat Request Replay attack; DoS protection.  

Nonce addition to request may introduce IPR problems.  May also break statelesseness of protocol

Added mechanism to prevent response replay

Unauthenticated or authenticated

Added mechanism to prevent message substitution

Changed RespondWith processing model

Issue of complexity of allowing non-atomic key requests.  Overly complicates the protocol.  

Blair Dillaway will work on some language to describe the issues.

Added UseKeyWith

Currently Protocol URI, Identifier URI

Use an <any> element in manner of SAML?

Use of QNames

Recommended in SAML by the XML gurus

QNames are extensible.  Will be using them until problems are noted.

Use QNames or URIs?  Processing model: load on the application. Extension model of QNames: is it really thought through?

Issue of dynamic change of naming context that may break QNames.

Tabled the issue.  Question generated to the XML Architecture group

Should be possible to reduce X-Bulk spec

Still useful to have a separate X-Bulk spec

Outstanding issues

Examples need updating. Passphrase handling  should be expanded.

Others

141: Must/should language for TLS

146: Precise spec of request digest

238: Make status an attribute

261: UseKeyWith 

655: WSDL spec

Open floor issues

Versioning: informally added. 

KeyBinding: What happens if there is more than one matching key?

Locate and Validate: Need a clear definition of Validate (esp. as contrasted with Locate and with X.509 key validation).  Separate Locate service is important to the end-to-end PKI crowd. Locate is less assured, validate more.  Locate, Validate, etc. can be emulated via SQL queries, etc. Legal entities will be more interested in Validate. Separate services make sense even though the syntax is nearly identical, but need to be defined more clearly.  Similarity between the two will allow more code reuse.  Locate forces the client to do the validation work locally. Action: Phillip Hallam-Baker to define meaning of “Validate.”

Are the only validity responses: Valid, Invalid, Indeterminate?  What about other levels of validity?  This is a policy question actually and therefore out of scope.

Is Status=Valid a tautology?  Is there any case where Status=Invalid is appropriate?  Many other things might be added to a query such as PassPhrase. What do they mean?  There are many defunct things in the spec that may need to be cleaned up.  Resolution: Remove Status=Valid element. 

Status vs. Duration: Addressed in the new spec: if the status is valid and the interval returned expires does that imply the assertion is necessarily invalid?  Resolution: Change “unspecified” to “omitted.” It is useful to ask if a key was valid at a given point in time.  Need more work on duration.

Reason Element: Status should be “RevocationStatus”. (Para 2.7.3) RevocationStatus would imply an underlying PKI with revocation ability.  Should be changed to something more descriptive. Is the Reason element redundant?  Resolution: Relegate this to the list for followup.

Description fields are unclear. E.g., in IssuerTrust, “Assertion” is used ambiguously.  There is some confusion over the meanings of the definitions. Resolution: In the interest of time, it was decided that these definitions need to be cleaned up via the list.

ResultCode type: Q: What is the difference between NoMatch and Failure results?  A: NoMatch may be returned with Success if a searched for key is not found.  Q: When would Refused be used?  A: In case a requested service was not paid for. Resolution: These codes should be defined so these answers are clear.

KeyUsage: Is a Qname, why not a string? A: It  is a restricted Qname.  Essentially an enumerated type.  Use “xkms:exchange”, etc.  

KeyBindingType: ID type: if using in a pure mode returns an ID that can be used to later revoke manage the association.  ID is the binding from registration to lookup, revoke, etc.

ProcessInfoType: Need an example of the use of OpaqueData type.

X-Bulk Specification: Merlin Hughes

Differences from XKMS

Correlation of request/response batches

Has multiple BulkPrototypes including a ClientInfo field that allows the client to identify each binding returned.

Status check very simple

Issues

Profile inherited behavior

Do we need Authentication element?

Support partial/paged results

Support bulk revoke? Reissue? Recover? Much less common.

Specify e.g., X.509 Dname templates

Support multiple KeyBinding results? Probably not

Extend prototype or encapsulate it? 

Closing

Review of action items (on web site)

Allow at least two weeks of work via list and then have a telecon in June.

Action: Yassir will draft a new version of the KeyBindingType meanings.

New version would be helpful.  All issues are tracked on the list.

Too early to do a complete conformance check.

