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[57] ABSTRACT

An automated communications system operates to transfer
data, metadata and methods from a provider computer to a
consumer computer through a communications network.
The transferred information controls the communications
relationship, including responses by the consumer computer,
updating of information, and processes for future commu-
nications. Information which changes in the provider com-
puter is automatically updated in the consumer computer
through the communications system in order to maintain
continuity of the relationship. Transfer of metadata and
methods permits intelligent processing of information by the
consumer computer and combined control by the provider
and consumer of the types and content of information
subsequently transferred. Object oriented processing is used
for storage and transfer of information. The use of metadata
and methods further allows for automating may of the
actions underlying the communications, including commu-
nication acknowledgements and archiving of information.
Service objects and partner servers provide specialized data,
metadata, and methods to providers and consumers to auto-
mate many common communications services and transac-
tions useful to both providers and consumers. A combination
of the provider and consumer programs and databases
allows for additional functionality, including coordination of
multiple users for a single database.
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_Find

You can use this page to find Hyperconnectors and messages that you
have received. You must enter a keyword in the "contains" field in order
to see results.

Find @ all updates < the latest update

of all % Hyperconnector names ¥ message headlines I message
contents

Copyright ©1996, ktermind Corporation. All Rights Reserved. Please read our disclaimer,

FIG. 14
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Begin Object instance
Generation and
Transmission Routine

h 4

Wirite formatted
communications object
header data
to markup file

Get type definitions
where type definition is
contained by element
where element is
contained by page
where page
subscription
SubscribeFlag = TRUE

| —s881

l

Y

Write formatted type
definitions to markup
| file

h 4
Get object methods/
rules associated with

recipient

|

Sheet 19 of 47

5,862,325

FIG. 19

Y
Get other methods/
rules associated with
object

l

h 4
Write formatted
methods/rules to
markup file

I —882
Get elements
where element is
contained by page
where page
subscription
SubscribeFlag = TRUE

l

Y
Write formatted
elements
to markup file

88

Get pages where page
subscription
SubscribeFlag = TRUE

(2]

I

ontinue with step 543,
FIG. 12



5,862,325

Sheet 20 of 47

Jan. 19, 1999

U.S. Patent

P AN

M

ANy

E

ERIEE]

£€6

199[q0 |enued
uonqulst

206

aoueysu] 19300
auodwo)

106

9oue)sy| 1280
yuauodwoe)

106

Bouejsu| 19940
suonesunNwIwon
sjisodwo

006

18Al8g UoiNqLlsIqg

ZE6

£26

0€6
(445

126

026 7
Y (teusaju *B°9)

y10MIaN
suopeaUNWWG)

0¢ 'OId

18)ndwon 1awnsuon

(AR e e, Ay
R PN S

aoue)su| 10alq0
jusuodwo)

pOYIap [0nUoD
uonnquisia

SUOHEIILNUILIOD
ansoduwo

Y

aseqeieq
J8WNSU0D

PNy

T T Y T T T N T TR R B |

L < ST,

206

oduelsy|
199[gQ 101110
uonngsIg

Jue)suy 1930
Juauoduwion

aoueisu) 193(q0
auodwon

aouejsu] 1090
SuonESIUNUIWOD
ajisodwo

€16~

~Zi6 | °seaeea

JH\\MUJ
b

j.\]

18pIA0Ld

wesbold lapiaoid

J9indwoy Japiaocld

™




5,862,325

Sheet 21 of 47

Jan. 19, 1999

U.S. Patent

( Jayndwod jswnsuo) h
AT TR TR T 2 AT T S T BRI HN R Z o R BT W RB AR
welboid se welbold Jawnsuo

uoissaldwo)d
Buissasold pIopA lawnNsuo) aposu3 souBlsU| 199[90 AT
! 596 SUOREDIUNLIOD
~—" ) \ 996 — | o Adog
(s)ay14 Buissano.d |« £98
pIOM INdIND Al\ weibold - uondAious aposul 696 .W/ mmwmpm“mo
01BN 296 — b abessop Jawnsuon
256~ v96 Buissasold ol " ew-3 epoou3
~— PIOM N
(s)a)14 Buissasoig » 096 193{q0
pJopA [_uIBuQ AN \ obessapy a1ea1n) abessap
0s6 5" 156~ £56 — | 896~ 13 popoRs
e —"

(yaurayug "6a)
HIOMION

SUOBIIUNWILIOD

¢
b
A\ . - . . . / I
ww Wf.ﬂ»z&..,,.ﬁo.«. B L AP AR S LT P o E e e AT O D ey L Bs 4 2 [ e S RN
m Y i 966
n" 2 | 6 22la0 abessapy )
83 abessapy pe
w. (s)ai1d Buissaoosy » BSSOW pes Jew-3 papooul
WJ PIOM ININO ! A 216 — @ L6
Lo ¢ aseqele
w 7266 — poyian (s)apn4 Burssasoid Im/ . hm%:w#ﬁ_u
P UOIEOYNON 83N98XT pIop 1dA99Q svessaiy :
i it reW-3 8posed
acs b o e6—"1 s6—" |
wetbold (s)aitd Buissadcug (s)and Buissadosd @ouelsy| 193190 =
E SUONEAUNLWO
W Buissaoold . F W_o\>> aneg ?oﬁmaeoomo o) ) vﬂ
| piopp dapiaodd w946 vi6 gt wesbold Japlaold
L 1ndwo) Japinold L




U.S. Patent Jan. 19, 1999 Sheet 22 of 47 5,862,325

Name:
Enter a name for the information you will be sending with this topic.
{Kids

Description:
Enter a short description of the information readers will receive if they subscribe
to this topic.

Updates on nev kids merchandise available at Spiegel.

FIG. 22
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Customize

SpiegelConnect
Find out sbout sales and all the latest merchandise available at Speigel.

Fashion
Updates on new fashion merchandise availsble at Spiegel.

Home
Updates on new home merchandise available at Spiegel

Electronics
Updates on new electronics merchandise available at Spiegel.

Kids
Updates on new kids merchandise available at Spiegel

Barbie
Updates on riew Barbie merchandise available at Spiegel.

Sales

When that blazer you've been eyeing goes on sale, you'll be the first to
know.

FIG. 23
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New Hyperconnector

SpiegelConnect
Publisher: Spiegel

{3 Personalize connedion
£¥ Send feedback

New Messages on Septenther 23,1996 at 10:58:33
[d Save messagesto Archives B Delete Messages

B

¥L¥t Fashion 2
Classic Pigué Polo From Polo Jeans Co.
¥t Kids 2

M
n-1 Spors Center

KEw Sales 2

4, ™
Cotton Der

Copyright. ©1996, Iterind Cocparstion. All Rights Reserved. Please read our discladmer,
Bets 0919« Relesse

FIG. 24

5,862,325
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Our support team is committed to helping you find answers to all of your questions or
problems. Our support department hours are 6:00am to 5:00pm Pacific Standard Time.

If you have a question or problem please use one of the two following methods:

* Online Support and Feedback Forms
0 Technical Support form
o Feedback form on Intermind Communicator or Intermind's Website
o Sales Request form
o Interrnind Customer Service form

* Technical Support telephone numbers for beta testers
© Local Seattle number : 206-812-8406
o US Toli Free number : 800-625-6145

» Customer Service telephone numbers for beta testers
o Local Seattle number : 206-812-84083
o US Tol Free nuber : 806-625-6150

Technical Support | Tutorial | Top 10 | Known Problems
Troubleshooter | Links & Resources | Contacting Support

FIG. 26
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Please answer each section as completely as possible.
The more details you provide, the more likely we will be able to address your problem.

USER INFORMATION

Your name: iJohn Doe

Operating System: 1Windows 35

Beta Version: iBEta 2 Release

Web Browser and Version: ]NEtSCﬁpE 30

Problem Type: 1Piease select one below

QUESTION/PROBLEM:

doing prior to experiencing the problem. Also please include what
you have already tried to fix the problenm.

FIG. 27
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4291

Use composite and component communications objects to
represent metadata structure of a partner server database

) — 4292

Use communications object type definitions and elements
to model the data and metadata stored in partner server
database

— 4293

!
Use service objects and message objects to automate data
exchange between the provider/consumer programs and
the partner server

$ — 4294

Use user object indexes representing providers and
consumers on the partner server when it can increase
efficiency

! 4295

Use notification control at the provider and consumer
programs fo process message objects and query result sets

‘ — 4296

Return communications objects in query result sets
whenever it will increase efficiency

! — 4297

Use link control in communications objects and category
objects to simplify access to service objects and other
category objects

5,862,325
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Begin payment
transaction receipt
process

— 4471

PPS creates purchase
receipt (PR)

V- 44r2

ASO encrypts PR with
CAC public key

1 —a44a13

ASO signs PR with
PPS private key

4474

PPS creates message
object containing PR

| 4415

PPS sends message
object toa PSO

l 4476

PSO receives message
object

\

FIG. 39

Sheet 39 of 47

| —aar7

{ PR with PPS public key

ASO verifies signature on

l — 4478

ASQ decrypts PR with
CAC private key

L4419

PSO creates logged
event instance of receipt

1 _—a4410

PSO calls merchant
communications object

L —aam

PSO execules
consumer's notification
methods

End
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FIG. 40

_— 4501

Sheet 40 of 47

Reporting service object
(RSO) requests
anenymous key from
reporting partner server
(RPS)

\ 45

RPS returns
anonymous key to
RSO

V%5

RSO saves
anonymous key as
element

V45

RSO submits reports
with anonymous key

V45

RPS tracks reports with
anonymous key

5,862,325
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COMPUTER-BASED COMMUNICATION
SYSTEM AND METHOD USING METADATA
DEFINING A CONTROL STRUCTURE

This application is a continuation-in-part of co-pending
application Ser. No. 08/609,115, filed Feb. 29, 1996.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to data communications
systems. More particularly, it relates to an automated com-
munications system which coordinates the transfer of data,
metadata, and instructions between databases in order to
control and process communications.

2. Discussion of the Related Art

All communications consist of a mechanism for exchang-
ing information between one entity, a provider, and another,
a consumer. The terms “provider” and “consumer” are used
to designate separate functions in information transfers.
Typically an entity, at various times, operates as both a
provider and a consumer in any communication relationship.
These relationships may be one-to-one, such as between two
individuals; one-to-many, such as between company and its
customers; or many-to-many, such as between the members
of a workgroup. These communications relationships may
also exist over multiple communications networks, such
phone networks, LANs, public data communications
networks, radio and TV networks, wireless networks, and
conventional postal mail networks.

Establishing, maintaining, operating, and even terminat-
ing any one of these types of communications relationships
involves significant work on the part of both the provider
and consumer. For example, to initiate any type of commu-
nications relationship, providers must first locate the con-
sumers with whom to communicate and vice versa. Solving
this problem is subject of several entire industries, such as
the directory industry, the mailing list industry, and the
advertising industry. Once a provider or consumer has been
identified, contact information (e.g., names, titles, addresses,
telephone numbers, electronic mail addresses, etc.) must be
exchanged between the provider and consumer. This contact
information must be maintained by both parties so that
future communications can be effected as needed. When the
contact information changes for an entity, all providers or
consumers having relationships with the entity must be
notified of the changes, who in turn must update their own
records. This work also extends to other data and records
exchanged in the context of the communications
relationship, e.g. orders, receipts, product numbers, invoice
numbers, customer numbers, notes, brochures, reports, etc.
Maintenance of this information requires significant human
time involvement for receiving information, storing
information, indexing information, searching for desired
information, and retrieving information. The human com-
ponent of record maintenance also creates a potential for
error, which can cause the information to be faulty or to
become lost.

Once the communications relationship is established, the
next major workload is the active use of the relationship to
accomplish communications objectives. The problems here
take different forms depending on the type of communica-
tions relationship. For example, in a one-to-many
relationship, particularly a mass-market relationship such as
a company and its customers, the problem is how to effi-
ciently disseminate information about products and services
to consumers. Optimally, such information would be dis-
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2

seminated only to the consumers who need the information,
only at the precise time they need it, and only via the
communications network the consumer preferred. However,
knowing who needs what information, when, and how can
be very difficult. Therefore, providers typically disseminate
information widely in the form of mass advertisements and
mailings via all possible communications mediums in order
to reach all likely consumers. Because of this broad dis-
semination by providers, consumers receive large amounts
of information, much of which is irrelevant to them. Con-
sumers are forced to sort and filter through this information,
and frequently much of it is discarded. Information which is
kept may not be immediately useful, but may be needed at
a later time. Unless the consumer expends a great deal of
work to store, catalog, and index this information, the
information can be difficult or impossible to find when the
consumer actually needs it.

This same problem of efficient information distribution is
exacerbated in many-to-many communications
relationships, such as among the members of a workgroup.
Here, communications are much more frequent and timely,
and there is much greater quantity of information to be
shared, stored, archived, and indexed. Members of a work-
group also have a strong need to employ communications
for group coordination, such as scheduling meetings, con-
ference calls, project deadlines, etc. These communications
involve time deadlines and feedback requirements which are
not typically present in one-to-many communications rela-
tionships.

With one-to-one communications relationships, the prob-
lem of efficient information disemination is lessened
because the parties typically have a much higher knowledge
of each other’s needs and interests. Conversely, the need to
use communications for coordination purposes is greatly
increased, largely because between individuals the need for
real-time communications sessions such as phone calls and
personal meetings is acute. Thus the universal problem of
“phone-tag”, when both parties exchange numerous mes-
sages trying to coordinate the opportunity to communicate in
real time.

The next workload involved in communications relation-
ships is when the parties need to exchange, process, and
store structured data. In a one-to-many communications
relationship, a common example is a consumer ordering a
product. The consumer must place a telephone call, locate a
salesperson, and then manually transmit the necessary order-
ing information, which the salesperson must manually
record. Paper or electronic product order forms can help
automate this process for the provider, but they still must be
filled out manually by the consumer. Many of these forms
require the same standard information from the consumer,
which the consumer must enter repeatedly. All of these
information transfers require human involvement and thus
create the potential for data errors. On the provider’s part,
more work is required to perform error checking on the
order, process it, and in many cases return an acknowledg-
ment to the consumer. Many providers invest heavily in data
processing and electronic communications systems for auto-
mating these functions. However, the lack of a standard
communications system for exchanging common data
means that providers adopt largely proprietary systems,
increasing the investment necessary for every provider. In
addition, consumers must still interact with each these
systems manually.

In a many-to-many communications relationship, such as
a workgroup, the need for structured data exchange is even
higher, especially when automated data processing tools
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such as computer software are in widespread use. Also, the
need for structured data exchange for workgroup coordina-
tion activities, such as scheduling and planning, grows
significantly.

One-to-one communications relationships may also
involve strong needs for structured data exchange. For
example, two individuals from different companies may
need to review and revise a document involving both
companies. The ability to do so electronically, using a secure
method of exchange over public data networks, would make
the task considerably easier. Individuals involved with one-
to-one communications relationships also have an acute
need to use structured data exchange to solve the problem of
scheduling communications sessions, i.e. the phone-tag
problem.

Since all communications relationships are inherently
dynamic, they involve three other common tasks involved
for providers and consumers: copying the relationship,
transfering the relationship, and terminating the relationship.
Copying is when one consumer wants to share a particular
communications relationship with another consumer. For
example, a mail-order catalog customer may wish to give a
copy of the catalog to a friend, or a businessperson may need
to share the phone number of a colleague with a customer.
Transferring is when one provider assumes a consumer
communications relationship from another, or one consumer
assumes a provider communications relationship from
another. An example would when a company changes the
salesperson responsible for the customers in a sales territory,
or when a customer transfers ownership of a product.
Termination is when either a provider or consumer wishes to
end a communications relationship, i.e. a provider no longer
wants to distributes information, and/or a consumer no
longer wants to receive, process, or store the information. A
widespread example is consumers who wish to be dropped
from direct mailing lists, and the providers who wish they
could efficiently identify such consumers to save mailing
costs. All three of these common, everyday communications
relationship operations involve considerable effort on the
part of the provider and consumers to carry out.

Therefore, a need exists for a communications system
which allows providers and consumers to quickly and easily
establish an automated communications relationship, one in
which the data necessary to operate the communications
relationship is exchanged and updated automatically, and
which can control all types of communications via all types
of communications network common to both the provider
and consumer. A need also exists for a communications
system which allows a provider to actively notify a con-
sumer of new information in which the consumer may be
interested, and which allows the consumer to precisely filter
the information being sent by one or more providers. A need
also exists for a communications system which allows
providers and consumers to automatically structure,
exchange, and process incoming or outgoing communica-
tions to the greatest extent possible. A need also exists for a
communications system which allows providers and con-
sumers to easily share access to many common communi-
cations services. Finally, a need exists for a communications
control system which allows providers and consumers to
easily copy, transfer, and terminate communications rela-
tionships.

Various computer-based systems have been created to
provide mechanisms for communicating information. The
Internet and World Wide Web provide a network of a large
number of information sources, providing a voluminous
amount of information. Computer programs exist which can

10

15

20

25

30

35

40

45

50

55

60

65

4

be executed on Internet-connected computers to search these
sources to obtain desired information. Additionally, through
the medium of hypertext, providers of World Wide Web
pages can create links in their pages between items of related
information which can significantly aid consumers in find-
ing desired information. However, the links to the informa-
tion source are neither dynamic nor persistent; in the sense
that they do not provide new or updated information once
the consumer has found a topic of interest. “Bookmarks” in
a web browser program can facilitate subsequent access to
a particular web page to determine if new information is
present. However, if the web page referenced by the book-
mark is removed, the bookmark is no longer valid. Book-
mark polling programs, such as Smart Bookmarks from First
Floor, Inc., can also be used to determine whether a web
page has changed since the last time the consumer viewed it.
In addition, Smart Bookmarks can examine a changed page
and automatically transfer to the consumer a text string
embedded by the author of the page informing the consumer
of the nature of the change. However, Smart Bookmarks’
capability is limited to single text strings on single web
pages. Therefore the consumer must locate and bookmark
every Web page of interest. Smart Bookmarks does not
provide a way for the consumer to filter the update
messages, nor does it provide the consumer with any mecha-
nism for exchanging structured information or managing a
communications relationship with the provider.

A different type of Web monitoring solution is provided
by Revnet Systems Inc. With its GroupMaster software, Web
providers can create and insert special hyperlinks represent-
ing interest topics on the pages of their Web site. When a
consumer clicks on this link a special data file is transferred
to the consumer’s GroupMaster client software. The client
software then polls the Web server for updates to the interest
topic input by the provider. Unlike Smart Bookmarks, all
interest topics at the site can be checked in one update
polling action. Update messages can be delivered to the
consumer via the client software. However, these messages
only contain links back to pages with follow-up information
at the Web site. They do not store or index information from
the provider, nor do they provide a mechanism for the
consumer and provider to automate other types of structured
data exchanges or manage a communications relationship.

Online navigation or “auto pilot” software, available from
various commercial online services or software companies,
can help the user automate access to online services, the
Internet, and other public networks. The software provided
by these services or companies can include capabilities such
as automatic logons, automatic navigation of the online
system according to consumer preferences, file searches,
uploading and downloading data, and storage of data. Some
systems can also automatically download the data necessary
to update their own operation. However, the navigation
software available from the online services typically
requires that the consumer first establish an account with the
online service, and may also involve establishing accounts
with specific providers on the service. In addition, these
navigator programs are specifically designed to work with
the architecture and communications protocols of the online
service, and cannot be easily adapted to other data commu-
nications networks, thus preventing other providers from
using the functionality of the online service to create and
distribute data in the same manner. Finally, they require that
the consumer set up and maintain a communications rela-
tionship with each information provider on the service. If the
provider changes its information offerings, the consumer
must reprogram the autopilot or navigation software. This
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last disadvantage also applies to online navigation programs
designed to work with the Internet and other non-proprietary
public data networks.

Electronic mail (e-mail) systems are another electronic
communications system that provides some communica-
tions contact persistence. E-maii addresses and messages
can be stored and indexed within e-mail programs, or
externally in other locations. E-mail rules engines allow for
some degree of automated storage or response to certain
message contents. However, these rules engines are typi-
cally constrained to acting on certain known information
about the messages, such as the address of the message
provider, or on semantic rules such as keywords which must
be guessed by the provider and consumer. There is no
common communications frame of reference, i.c., a struc-
tured data format and operations methodology, against
which both the provider and consumer can operate to filter,
classify, and organize messages. The lack of a common
frame of reference also severely limits the capability of
either the provider or consumer to automatically process the
contents of an e-mail message, or to automatically respond
to the message besides the capability to automatically
address a reply message.

E-mail systems which support electronic forms overcome
some of these limitations. Electronic forms allow the pro-
vider to control the content of a forms submission and to
automatically or semi-automatically route that data around a
network. Electronic forms also allow message consumers to
automate a response to the forms provider which can be
automatically processed by the provider. However, these
forms must be received and processed by the consumer in
the same manner as conventional e-mail messages. In other
words, they do not provide a means for the consumer to
control or filter messages from different providers. Forms
also do not provide the consumer with a mechanism for
automatically storing, indexing, or processing information
from the provider. In addition, while they may automate the
provider’s ability to process the data returned from the
forms, the consumer must still manually enter information in
the form.

Specialized e-mail systems have been developed that
combine the use of electronic forms with a system-wide data
processing model. Examples are The Coordinator from
Action Technologies, Inc., or OVAL from the MIT Center
for Coordination Science. These systems allow providers
and consumers to share a frame of reference for messaging
such that messages can be classified into specific categories
and actions. This allows message providers and consumers
to automate the routing, storage, and processing of messages
based on these category and actions. However, these systems
require that all providers and consumers share the same
frame of reference. They do not provide a generalized means
for each provider on the system to establish and update their
own frames of reference with one or more consumers, nor a
generalized means for each consumer to coordinate the
frames of reference they have with different providers.

A different approach to the problem of automating com-
munications is the category of software that is commonly
referred to as “software agents” or “mobile agents”. An
example is a platform for communications applications
developed by General Magic, Inc. called Telescript. The
Telescript language is an object-oriented, remote program-
ming language with three core concepts: agents, places and
“g0”. Agents “go” to places, where they interact with other
agents to get work done on a user’s behalf. Agents are
mobile programs capable of transporting themselves from
place to place in a Telescript network. The language is
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implemented by the Telescript engine. The Telescript engine
is a multitasking interpreter that integrates onto an operating
system through a programming interface called the Tele-
script API. The Telescript engine operates on server com-
puters connected over a communications network. Telescript
agents can operate independently anywhere within these
server computers to control the transfer of message data and
perform programmable actions upon that message data. For
example, if a message recipient is not available, the message
could be rerouted to a different location, rather than being
returned to the sender undelivered. Telescript is similar to
other agent technologies in that the architecture is based on
agents interacting with other agents on server computers
running agent “engines” or interpreters. In this architecture,
the establishment of a communications relationship requires
two agents: one to represent the provider and one the
consumer. Although agent programming systems like Tele-
script provide the necessary tools for creating these agents,
it is still necessary for both the provider and consumer to
create and administer the necessary agents. Furthermore,
Telescript does not provide a specific model for the filtering,
storage, and indexing of communications between a pro-
vider and consumer via agents. Lastly, agent architectures
require the addition of servers running agent interpreters to
the communications network in order to operate, increasing
the expense and complexity of the network.

A more specialized type of agent technology is delivery
agents. Examples include Digital Delivery from Digital
Delivery, Inc. and PointCast from PointCast Inc. Delivery
agents do not require a network of specialized servers, but
instead operate directly on a consumer’s computer to
retreive information of specific relevance to the user over a
network. They are created by a particular provider to supply
information from a server or servers under that providers
control, or from a more generalized news source such as a
wire service. Delivery agents allow a consumer to specify
his/her topics of interest, which the delivery agent then uses
to filter the available news stream and show the user only the
information of interest. Delivery agents are also capable of
storing and indexing the received data for the consumer.
Other than communicating the consumer’s topic preferences
back to the provider, however, delivery agents do not
provide a way to control or process other communications
between the consumer and provider. In addition, since each
delivery agent is typically designed as a separate executable
program which must be installed and run separately, the
consumer is limited as to the number of delivery agents the
consumer can manage and run.

Another approach to automating communications and
data transfers is shared replicated database systems such as
Lotus Notes and Collabra Share. With these systems, infor-
mation to be communicated is entered via a client program
into one or more databases which may reside locally on
client computers or on network server computers. These
databases are then replicated to other server computers or
local client computers throughout the system so that the data
can be easily accessed by any other user of the system who
needs the information and has the proper access privileges.
Access privileges are controlled by one or more system
administrators via the system servers. Some of these
systems, notably Collabra Share, also allow users to “sub-
scribe” to specific databases. These users can receive an
e-mail notification from a database agent monitoring the
database when a new entry or a certain condition has been
made in that database. These systems may also employ
electronic forms and forms processing languages to structure
the data being entered into a database, and to take program-
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mable actions based on the data entered. The architecture of
these systems is designed for groups of users to share
information related to specific topics, and to automate the
transfer of data between different computer applications
used by an organization. For this reason the core data
structure of the architecture is a subject database or “forum”.
Each subject database covers a number of related interest
topics under which all entries in the database are catego-
rized. All copies of any subject database are synchronized
throughout the system when data in any one copy has been
changed.

While suitable for information sharing amongst the mem-
bers of a group, this architecture is not well suited for
automating communications relationships among a large
number of information providers and consumers. First, all
the providers and consumers need to be interconnected
through the system in order to communicate. This could be
done by having all providers and consumers enroll in one
large system in which they all had access privileges. In such
a system each provider would need to have at least one
subject database for communicating with his/her consumers.
This enormous number of subject databases would then need
to be replicated among the large number of servers required
to service the complete population of the system, which
would quickly overwhelm the capacity of the servers or
network to handle replication. A more realistic alternative
would be to have each provider or group of providers
operate and administer their own system, making their
internal subject databases available to consumers via public
data networks such as the Internet. Consumers would use the
system client software to “subscribe” to the subject data-
bases of each provider with which they desire to commu-
nicate. Only the subject databases a consumer subscribed to
would be replicated on his/her desktop. This solution would
spread the replication load to a large number of servers, each
handling a smaller amount of traffic. However, each server
would now have to manage replication for a large number of
external consumers as well as internal group members.
There is no easy way to distribute this replication load to the
consumer’s computer. Second, subject databases do not
allow the consumer to control and filter the incoming
communications from providers. Consumers must still scan
the databases for items of interest. Providers could over-
come this by creating a subject database for each interest
topic, but the additional administrative and server replica-
tion overhead would strongly discourage this. Third,
because notification of new information is handled via a
separate application, e-mail, the consumer is forced to
coordinate notification and data storage/response among two
communications systems. Fourth, since subject databases
are replicated from the servers, they do not give consumers
an easy way to copy or transfer them to other consumers.
Finally, because the entire system depends on server-based
replication, administrative changes or reconfigurations of
these servers such as system name or address changes
require administrative updates to all subscribing consumers,
a job which consumers must handle manually.

Consequently, a need exists for a communications control
system which allows providers and consumers to quickly
and easily establish an automated communications relation-
ship; which automatically updates both parties with changes
in communications control data from the other; which works
with all communications networks shared by the provider
and consumer; which allows both parties to automatically
control, filter, store, index, and process communications
from the other; which allows both providers and consumers
to share many common communications services; and which
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allows both parties to easily manage, copy, transfer, and
terminate the communications relationship.

SUMMARY OF THE INVENTION

The disadvantages of existing communications control
systems are significantly overcome by the present invention
in which software programs being executed by a provider
computer and consumer computer communicate directly in
order to maintain a communications control structure. This
structure originates at the provider computer and is trans-
ferred to the consumer computer. Changes to the structure on
the provider computer result in an updated version being
transferred to the consumer computer. The communications
control structure contains a combination of data, metadata,
and instructions which are used by the respective programs
to control the origination of outgoing communications and
the processing of incoming communications between the
provider and consumer.

In one aspect of the present invention, a communications
system is used to coordinate communications between pro-
viders and consumers. Provider computers transfer informa-
tion stored in the provider computer through a communica-
tions network to a consumer computer. The information
includes processes for updating the transferred information
in the consumer computer when the information in provider
computer has changed. For “push” processes, the provider
computer maintains address data necessary to transfer
updated information to various consumers. For “pull”
processes, the consumer computer uses information trans-
ferred from the provider to access a location where the
provider information is stored to determine whether it has
been updated and to retrieve it if necessary.

According to another aspect of the present invention,
existing communications networks and network accessing
programs are used to increase the functionality of the
communications syste