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Retaining Sovereignty over Data in Industrial Communication
Smart Services and Industry 4.0

o e—a —® 2 —© ® 5 v
C@ ‘@ @——) (/© @"?"‘ _\%j @ =< ° ! SMARY SERVICE WELT

> - - o — o e ) ®

° ’ frover 7 .0 @ :' = o .

< . = SE ¢ : 5 ’
] - . o = PP
‘ )é: ﬁé: L . B R Daterdouverdnitat : D”'ﬁmlﬁlul I;:t;: Broker 7o .
1© wwu - +© mas || | o =g . of b al a ;
e 11 i 0 o 1.0
| -w\.-,-ﬂ.. : S| © ey Ll 1 © e fe=le=ll ol INMDUSTRIAL DATA SPACE
| | ‘ d A

= © sonn © -

- —
i BYpe— R Je—
]‘o_¢ > © ]/
(|1 foct ¢ ||
) N )
®

o
n S
DT &=

----- FOXLEE Xk

INTERNEY OF THINGS

Unternaehmen 8

|~
Seite 2 % Fraunhofer



A Network of Trusted Data

Goals of the Industrial Data Space (IDS)
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Main Components and Interactions

IDS Architecture

m Connectors provide data S/
endpoints to access Individual
resources, data dumps, service
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Linked Data and Vocabularies in the IDS
The Role of RDF Vocabularies and Metadata

®m IDS vocabulary defines how to describe IDS components and data endpoints
based on Linked Data technologies

B Ensuresinteroperability between communication partners without a central
authority

®m Drives search and retrieval for endpoints and data (describing data and service
offerings)

Essential for a component to be IDS-compliant
Basis to establish and enforce security

Metadata accompanies any IDS communication
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Establishing secure and traceable communication
Metadata on the Protocol Level
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Establishing secure and traceable communication

Metadata on the Protocol Level
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Building a Data and Service Marketplace
IDS Vocabulary for Discovery
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Building a Data and Service Marketplace
IDS Vocabulary for Discovery
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Supporting Bilateral Communication between Partners
Leveraging Metadata for Direct Communication
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Supporting Bilateral Communication between Partners
Leveraging Metadata for Direct Communication
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Supported Functionalities and Requirements

Current State of the IDS Vocabulary

B http://ids.semantic-interoperability.org/

M IDS Vocabulary is able to express
Endpoint origin and basic metadata (provider, service contact...)
Coverage and content (timely, spatial, topic)
Data formats
Policies (e.g., pricing, permissions, expiry)
m Aligned to existing vocabulareis
DCTerms, DCAT, PROV-O, ODRL, DQV, IANA, ...

Seite 12 % FraunhOfer


http://ids.semantic-interoperability.org/

Classes and Alignment to Existing Vocabularies
Current State of the IDS Vocabulary [LodriPeey |
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Exemplary Industrial Use Case
Metadata and Vocabularies — Practical Application

bs4360:Steelgrade a 0w C
bs4360:40B a bs4360:Steelgrade ;

bs4360:408 © ame=As bs4360:5235J

en10025:Steelgrade.

en10025:5235JR a en10025:Steelgrade ;
en10025:max P f 40" ;

en10025:S235JR ow A5 bs4360:40B

unitKilogram a unit TypeOfMeasurment .

Grade

Amount

Unit

Client A

408

362,9

Pound

EN10025 Steel grade Vocabulary

—

unit:Pound unit TypeOfMeasurment
unit:Pound unit:rateToMet
Unit Vocabulary
1D Grade Amount Unit
Client A 235JR 800 Kilogram
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Current Tasks

®m Extend with service description capabilities
URIs for parameter descriptions
Protocol bindings (WSDL-like)

® Include protocol header specific properties, e.g.,
Message payload digest

Authentication token
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Open Questions

Next Steps and Future Work

M Vocabularies describing communication protocols? (e.g., typical header fields)
® Vocabularies for annotating

Industry branch (e.g., NAICS,...)

Content taxonomies (e.g., financial, research,...)

Standards (GS1,...)

Algorithms (MD5,...)
B Implementation & Software Integration

APIs needed to read/write/modify description documents

rml.io, Pinto, XSPARQL,...
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Thank You!

Towards a Common Descripti

Vocabulary for Industrial Data u




