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A number of different approaches have been utilized to monetize social network data and human
capital. Least controversial are fan pages on social networking sites created by companies. Those
efforts stimulate brand awareness, loyalty and foster a direct communication channel between a
company and its potential customers. In a study of online retailers, about one‐third self‐reported
that they maintained a Facebook page, 27% had a MySpace site and 26% created a presence on
YouTube (Internet Retailer & Vovici, 2008).
However, the utilization of social network data for targeted advertisements is considered highly
contentious. In a recent survey study, 66% of the surveyed adult Americans and 55% of the 18‐24
year‐old young adults prefer marketers to abstain from such efforts (Turow et al., 2009). But
behavioral and targeted advertisement is effective. 63% of the senior marketing executives report
that it yields the greatest return on investment. At the same time, at least some companies are
scaling back investments into related technologies as a result of consumers’ privacy concerns
(Ponemon Institute, 2010).
This reluctance can be explained given the state of the art of the marketing research literature: It is
still hard to predict when consumers will welcome, acquiesce, or vigorously protest against new
practices. Customers, who are burned once, may be twice as shy down the road to interact with
marketers (Good et al., 2005). Google and Facebook have weathered the storms that resulted from
the release of Buzz and Beacon, respectively, but smaller content providers may not be so
fortunate.
Indicators of consumer response may be delayed or subject to factors that are typically not
accounted for in advertisement effectiveness studies. In our previous experimental work, we
showed that consumers may regret their own decisions and feel betrayed even though they initially
seemed to allow certain marketing practices and privacy invasions (Good et al., 2007). Similarly,
individuals’ stated preferences may significantly differ from their eventual behaviors in marketing
contexts (Spiekermann et al., 2001). Related research contributes other puzzling revelations. For
example, advertisements that are relevant to the website content or are obtrusive increase
willingness to purchase. But a combination of these two factors is counterproductive (Goldfarb and
Tucker, forthcoming). In another study, pop‐ups were shown to increase brand awareness, but also

to reduce reservation prices (Acquisti and Spiekermann, forthcoming). These researcher groups
speculate that certain practices may trigger consumers’ feelings of manipulation and deception
(Boush et al., 2009).
Further, research fails to account for current practices utilizing social networking data in static and
dynamic ways. In the former case, such data is frequently used as endorsements in advertisements
on unrelated sites (including offline marketing efforts). New campaigns (including HP’s) often
include comments from Twitter and Facebook in rich banner ads (Dilworth, 2010). In the latter case,
Facebook’s new social plugins push user data to a wide variety of websites to offer instant
personalization (Gannes, 2010).
It is reasonable to assume that consumers are neither fully aware of different advertisement trends
nor completely understand the different means and ways of how their data is collected, shared and
eventually utilized (Stein, 2011). One potential response is to aim for a higher degree of
transparency with respect to advertisement practices involving social data.
The proposed Do Not Track Me Online Act of 2011 (H.R. 654) would not only give consumers a
measure of control over data treatment, but also calls for entities that are affected by the new law
to disclose their practices for collection and sharing, including the identities of data exchange
affiliates. And, in anticipation of regulatory changes at least one major advertisement intermediary
has started a pilot project to improve transparency and relevance (Wilson, 2011).
It is less obvious whether these trends will lead to more meaningful options for consumers and
choices by consumers.
First, in the short term, the plethora of potential do‐not‐track implementations is likely not going to
converge on a simple and effective market standard. Yu’s (2010) discussion of design choices clearly
highlights the problems ahead. On the one hand, the technical details of implementations can
severely thwart the real‐life impact of do‐not‐track. For example, different ways to aggregate
externally provided blacklists for overly aggressive marketers in the browser can appear unintuitive
for the consumer and even technologists (Clarke, 2011). On the other hand, conceptual problems
are in need to be tackled by researchers. In particular, the trade‐off between simplicity (e.g., a
binary on/off choice) and fine‐grained preference management is challenging from a variety of
perspectives as evidenced by the discussions around privacy management, e.g., in the context of
the Platform for Privacy Preferences (Cranor et al., 2002).
Second, given the concentration in the advertisement industry one has to carefully observe
whether the given data management options translate into meaningful consumer choices. The idea
of do‐not‐track is inspired by regulatory efforts that are considered highly successful from a
consumer protection perspective such as the do‐not‐call registry (Varian et al., 2005). But the
achievements of the do‐not‐call registry do not only rely on its simplicity (including the semi‐
permanent nature of telephone numbers) but also on the dynamics of the interactions that are
concerned. Specifically, it mainly addresses unsolicited calls within the confines of the privacy of the
home while consumers are engaged in their private unrelated affairs. In contrast, do‐not‐track is
closely tied to interactions that are initiated by the consumer and deeply embedded in popular
activities such as partaking in a social network, shopping on an ecommerce site, or information

gathering on news outlets. Companies offering these requested services have a reasonable
expectation to benefit from their offerings. And consumers may feel constrained in their effective
choices when they are related to services with strong network effects or market dominance.
Further, these impediments will likely influence consumer behavior also on sites that do not fit
these criteria.
Do‐not‐track will lead to more transparency in the advertisement industry, whether through regulatory
actions or industry‐guided efforts. However, research needs to be undertaken to understand whether
this trend will help to overcome consumer privacy hurdles.
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