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Seductive myths about privacy

• Myth: The major privacy risk is from unauthorized 
access to information

• Myth: Privacy can be adequately protected by 
removing personally identifying information (PII) from 
records to be released.

• Myth: Notice and choice is an adequate framework 
for privacy protection

• Myth: Personal privacy is about individuals
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Seductive myths about privacy

• Myth: The major privacy risk is from unauthorized 
access to information

• Reality: Confounding security and privacy is a 
favorite myth of the computer security industry and of 
IT organizations everywhere.
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Seductive myths about privacy

• Myth: The major privacy risk is from unauthorized 
access to information

• Myth: Privacy can be adequately protected by 
removing personally identifying information (PII) from 
records to be released.

• Myth: Notice and choice is an adequate framework 
for consumer privacy concerns

• Myth: Personal privacy is personal
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Seductive myths about privacy

• Myth: The major privacy risk is from unauthorized 
access to information

• Myth: Privacy can be adequately protected by 
removing personally identifying information (PII) from 
records to be released.

• Reality: The belief that information can be de-
identified is the basis for much current privacy 
regulation.  But information can be readily re-
identified.
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{date of birth, gender, 5-digit ZIP} uniquely identifies 87.1% of 
USA pop.

courtesy Latanya Sweeney, CMU
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Seductive myths about privacy

• Myth: The major privacy risk is from unauthorized access to 
information

• Myth: Privacy can be adequately protected by removing 
personally identifying information (PII) from records to be 
released.

• Myth: Notice and choice is an adequate framework 
for privacy protection

• Reality: Both opt-in our opt-out are meaningless if the 
choice is not informed.  “User choice” has become a 
way for industry to shift blame to users.
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Seductive myths about privacy

• Myth: The major privacy risk is from unauthorized access to information
• Myth: Privacy can be adequately protected by removing personally 

identifying information (PII) from records to be released.

• Myth: Notice and choice is an adequate framework 
for privacy protection

• Reality: Choice, whether opt-in our opt-out are 
meaningless if the choice is not informed.  “User 
choice” has become a way for industry to shift blame 
to users.
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Seductive myths about privacy

• Myth: Personal privacy is about individuals
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Seductive myths about privacy

• Myth: Personal privacy is about individuals
• Reality: On the internet, people really can judge you 

by your friends (your mother was right).
• A “personal choice” to reveal information about 

yourself also reveals information about your 
associates. 
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Information Leakage from Social Networks

Jernigan and Mistree (2007)
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Seductive myths about privacy

• Myth: The major privacy risk is from unauthorized 
access to information

• Myth: Privacy can be adequately protected by 
removing personally identifying information (PII) from 
records to be released.

• Myth: Notice and choice is an adequate framework 
for privacy protection

• Myth: Personal privacy is about individuals
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Moving from an old privacy framework …

• Privacy is the claim of individuals, groups, or 
institutions to determine
for themselves when, how, and to what extent 
information about them is communicated to others.
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To a privacy framework for the information age

• Privacy is the claim of individuals, groups, or 
institutions to determine
for themselves when, how, and to what extent 
information about them is communicated to others.

• Privacy is the claim of individuals, groups, or 
institutions to determine
                        when, how, and to what extent 
information about them is used by others in ways that 
affect them.



The RMP restrictions
• We currently offer five RMP restrictions:

o no-commercial
o no-depiction
o no-employment
o no-financial
o no-medical

•  A user is able to choose any combination of these 
restrictions to apply on their personal information.  

• The user is then given an icon, similar to the Creative 
Commons icon, that can be publicly posted on their profile 
pages.



RMP on Facebook/OpenSocial

• RMP applications for 
Facebook and 
OpenSocial.   

• The applications allow 
users to create and 
display restrictions on their 
private information.

• An icon is created from 
their choices that is 
displayed on a user's 
profile page and links to a 
page containing more 
information.



7/27/2010 Hal Abelson, MIT CSAIL, <hal@mit.edu> 20

Information Accountability: When 
information has been used, it should to 
possible to determine what happened, 

and to pinpoint use that is 
inappropriate
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Technology to support information 
accountability

• Information is annotated with provenance that 
identifies its source.

• Data transfers and uses are logged so that chains of 
transfers have audit trails

• Databases and data providers supply machine-
readable policies that govern permissible uses of the 
data.

• Automated reasoning engines use policies to 
determine whether data use is appropriate.

• Users manipulate information via policy-aware 
interfaces that can enforce policies and/or signal non-
compliant uses.
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Use Case: Data sharing in Fusion Centers

• Current CSAIL research for DHS

• Example
– Sender: Mia Analysa of Massachusetts Commonwealth 

Fusion Center
– Data: Request for Information regarding Robert Guy 
– Receiver: Fedd Agenti of DHS
– Is this allowed under policies of the involved parties ?
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Automated policy reasoning



END

Myth: The major privacy risk is from unauthorized


