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1 Background

Web applications running on mobile devices have potential access to a wealth
of sensitive information and functionality. The applications that excite users
need to access this information and functionality in a way that doesn’t
breach important security properties. We have been investigating the gen-
eral problem of allowing untrusted code to access sensitive resources in a
secure way for some time. Specifically, we have been investigating security
APIs, application program interfaces which are designed not just to allow
access to functionality but also to preserve a policy. The idea is that such
an API should be designed so that no matter what functions in the interface
are called, and no matter what the parameters, certain ‘good properties’
continue to hold.

Our approach is to use formal security analysis techniques. We build
an abstract logical model of the interface, and treat the untrusted code
as the adversary. We formalise the security goals of the interface as logical
properties of the model. We then use automated tools such as model checkers
and theorem provers to determine whether an adversary could breach these
properties. Our results have been significant: we have discovered new PIN
leakage attacks on the APIs of HSMs used in the cash machine network [6],
new key extraction attacks on smartcards and USB security devices [2], and
used our analysis techniques to propose improvements to the interfaces that
eliminate the vulnerabilities [3, 4].

Since 2007, there has been an annual workshop on the analysis of security
APIs (ASA). Recent editions have included proposals for APIs to ensure
privacy in social networks and to ensure privacy in remote health monitoring
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systems [1, 5]. In this paper, we sketch how our formal analysis techniques
could be applied to privacy-preserving APIs, and propose a programme of
research we expect to have near-term impact in the area.

2 Formal Analysis of Device APIs

Our plan is to apply our analysis techniques to device APIs. From the
W3C device APIs committee we need examples of interface functionality and
security goals, formally or informally specified, to begin our work. We expect
that giving formal definitions for properties related to privacy will be one of
the main challenges of our project, but we have some good starting points
from our previous work on privacy in eVoting and automotive protocols, and
from our information leakage analysis for PIN processing APIs.

A major challenge for automated formal analysis is mutable state. When
an interface relies on state to make security critical decisions (such as whether
the current session is still valid, the device is in a particular configuration
etc.) the logical model becomes far more combinatorially complex. To
counter this we need to find good abstractions and prove their soundness.
On the positive side, our experience with cryptographic key management
interfaces has shown that once good abstractions have been found they can
be applied to many similar interfaces.

Our aim is to deliver device API specifications with verified security
properties. Note that this would be a guarantee of a specific property in an
abstract model of an interface and attacker. There would still be plenty of
room for security flaws at the implementation level of the interface, or by an
attacker using operations out of scope of the model, for example by attacks
with corrupt the integrity of the interface. However, our previous work with
APIs has shown that a large number of flaws prevalent in real devices do
fall within scope of this model, and the problem of e.g. safely sandboxing
untrusted code to be sure it can only call a fixed API can be seen as an
important orthogonal problem to the analysis of the security properties of
the API.

3 Summary

We propose to investigate the formal analysis of security and privacy preserv-
ing device APIs for web applications in conjunction with W3C. We would
need engagement at the level of requirements, examples, and suitable lan-
guages for specifying device APIs and their security goals.
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