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INTRODUCTION

Over the past decade, the Mobile Commerce Laboratory in the School of Computer Science at Carnegie
Mellon University has been piloting a number of context-aware applications and services [1,3,5]. From
the very beginning an important part of our work has revolved around reconciling the demands
associated with context awareness and privacy [5,10]. This short position paper summarizes some of the
main findings of our work and provides a brief overview of how many of the results from our research
have been encapsulated in a User-Controllable Privacy Platform for context-aware computing
commercialized by Zipano Technologies [4].

Briefly, when it comes to sharing their location with different applications and services as well as with
other users, our research has shown that:

e Users often exhibit complex privacy preferences

e Users often do not fully understand the implications of many of their privacy decisions and require
better interfaces to help them make better decisions

e Users require auditing functionality that helps them review instances when their location
information has been shared. When given this type of functionality, they report significant increases
in comfort and a greater sense of control. These factors in turn contribute to the adoption of novel
location-sharing applications and services.

e Users often do not manipulate default location privacy settings unless they are given functionality
that prompts them to do so.

e Because different users often have different location privacy preferences, one-size-fits-all default
policies are generally inadequate. Instead users need functionality that helps them select among a
small set of default privacy personas

e Simple dialogues and user-oriented machine learning functionality can also help users incrementally
refine their privacy preferences over time

The above findings shed light on the types of location privacy APIs that should be exposed to application
developers. Without such APIs, application developers will find it very difficult to capture and enforce
the complex location privacy preferences users often have — just as they had found it very difficult to
develop location-based applications before the emergence of location APIs.

USERS LOCATION PRIVACY PREFERENCES ARE OFTEN COMPLEX

Figure 1 displays the location sharing preferences of 30 different users, when it comes to disclosing
(Green) or not disclosing (Red) their location to other members of the Carnegie Mellon Campus
community (see [2,6] for additional details). Each square represents a different user. As can be seen, a
small number of users (10%) is never willing to share their locations with others, whereas an equally
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small number of users (also 10% in this case) is always happy to share their locations with others. The
majority of users falls in between with location sharing preferences that vary from one day to another
and with time during the course of a given day.
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Figure 1. Privacy Preferences for sharing one’s location with other members of the Carnegie Mellon
Campus Community. Data collected from 30 different users based on day of the week and time of the
day. Green means “share” and Red means “don’t share”. Each square represents a different user.

In studies where users were tracked for extensive periods of time and requested to indicate the
conditions under which they would be willing to share their location with others, it became apparent
that time of day and day of the week are but two factors in people’s location sharing preferences. The
user’s current location is yet another important factor. A common privacy preference is of the type “I
am willing to share my location with my colleagues, but only on weekdays, during working hours and
only when | am on company premises”. Other important factors have to do with the granularity at which
location information is disclosed as well as the frequency of requests.
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Figure 2. Accuracy with which one can capture a user’s location privacy preferences when varying the
expressiveness of location privacy settings exposed to that user. Sharing one’s location with friends &
family, Facebook friends, members of the University community, or advertisers.

Figure 2 summarizes the accuracy with which different levels of expressiveness in underlying policy
languages capture people’s actual location privacy preferences (see [2] for additional details). This figure
differentiates between the following levels of expressiveness:

e White List: unconditional list of entities that can access one’s location

e Time: Differentiating solely based on time of the day

e Time+: Differentiating between weekdays and weekends and between different times of the day
e Loc: Restricting access to one’s location to situations where one is in a particular location

e Loc/Time: Restricting access to one’s location subject to both time of the day and location
restrictions

e Loc/Time+: Restricting access to one’s location subject to both weekend vs. weekday, time of day,
and location restrictions

As can be seen, with the exception of friends and family, simple white-lists are insufficient. More
expressive settings have a major impact on our ability to accurately capture people’s privacy
preferences. This is best illustrated in the case of location-based advertising and sharing one’s location
with Facebook friends (see [2] for additional details).

QUANTIFYING EXPRESSIVENESS AND USABILITY TRADEOFFS

Given that users are only willing to invest so much time in configuring their privacy preferences, it is
legitimate to ask to what extent the above results hold when taking into account user burden
considerations.
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Figure 3. Quantifying accuracy versus user burden tradeoffs. The vertical axis shows the accuracy of
the location privacy policies defined by users when varying the number of rules they can define
(horizontal axis).

Figure 3 shows similar results when users are only willing to define a small number of location privacy
rules. As soon as users define at least 2 privacy rules, the accuracy with which one can capture their
location privacy preferences nearly doubles. The increase is even more dramatic for users willing to
define 4 or 5 rules (see [2] for additional details).

DEFAULT PRIVACY PERSONAS CAN HELP

While a single one-size-fits -Il location privacy policy is often inadequate, presenting users with a small
number of privacy personas they can choose from can help them take advantage of expressive settings
without requiring them to explicitly select from a large number of options.
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Figure 4. Accuracy obtained by varying the number of privacy personas (referred to here as “default
policies”) presented to users when it comes to configuring their location sharing privacy preferences
for four different groups, namely family members, close friends, members of the university
community, and anyone.
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Figure 4 shows how presenting users with just two location privacy personas for configuring their
privacy preferences when it comes to sharing their location with family members is sufficient (accuracy
of 95%) and adding a third or fourth persona does not add any value. For close friends and members of
the university community, a third persona helps increase accuracy over a situation where the user can
only select between two personas. All in all, these results show that a small number of privacy personas
is often sufficient to capture people’s location sharing preferences, even if these preferences themselves
are possibly fairly complex — additional details on how to learn canonical personas that are
understandable by users can be found in [6].

AUDITING FUNCTIONALITY IS KEY TO USER COMFORT

A key to empowering users to effectively manage their location privacy preferences involves giving them
access to simple auditing functionality. Using this functionality, users are able to review when their
location has been shared and with whom. This in turn helps them better appreciate the behaviors their
current privacy policies give rise to and empowers them to more effectively refine their preferences
over time. Studies have shown that users report being much more comfortable accessing location-based
applications when given auditing functionality [7]. In addition, experiments conducted with location
sharing applications show that, when given this functionality, users tend (on average) to selectively relax
their privacy preferences over time, eventually leading to more sharing [1,7] (see Figure 5 below) . In
social networking contexts, where the value of an application derives from the amount of sharing it
gives rise to, auditing functionality makes applications more valuable. The same has been measured for
location-based advertising applications [2].
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Fig. 5. Providing users with access to auditing functionality increases user comfort and also empowers
users to more selectively relax their privacy preferences. Results from a month-long Facebook location
sharing pilot involving nearly 60 users split into two conditions, one with auditing and one without.

©Copyright 2008-2010, Norman Sadeh, All Rights Reserved.



DIALOGUE AND USER-ORIENTED MACHINE LEARNING CAN HELP USERS REFINE THEIR

LOCATION PRIVACY PREFERENCES

Supplementing auditing functionality with dialogues and user-oriented machine learning technology to
suggest to users how they could possibly improve their current privacy settings can help further improve
user comfort by enabling users to converge towards privacy settings that better capture their true
preferences [8]

ZIPANO’S USER-CONTROLLABLE PRIVACY PLATFORM (UCCP)

The above findings are encapsulated in a User-Controllable Privacy Platform (UCPP™) commercialized by
Zipano Technologies. The UCPP exposes to application developers a layer of interoperability in the form
of a set of RESTful web services APls. It serves three primary roles that can be customized and
selectively integrated into different platforms:

1. A policy engine: The essence of the UCPP is the storage, maintenance, and enforcement of
rich user privacy policies.

2. Aninteractive audit log: The UCPP maintains detailed logs of all transactions. These logs
can be used to help users refine their policies and generally help them get a better feel for
who is requesting their location information and under which conditions (e.g. when or how
often) . These logs should only be maintained for short periods of time (e.g. one or two
weeks) to minimize privacy risks — just long enough to help users evaluate the impact of
their current policies.

3. A clearinghouse for context data: The UCPP can accept and consolidate multiple concurrent
streams of contextual data (e.g. user location or status), intelligently deciding which is the
most current and relevant for a given user.

This functionality is packaged in the form of a highly scalable, low latency solution with APIs for privacy
preference editing, location request processing, user request auditing, and flexible/open authentication

(Fig. 6).
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Figure 6 shows where the UCPP sits in the LBS development stack.

Locaccino [3] is an example of a Facebook application built on top of Zipano’s UCPP. The application
has been downloaded in over 130 countries. It runs on WiFi-enabled laptops (Windows and Macs) and is
also available on Nokia’s Ovi store (for Symbian phones) and on Android Market (Android phones).
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