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geolocation 
is happening



http://vimeo.com/10453518   
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“early adopter 
games”



instrumenting 
our lives







broadcasting
our lives













the web: a
social sensor 

network







privacy in web 
technologies?



separation 
of concerns



players:
users

user agents
service providers



what could the 
user agent do?



user consent



notice and 
transparency



data minimization

e.g., only say what 
city the user is in



user 
preferences



e.g., retention time

e.g., permission to 
retransmit



display the 
provider’s policy, 
match it against 
user preferences



P3P



not deployed in 
current 

browsers



deployment 
incentives?



















location privacy: 
concern for user 

and service 
provider alone?



how about the 
service providers?



geolocation API 
specification
http://www.w3.org/TR/geolocation-API/



Recipients must only request location information when necessary. 
Recipients must only use the location information for the task for which 
it was provided to them. Recipients must dispose of location 
information once that task is completed, unless expressly permitted to 
retain it by the user. Recipients must also take measures to protect this 
information against unauthorized access. If location information is 
stored, users should be allowed to update and delete this information.

The recipient of location information must not retransmit the location 
information without the user’s express permission. Care should be 
taken when retransmitting and use of encryption is encouraged.

Recipients must clearly and conspicuously disclose the fact that they 
are collecting location data, the purpose for the collection, how long the 
data is retained, how the data is secured, how the data is shared if it is 
shared, how users may access, update and delete the data, and any 
other choices that users have with respect to the data. This disclosure 
must include an explanation of any exceptions to the guidelines listed 
above.

http://www.w3.org/TR/geolocation-API/



<reality>



Doty, Mulligan, 
Wilde, 2010



UC Berkeley School of Information Report 2010-038 Privacy Issues of the W3C Geolocation API

 What does it do?  Informed 
up front?  

In Privacy 
Policy?

Lets user 
inspect?

Google Maps Zoom the map to your location. ! ● !

Google Local Nearby points-of-interest. ! " !

Flickr Show pictures taken nearby. ! ! !

Travelocity iPhone Search for nearby hotels. ! ! ●
AskLaila Search for businesses in India. ! ! ●
Search.ch Find Swiss train schedules. ! ! !

Identi.ca Attach your location to public 
microblog posts. ! ! !

Foreca Weather Get the weather forecast. ! ! !

BooRah Restaurants Show restaurants near you. ! ! !

GoThere Singaporean points of interest. ! ! !

The Rocky Horror 
Picture Show 

Find Rocky Horror showtimes 
nearby. ! ! !

GraffitiGeo Show tagged locations nearby. ! ! !

GeoMail Add your location to an email. ! ! ●
Our Airports (mobile) Show nearby airports. ! ! "

Our Airports Show nearby airports. ! ! "

Plemi Find nearby concerts. ! ! !

AskAround.Me Answer geotagged questions. ! ! !

gMapTip WordPress Add a map to a blog post. ! ! !

Your Mapper See map data for your location. ! ● "

BackNoise Semi-private conversations. ! ! !

BailBond.com Find a nearby bail bondsman. ! ! "

Toupil.fr Search for businesses in France. ! - !

Figure 1: Web sites using the W3C Geolocation API. For a complete and up-to-date list, see http://npdoty.
name/location/services

are noted with a green check and sites that wait to submit location information until the user submits a

form are noted with an orange circle.

Out of 22 instances, not a single web site informed users of their privacy practices with respect to collected

location data up front, that is, before they were presented with a prompt for their location. As a result,

we suspect that virtually no users encountering the W3C Geolocation API are fully informed about the

requesting site’s information practices when they decide whether or not to reveal their location. Nine sites

(41%) presented the prompt immediately on loading a page, without a user even pressing a button to initiate

the action.

Furthermore, only four of the 22 sites (18%) explicitly mentioned the collected location data in their
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third parties to 
the rescue?













what’s next?



Capture
http://www.w3.org/TR/capture-api/

Contact
http://www.w3.org/TR/contacts-api/

System Status
http://www.w3.org/TR/system-info-api/



…and more 
“device APIs”...



“just like 
geolocation”

?



privacy 
requirements

http://dev.w3.org/2009/dap/privacy-reqs/

http://dev.w3.org/2009/dap/privacy-reqs/
http://dev.w3.org/2009/dap/privacy-reqs/
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not a browser



policies?



who writes 
them?



who mediates 
them?



where are the 
deployment 
incentives?



usability?



where do we 
go from 
here?
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