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Imaging & 3D For other uses, see Wiki (disambiguation). 16.7 MB
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iPod + iTunes
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Networking & Security
Productivity Tools
Spotlight Plugins
System/Disk Utilities
UNIX & Open Source

Video

Top Apple Downloads
Top Downloads

A wiki (IPA: [ 'wrki:] <WICK-ee> or [ wi .ki] Twitterrific 3.0.1

1.2 MB

<WEE-kee>[1) is a type of website that allow

to easily add, remove, or otherwise edit and ch 5 WRTS54G_v4.21.1_US.tgz
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About Wikipedia Clear 12 Downloads
The perfect companion to the world’s most complete encyciopedia: view and Mac OS X 10.4 or later
edit complete Wikipedia articles in any language without leaving your
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| Calart ~ matamaee
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javascript
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with full
control over

the local

machine




widget.system
runCommand
System.Shell.

execute



run a command in
the system’s shell



when was your

computer’s last
Cross-site scripting

vulnerability*



e.g., GMail



roessler

ardagna

Frederick Hirs...

Rigo Wenning
Thomas Roes...
lan Fette
Thomas Roes...

Casassa Mont...
Casassa Mont...
Daniel Olmed...
Daniel Olmed...

Renato lannella
Renato lannella
Stephen Farrell

Mary Ellen Zu...
Magnus Nystr...

Sean Mullan

Sean Mullan v...
Sean Mullan v...

William Eburn

Inbox (90)

hi there

Intro: Claudio Ardagna

Updated c14nll changes redline - undo xmlid changes to examples

Intro: Rigo Wenning

CA DN collisions?

11/28 Minutes

Minutes from December 5th telecon

Intro: Marco Casassa Mont

PLING: Suggested Discussion Topics

Re: Policy Negotiation

Re: Query/response mapping between different policy systems

Re: Policy Semantics: Vocabularies

Intro: Rl

ACTION-348: cert related terminology

Comments on: Access Control for Cross-site Requests

Proposed work item: DerivedKey

Consistent naming of test cases

WWW /2007 /xmlsec/interop/xmldsig/dname dnString-6-UPC.xm|,NONE,1.1 ddnS
WWW /2007 /xmlisec/interop/xmldsig/cl4nll xmlbase-cld4nllspec-102-IAIK-r
Weekly WSC conference call 12/05 - regrets

o

Vit vty OO OO O

Compose




var titleText = MessagesTable.
getTitleTextFromEntryElement(currentEntry);
titleText =
'&nbsp ;&nbsp ;&nbsp;<span class="title-class">"
+ titleText + '</span>';

// (skipping code to build message summary)

titleText =
"<div class="table-overflow-col'>
+ titleText + "</div>";

titleColumn.innerHTML = titleText;



titleColumn.
1nnerHTML
= ti1tleText;



who controls
titleText?



Subject: <i>hil</i>






we can write
html into the
dom, by
sending e-mail




scripts?



innerHTML
handles
<script>
strangely



event handlers
work just fine




<a
onmouseover="
2
o2



<lmég
src="404. glf”
onerror="...">




hacKking
through e-mail



output
sanitization



entity-escape

strings before
writing them to
the dom




Google
announced fix
in December



vulnerable
versions don’t
WOrk any more



how about
rendering

html®



say, from
Wikipedia
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Q- Widget engine

Widget engine

From Wikipedia, the free encyclopedia

In computer software, a widget engine is a software service available to users for running and displaying desktop
widgets on the desktop. Desktop widgets are physically inspired applets that give access to information and frequently
used functions such as clocks, calendars, news aggregators, etc.

The term widget engine is not to be confused with that of a widget toolkit. Toolkits are destined to GUI programmers,
who combine several widgets to form a single application. A widget in a toolkit provide a single, low level interaction,
and is prepared to communicate with other widgets in the toolkit. On the other hand, widget engines are intended for
end users and each desktop widget is a stand-alone, task-oriented application which can be composed of several
related interactions on its own.

The desktop widget model is attractive because of ease of development. Most of these widgets can be created with a
few images and about 10 to several hundred lines of XML/JavaScript/VBScript source code. A single host software
system, such as a web browser, runs all the loaded widgets. This allows several desktop widgets to be built sharing
resources and code.

Contents
1 Desktop widgets
2 Mobile widgets
3 Information flow of Desktop Widgets
4 See also
5 Notes and references
6 External links

Desktop widgets

Widgets are downloadable interactive virtual tools that provide services such as
chnwinn rthe icer the latest newe the riirrent weather the time a ralendar a

i
23° 18° 19° 19° 19° 19° 20°
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say, 1n an
rss reader




® Dashcode File Edit Format Arrange Debug View Window Help £ O ® | = «) = @ 75% 23:11 tr Q

200 Untitled -
' ' - fy . Search

>/ U | g, & L 3Q search

Run Pause = View Inspector Library Search

'IGbC'I]'I]'II?bCI]'

Choose a template for your widget:

7 I W /f-\\

Custom Countdown RSS Podcast

[\
4

Photocast Quartz Composer

Cauge Daily Feed

Custom Template

This template provides a blank widget, ready for customizing.

Place items from the Library window, such as parts and pictures, on the canvas, then use the inspector to adjust an
item's appearance and assign handlers to it. Write code for your handlers in the source code editor, and when
you're finished, run your widget to make sure it works as you intended.

(Open Existing..._\ /_Import... \ ( Close \ (‘Choose)




® Dashcode File Edit Format Arrange Debug View Window Help £ O ™ = = ) = @ (74% 23:12 tir Q
)

®00 Untitled
‘ T T o ~
Q &"j o [ . []u Q Search
Run Pause  View Inspector Library Search
lI]I—ﬁ{)loll]lI]lI_HOIOI]lI]lIIOII]lI]lllllbcllI]lI]IIZE)CIl]lI]lI]3bcllll]ll]lt’,bclllll[llls
Untitled - Y .L—{‘ nOr —Search —
>@front -
P.back C
o
B
5 N
Widget Attributes L
==\ r
ﬂ Default Image -
[ | -
Fs =
§:§:§ Widget Icon —
T ©
G-

-

js' Untitled.js 3 makeEntryDiv 3

830 77 o Lo | | SN sLr Ly vui cCLChciie LurnrLuLnonny un

439| //
440/ function makeEntryDiv(content)
441 {
442 var div;
Workflow Steps 443
- ; 444 1f (typeof content == "string") {
rovide RSS feed =" T 445 // 1If it's a plain string, wrap it in a div m
Set the source RSS feed for your ’ b d}v . document.createElLement("div");
wid b 447 div.innerHTML = content;
get. ‘
' 448 }
RSS Properties }| 449 else {
}| 450 div = content;
2 W @ = 2
@ ark as Done ||l
Set attributes [ Required YN “:3 , return div;
| 454 A
Preview default image )3 455 <
i achl S/

| = E | £= | 2=



® Dashcode File Edit Format Arrange Debug View Window Help O [ = &) BE= @] (72% 23:15 tr Q
®00 Untitled ()
\’J ‘\I.I/I ;'— v uﬂ [Q Search
Run Pause View Inspector Library Search
Search
v P untitled N -—
Name Untitled

= @ front

Workflow Steps

Provide RSS feed
Set the source RSS feed for your

widget.

RSS Properties

)

Mark as Done

Set attributes

Preview default image

B~ = K

Widget Identifier
Modified

Network / Disk Access

[2] Allow Network Access

Extensions

"1 Allow Internet Plugins

Widget Plugin

com.tir.widget.Untitled

1 Allow Exter

1 Allow Java Execution

Version 1.0

) Allow Command Line Access

(' Choose... )
Properties
Feed URL Drag or enter a feed URL here.
Show Articles Al -4 within | Any date X3

Display

Localization

|

M Show article date and time

(] Show new content badge

Language Widget Name Key Value
English My RSS Feed My RSS Feed
m New URL: New URL: U
Set Set
' Feed URLs: Feed URLs:
' * Article Length Article Length
! Reset Reset
' Cone Cone
' Invalid Feed Invalid Feed
&/ R
+, |- + | -
A
| e ———————————————————————————————— < »
j €= | 2=




the disaster is
one click away



(incidentally,
forget your
firewall)



can we have
shrimps in that
turducken®



widget.system
and friends call
the shell



Secure Unix
Programming FAQ

1999/05/17



6.5) How do I
safely pass input to
an external
program®



“One of the biggest

mistakes is to use a.
shell. ...”



All Categories
Aperture
Apple
Audio
Automator Actions
Business & Finance
_alend
D D t Tools
Drive
Email & Cha
r ( Studio
ne S L :

con Scre Sd I e
maging & 3D
nternet | ities

F iTune
Math & Science
Networking & Security
Productivity Tools
Spotlight Plugins
System/Disk Utilities

A & Open S ¢

Top Apple Downloads

Top Downloads

Store Mac

iPod + iTunes iPhone

Dashboard Widgets

Amazing widgets for your Mac OS X Dashboard.

SVN Notifier

About SVN Notifier

Version control is essential for collaborative development, and we do a lot of
collaborative development at Arc90, so we rely heavily on our Subversion
repositories. One of the things we’ve noticed is that it's hard for developers to
keep up with their repositories’ and working copies’ statuses: Is my copy out of

Growl SVN Access

: 3:48pm on 2008-03-29 (Sat)

g: Found the problem: The retumn

statement for baling out of posting
a notification when a copy was

date? Has someone committed something to the repository?

So we wrote a Dashboard widget that monitors working copies and repositories
to make sure that it's always clear what's what. And we threw in Grow!| support
to make the package extra appealing. It's a great way to keep tabs on your

development efforts.

Download Details

Company: Arc90
Version: 1.0

Post Date: April 2, 2008
License:

File Size: 624K

URL Type: Download
Download ID: 18438

“© @

MaC Universal

System Requirements

Mac OS X 10.4 or later

Select a category... v




what’s new in
that svn
repository?



notification
through growl



command = baseCommand
// title (note the trailing space)

+ '"" + projLabel + ' 1s out of date”

// message

+ You have revision r'
+ my_rev

+ ', and the repository has been updated to r'
+ repos_rev + ' by '’
+ repos_rev_author

+ ' with the following message:\n\n'

+ repos_rev_msg + ;



; touch /tmp/gotcha; echo "



hacKking
through svn
commit
messages



there’s similar
code in the

wikipedia
widget




web










twitgit
twitterlex
facebook



M 9N

Top Apple Downloads

Top Downloads

Store Mac iPod + iTunes iPhone Support

Dashboard Widgets

Amazing widgets for your Mac OS X Dashboard.

Facebook
( - )

About Facebook

Look up student information on the facebook.com community. Limitations:

- If not already specified, users must set their Safari preferences to accept
cookies “Always.” If not already set to “Always,” the widget will facilitate
changing this setting upon a first attempt at searching using the widget.

- When searching by attributes other than name, results are limited to only those
in the user’s personal network. This limitation is imposed by facebook.com, not
by the Facebook Search Widget.

What's Next?

Look for the following features in future releases:

- Bug fixes

- Results displayed as a list of names in a drop-down drawer within the widget
interface itself, rather than linking to an external browser window.

What's New in this Version

- Fixed a bug in which users would be directed to the cookies setup page even
after correctly configuring their cookies.

- Fixed a bug that caused the widget to begin a search with no user input.

- Added support for searching only within your personal network. When

Download Details

Company: Carl Wiemann
Version: 1.6

Post Date: January 2, 2006
License:

File Size: 28K

URL Type: Download
Download ID: 7928

System Requirements

Mac OS X 10.4 or later

A facebook.com account

Select a category...



json based apis



XMLHttpRequest

eval



twitter

facebook



Not quite a
JSON example



i Store Mac iPod + iTunes iPhone Support

Dashboard Widgets

Amazing widgets for your Mac OS X Dashboard.

Hockey Widget

cames T8 - 14 Final WAS 5 2 Final
NYR ATL 25 3rd,2:06 NJ PHI 04 3rd, 1:31
MONOTT 23 3rd, 14:17 FLA TOR 22 3rd, 16:15

LA CG)/ .

DET SJ
- San Jose 3 2 1 7
Math & Science Anaheim 3+ 4 1 7
Networking & Security N Dallas 24 2 2 W6
,7 Phoenix 2 3 0 4
Spotlight Plugins Los Angeles 2 5 0 4
4 Disk \ /

About Hockey Widget

Allows you to keep track of your favorite NHL team - daily schedules (game

times are converted to your local time zone) with past and current results and

Top Downloads upcoming schedules as well as current standings (both division and full
conference). Hovering the pointer over a game that has concluded (or is
currently in progress) shows the period by period breakdown of scores as well
as game leaders (or last play and last goal for games in progress).

Top Apple Downloads

Download Details

Company: Independent private
developer

Version: 1.0.7

Post Date: December 5, 2007
License:

File Size: 59K

URL Type: Download
Download ID: 15550

“ o

Mac Universal

System Requirements

Mac OS X 10.4 or later




var xmlResponse = xmlRequest.responseText

xmlLResponse = xmlResponse.replace(/[\n\r]/g,"");

var NHLatl = null;

var gameData = xmlResponse.match(/script[A<]*var NHLatl.*7?<\/
script>/)[0].replace(/.*?var /,"").replace(/,
\s*myScoresIcon.*/,"}");

eval(gameData);



Screen-
scraping
through eval




another patterns:
use JSON to check
for updates



Top Apple Downloads

Top Downloads

Store

Mac iPod + iTunes

Dashboard Wldgets

Amazing widgets for your Mac OS X Dashboard.

TV Forecast

TVForecast

WWW EIGEUCKETELD

Prison Break &vs
Dirt Nap

Scrubs euy
My Bad Too

Lost suy
LOST: Past, Present & Future

South Park ev
TBA

Battlestar Galactica evs
He That Believeth In Me

About TV Forecast

If you've ever missed an episode of your favorite TV show, tuned in only to find
that it wasn't airing or are just looking for a TV guide personalized to your taste,

then look no further than TV Forecast.

TV Forecast helps you to keep an eye on all of your favorite TV shows by

iPhone

C i
Tue, Jan 22
5 days

Fri, Jan 25
8 days

Fri, Feb 1
15 days

Thu, Mar 13
56 days

Sat, Apr 5

79 days

Download Details

Company: Big Bucket
Version: 2.3.2

Post Date: January 17, 2008
License:

File Size: 200K

URL Type: Download
Download ID: 13225

&L @

MaC Universal

System Requirements

Mac OS X 10.4 or later




this._checkVersion
(transport.
responselext.

evalJSON(C));



Prototype JavaScript framework: Easy Ajax and DOM manipulation for dynamic web applications

GD (C) (X) ( http: / /www.prototypejs.org/

Download APIDocs Tipsand Tutorials Blog Discuss Contribute

JavaScript framework

: function(row) {
1f(row ) return .tab

return $(row).getElementsBySelector(

Prototype is a JavaScript Framework that aims to ease
development of dynamic web applications.

Featuring a unique, easy-to-use toolkit for class-driven
development and the nicest Ajax library around, Prototype
is quickly becoming the codebase of choice for web
application developers everywhere.

Prototype 1.6.0.2: Bug fixes, performance
improvements, and security

Today we're releasing Prototype 1.6.0.2 to address
several compatibility and performance issues and to
protect against a potential security issue for developers
using Prototype outside of a web browser environment.

Doasd sacoca

Prototype is a JavaScript Framework that

aims to ease development of dynamic
web applications.

Download

Cet the latest version—1.6

Learn

Online documentation and resources.

Discuss
Mailing list and IRC

Contribute

Submit patches and report bugs.

Who's using Prototype?

Meet the developers

Done




default json
parser: eval




widget doesn’t
turn on
sanitization



frameworks

may be less

secure than
you think



“You're trusting
them anyway, so
why bother?”






leverage

network attack

into machine
takeover




security of
update servers
at all times



robustness
agalnst cross-
site scripting



Dancho Danchev's Blog - Mind Streams of Information Security
Knowledge

In the overwhelming sea of information, access to timely, insightful and independent open-source intelligence (OSINT) analyses is crucial for
maintaining the necessary situational awareness to stay on the top of emerging security threats. This blog covers trends and fads, tactics and
strategies, intersecting with third-party research, speculations and real-time CYBERINT assessments, all packed with sarcastic attitude

WEDNESDAY, MARCH 12,

2008

E) More High Profile Sites IFRAME Injected

The ongoing monitoring of this campaign reveals that the

group is continuing to expand the campaign, introducing over

a hundred new bogus .info domains acting as traffic
redirection points to the campaigns hardcoded within the
secondary redirection point, in this case radt.info where a
new malware variant of Zlob is attempting to install though
an ActiveX object. These are the high profile sites targeted
by the same group within the past 48 hours, with number of
locally cached and IFRAME injected pages within their search
engines :

NCSU Libraries - lib.ncsu.edu - 372,000 pages
FullDownloads.us - fulldownloads.us - 13,000 pages
Central Statistics Office Ireland - cso.ie - 10,300 pages
DBLife Frontpage - dblife.cs.wisc.edu - 1,130 pages

School of Mathematics and Statistics - www-history.mcs.st-andrews.ac.uk - 1040 pages
eHawaii Portal - ehawaii.gov - 992 pages

The World Clock - timeanddate.com - 944 pages

Boise State University - boisestate.edu - 471 pages

The U.S. Administration on Aging (AoA) - aoa.gov - 425 pages

Gustavus Adolphus College - gustavus.edu - 312 pages

About Me

Dancho Danchey

Independent Security Consultancy, Threat
Intell Analyses and Competitive Intelligence
research on Demand. Insightful, unbiased,
and client-tailored assessments, neatly
communicated in the form of interactive
reports - because anticipating the emerging
threatscape is what shapes the big picture at
the end of the day. Approach me at
dancho.danchev@gmail.com

View my complete profile

Subscribe Now: Feed Icon

http://ddanchev.blogspot.com/2008/03/more-high-profile-sites-iframe-injected.html
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iframe
injected”



wildgets are a
predictor



javascript as
programming
language of
choice?



SIS
application,
web-based,

widget-style®



soclal network
worms that
create
zombies?



targeted
attacks with

plausible
deniability*



the flaws aren’t
rocket science
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bugtraq
1996



widespread



trivial to
exploit



easy to find



json-based api?



shows html?



uses external
programs®
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