WWeb Application
Security Issues



VVhat happens when people
start building security critical

applications on top of
HTML+CSS+)avaScript!?



What can we learn from that
for the technologies that we
design?



. Widgets
2. Mash-ups
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XMLHttpRequest

to any destination
with cookies




widget.system

arbitrary shell scripts



Widget plugins:
Extending what
JavaScript can do.



A Widget can control
your system.



Your system’s security
depends on the
correctness of
JavaScript code.



Attacker’s goal:
Control the Widget'’s
DOM.



Controlling the DOM

means executing
arbitrary code.



Code Quality?



Parsing a
number.
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JavaScript
Object
Notation




Prototype JavaScript framework: Easy Ajax and DOM manipulation for dynamic web applications (@

@ CC') CX) ( http: [ fwww. prototypejs.org/ w7 v s ( " Google Q)

Download APIDocs Tipsand Tutorials Blog Discuss Contribute

Prototype is a JavaScript Framework that

aims to ease development of dynamic
web applications.

JavaScript framework
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Learn
Prototype is a JavaScript Framework that aims to ease  Online documentation and resources.
development of dynamic web applications.

Featuring a unique, easy-to-use toolkit for class-driven DiSCUSS
development and the nicest Ajax library around, Prototype Mailing list and IRC
is quickly becoming the codebase of choice for web

application developers everywhere.

Contribute

Submit patches and report bugs.
Prototype 1.6.0.2: Bug fixes, performance
improvements, and security Who's using Prototype? I

Meet the developers

Today we're releasing Prototype 1.6.0.2 to address
several compatibility and performance issues and to
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this._checkVersion
(transport.
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sanity checks
turned off by
default



eval()



this._checkVersion
(transport.
responselext.

evalJSON());
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Executing arbitrary

code retrieved
through HTTP.



Execut] \té‘ary
d
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VVriting a
string to the
user interface.
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Script injection
through e-mail
possible.



Just put HI ML
into a Subject.
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Code Quality?









Widgets
enable
creativity







But: VVe need

security
despite bad
code quality.




What do APls

Invite
programmers
to do!







Client-side code
processes confidential
data.
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<script>
XMLHttpRequest

JSONRequest
XDomainRequest

postMessage



<script src="http://
good.foo/...”/>
<script src="http://
evil.foo/...”/>



two sites
one DOM




popular!
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XMLHttpRequest

place HT TP requests
from browser-side
code



Cross-site requests:
XMLHttpReq' Level 2
access-control



XML data

response XML



non-XML formats!?



response [ext
responseBody









JSONRequest

place HT TP request
from client-side code



application/jsonrequest



anonymous






API: object is passed
to call-back function.



advanced RESTful
APls!?






XDomainRequest

cross-site HI TP
requests



anonymous









text/plain only

APl string-based



invites eval+|SON



two sites
one DOM







postMessage

cross-window
commuhication




cause a ‘message’
event in another DOM



“just strings”



how about structured
data’



invites eval+|SON



two sites
one DOM







The good news:
probably fixable






Lots of people write
JavaScript code.



Widgets, Mash-ups and
VVeb Applications let
more people be
creative.






They need

sane and safe
APls.




Let’s consider
that in spec
development.
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