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Introduction

Even with the rapid proliferation of usage of mehdevices, it is undeniable that mobile
web browsing has not gained major traction. Theara may be plenty. A recent news
report [1] confirms that the mobile browsing has caught up with technical advances in
mobile telephony. According to the report, softwased for mobile browsing is limited
in nature and not suitable for usage at par wigfulas web browsing. | am sure that with
increasing reliance on the internet and necesstiethe move will increase an adoption
rate in mobile browsing.

Trusted Mobile Browsers

To increase the adoption of mobile browsing, thet@ need to both simplify the browser
as well as making the user do less. The userseanndth bandwidth issues because that
is something under their control. The greater tbsts; the better the bandwidth. The
mobile browser complexity is not in the user’s ecohtHe is at the mercy of technology
and vendors. This is where standards play an irmapbrole in simplifying the complexity
of web browsing by moving all intelligence into theowsers, the network and the back-
end server applications that the browser is inter@avith. The user will have to do very
little.

Assuming that the browser has become ultra inelligthere is still the concerns for
privacy and security in the minds of the user. Dhewsing exercise should dispel all
fears of security for the user. This is possiblewthe browsers are built with security by
default.

There are 3 areas where the user will be concexbedt security and privacy. One is the
browser itself, the other is the channel where datas from the browser to the server
and the last is the server application. Since énees application is not specific to mobile
browsing alone, we can ignore it in this paper. Dh@wser can be solidified such that
security is enforced.

The critical concern that remains is the channake the costs and computing
capabilities of mobile devices, | feel that Pubkey Cryptography using X509

certificates for the mobile browser is overkill. e is a need to identify alternatives to
mutual authentication using certificates. One satternative is the Secure Remote
Password [2][3].
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Secure Remote Password

The Secure Remote Password [SRP] is a mechanismewhthe key agreement between
the client and server is mathematical based andetkout of a simple password entered
at the client. Essentially, it drives out the marthe-middle concerns.

The SRP capabilities can be inbuilt into the mobilewsers. For secure sites where the
user intends to do business, if PKI is a concérer) the user can enter a password to the
site and the browser can perform SRP computatioregytee on a secret key with the
server and ensure a secure channel.

Conclusion

The need for simplified and intelligent mobile biews is important for the success of
the mobile e-commerce industry. In this paper, Vehalso highlighted the need for
trusted browsing that is inbuilt in the browserm@RP technology.
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